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Integrity Risk Management as a Component of 
Integrity Management System

Company Policy

Staff Awareness

Procedural  
Safeguards

Integrity Policy

Integrity Training

Integrity Risk Management (IRM)

2



• Monitor the implementation 
of control measures

• Review of risk analysis 
(periodically or when need 
arises)

• Review existing 
procedures/practices/control 
measures

• Assess the effectiveness of 
the existing control measures

• Calculate residual risk level

Risk 
Identification

Evaluation
Control & 
Mitigation

Monitoring 
& Review

IRM

• Identify and examine the risk
• Determine the inherent risk 

level

• Devise mitigation/control 
measures if needed

• Assess and calculate the 
revised risk level
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Integrity Risk Management
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Integrity Risk Management
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IRM Video I



IRM Toolkits

1) Corporate Integrity And Governance
2) Staff Administration
3) Procurement (Quotation Exercise)
4) Tendering
5) Recruitment Of Workers



Summary of 
Integrity 
Risks and 
Control 

Measures

&

IRM Plan



1. Risk 
Identification

2. Evaluation 3. Control & 
Mitigation
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How to use the IRM 
toolkits?
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How to use the IRM plan?
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IRM Video II



When analysing and determining the inherent 
risk level, factors for consideration include –

Aspects Factors

Impact and 
consequences
of integrity risk

• Financial, reputation and other 
loss to the organisation
concerned

• Impact on public safety
• General public perception

Likelihood of 
integrity risk

• Number of corruption 
complaints

• Media reports
• Finding from internal audits or 

report through whistle blowing

*Risk Level is an indicator of the need for control
measures and is not equivalent to the likelihood of a risk
item.

Integrity Risk Level
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Risk Matrix 

High 2 3 3

Medium 1 2 3

Low 1 1 2

Mild Moderate Serious

Consequence

Likelihood

Integrity Risk Level
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*Risk 

level 
Description

3

(High)

The work processes are exposed to high integrity 

risk.  Controls measures must be adopted to 

mitigate the risks.

2

(Medium)

The work processes are exposed to medium 

integrity risk that can barely be addressed by 

existing control measures.  Further control 

measures are warranted.

0 - 1

(Low)

The work processes are exposed to low integrity 

risk that existing control measures are sufficient 

and on-going monitoring should be maintained.  

Additional control measures may not be further 

proposed.

Integrity Risk Level
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Preventive
Provide procedural safeguards / 

directives

Detective
Unveil or facilitate the 

discovery of irregularities

Educational
Raise awareness, change mentality and 

enhance transparency

Types of Control Measures
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Types of Control Measures

Type of Control 
Measures

Examples 

Preventive

• minimise discretion (e.g. digitalise work processes to 
reduce human intervention, issue of clear guidelines 
to remove ambiguity) 

• encourage internal / external communication

Detective

• facilitate investigation of corruption complaints (e.g. 
requiring submission declaration of compliance)

• facilitate detection of irregularities through exception 
reports / management reports

Educational

• enhance integrity awareness through training, 
inclusion of bribery warnings and incorporation of 
probity clauses in contract

• ensure staff are conversant with the company’s 
integrity policy through regular reminders



Downloading IRM Toolkits
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https://cpas.icac.hk/EN
/Info/TP_Library?cate_i
d=10027

CPAS Website



Celebrates 50th Anniversary
15 February 2024



• International anti-corruption training &

research centre established by ICAC

• Aim to assist graft fighters and related 

stakeholders worldwide in strengthening 

anti-corruption capacity

Who We Are



• International Training

• Training for Local Organisations

• Training for ICAC Officers

• Anti-Corruption Research Hub

What We Do



Contact Us

Email: hkiaac@icac.org.hk

Address: ICAC Building, 303 Java 
Road, North Point, Hong Kong

mailto:hkiaac@icac.org.hk


Thank you
Case scenarios are used in this workshop to illustrate the legal requirements and corruption risks. These case scenarios should be taken
as hypothetical and not referring to any particular real case or any particular organisation or person. The advice and recommendations
given in the workshop are by no means prescriptive or exhaustive, and are not intended to substitute any legal, regulatory or contractual
requirements. Participants should refer to the relevant instructions, codes and guidelines issued by the relevant authorities, and adopt the
appropriate measures that best suit the operational needs and risk exposure of their organisations.

Throughout this workshop, the male pronoun is used to cover references to both the male and female genders. No gender preference is
intended.
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