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FOREWORD

According to international monitoring mechanisms, reports of non-governmental organizations, public
opinion surveys, as well as the rhetoric used in political party campaigns, corruption in the Western Balkans
and Moldovaiswidespread.

Where there is corruption there is a deficiency in rule of law, democracy, economic and social prosperity.
Additionally, corruption is considered to be one of the biggest obstacles the Western Balkans and Moldova
face onthe EU integration path.

Consequently, in the last decade the government; the non-governmental sector; media; international
organizations; and the general public have been increasingly treating the fight against corruption in the
Western Balkans and Moldova as a top priority.

Investigative journalists have been reporting that corruption cases predominantly go unpunished, due to the
absence of elJective investigations and prosecutions. When asked about reasons for such inelJectiveness, law
enforcementagencies complain about a small number of reports of corruption and their poor quality.

With thatin mind, international organizations and NGOs engaged in talks with government institutions on the
need to regulate whistleblowing as one of the most eJJective means of exposing and combating corruption.
They pointed out that, in order to maximize the benefits of whistleblowing, comprehensive laws must be
brought in place to provide whistleblowers with reliable avenues to disclose corruption, and mechanisms to
protect them from retaliation. It was under such circumstances that a collaboration between government
institutions, international organizations and NGOs was established in the Western Balkans and Moldova to
develop whistleblower protection laws, most of which were adopted during the period between 2014 and
2019.

More importantly, once adopted, whistleblower protection laws have been reviewed for their eCectiveness
through monitoring of their implementation by media, NGOs and international organizations. One such
report was developed by the RAI Secretariat in partnership with Blueprint for Free Speech titled
'Whistleblower protection in Southeast Europe: An overview of Laws, Practice and Recent Initiatives™ (2015).

The adoption, in 2019, of the European Union (EU) Directive on the Protection of Persons who Report
Breaches of Union Law provided a fresh impetus for elJective whistleblower protection also in SEE. As a
contribution to this process, the RAI Secretariat conducted a Gap Analysis of Whistleblower Protection Laws in
the Western Balkans and Moldova (hereinafter: Gap Analysis), which examines whether and to what extent EU
Directive standards are incorporated in whistleblower protection laws of these jurisdictions.

The RAI Secretariat conducted the Gap Analysis under its EU-funded regional project titled 'Breaking the
Silence: Enhancing the whistleblowing policies and culture in the Western Balkans and Moldova' (April 2020 — March
2023). Through this project, the RAI Secretariat and its partners continue to examine and address needs and
gaps of the whistleblower protection systems in SEE, by looking both at legislation and institutional
arrangements, building capacity, as well as providing opportunities for regional peer-to-peer and cross-
sectoral exchanges between publicinstitutions and CSOs.
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Last but not least, the RAl Secretariat and its partners work to raise public awareness about the importance of
whistleblowing in combating corruption, and to educate the public about whistleblower disclosure channels
and protection mechanisms.

The Gap Analysis was conducted by whistleblowing experts Mr. Tom Devine and Mr. Mark Worth. In order to
achieve long-term impact and sustainability of eJort, the process of the development of the Gap Analysis was
highly consultative, with inputs provided by representatives of public institutions. The combination of
expertise and experiences thus secured resulted in constructive and practical recommendations for the
improvement of whistleblower protection laws in the Western Balkans and Moldova, which will serve as basis
for subsequent advocacy, capacity building and public education activities of the RAI Secretariat and its
partners.

Desislava Gotskova

Head of RAI Secretariat
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Executive Summary: Strengths and Weaknesses of Whistleblower Protection
Laws in the Western Balkans and Moldova

As part of the project Breaking the Silence: Enhancing the whistleblowing policies and culture in the Western
Balkans and Moldova, nine whistleblower protection laws in seven jurisdictions were compared to the two
predominant legal instruments in Europe: the 2014 Council of Europe Recommendation on Protection of
Whistleblowers® (hereinafter: CoE Recommendation) and the 2019 European Union (EU) Directive on the
Protection of Persons who Report Breaches of Union Law’ (hereinafter: EU Directive).

The seven jurisdictions whose laws were assessed are: Albania, Bosnia and Herzegovina® (BiH), Kosovo*,
Moldova, Montenegro, North Macedonia and Serbia.

For this study, 21 key standards that represent the basic elements of a whistleblower protection system were
condensed from the CoE Recommendation and the EU Directive (see Annex 1). This assessment examines
whether and to what extent each standard is incorporated into each jurisdiction's law. The assessment does
not examine the impact of the implementation of laws. Through this assessment, general and specific gapsin
statutory provisions are identified, and recommendations for improvement have been developed for each
jurisdiction.

The results for each jurisdiction are presented in separate sections. For each jurisdiction, the 21 standards are
listed with an associated analysis assessing compliance. If a certain standard is substantially included or
missing, this is simply stated. If a standard is partially included or improperly reflected, there is an explanation
as to which elements are missing or improperly reflected. In some instances, the potential negative elJects of
these shortcomings are explained.

At the conclusion for each jurisdiction, we have included a summary assessment — 1) whether the law reflects
full substantial, partial or inadequate compliance with standards; and 2) summarized recommendations to
achieve full compliance.

The purpose of this gap analysis is to assist jurisdictions in reviewing and improving their whistleblower
legislation to be in line with the EU Directive. However, it is up to the jurisdictions to evaluate whether
amendments are necessary or to implement the recommendations otherwise, and to decide the sequence of
these actions. The implementation of recommendations may be adapted to each jurisdiction's specific
circumstances.

Stakeholder consultations with anti-corruption agencies and other institutions were carried out to verify the
legislative assessment. The assessment will serve as a basis for dialogues in the jurisdictions, with the purpose
of advocating for the translation of the recommendations into action, leading to better whistleblower
protection for citizens.

Input was received from public institutions of the beneficiary jurisdictions, which was included in the Gap
Analysis. Given the importance of stakeholder consultations, outreach to public institutions will continue in
the next phases of the project.

* Recommendation CM/Rec(2014)7 on Protection of Whistleblowers,

hIIps'Msﬁa[ch coe i[ﬂ{cm(Eages{[ﬁs |I_dela' S aspx?g !biect d=09000016805c5ea5

? Directive (EU) 2019/1937 of the European Parliament and of the Council of 23 October 2019 on the protection of persons who report

breaches of Union law, https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A320191.1937

® For Bosnia and Herzegovina, all three current whistleblower protection laws were assessed: the Law on Whistleblower Protection in the

Institutions of Bosnia and Herzegovina, the Law on the Protection of Persons who Report Corruption of Br¢ko District and the Law on the Protection of
Persons who Report Corruption of Republika Srpska.
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The results of the assessment are presented in a manner to facilitate the consideration of amendments to the
laws, if a jurisdiction so choses. Overall, two whistleblower protection laws reflected substantial compliance
with consensus standards - the laws of Kosovo* and Serbia. Four reflected partial compliance with consensus
standards - the laws of Albania, Montenegro, North Macedonia, and the BiH entity of Republika Srpska. Three
whistleblower protection laws had inadequate compliance - the state law of BiH, the law of Brcko District of
BiH, and the law of Moldova.

Overall, areas in which laws consistently incorporate the 21 standards include:
« abroad statement of whistleblower rights;
» broad scope of protection from all forms of harassment that could have a “chilling edect” on the ability and
willingness of employees and citizens to report misconduct;
« designated reporting channels;
» designated personsto receive and investigate reports and retaliation complaints;
« guarantee of whistleblower confidentiality.

Overall, areas in which laws repeatedly do not adequately incorporate the 21 standards include:

* failuretoinclude the “reasonable belief” standard for disclosures;

* including the presence of “good faith” or other tests of the whistleblower's motives as a prerequisite for
protection;

* failure to protect public freedom of expression (disclosures made to the public);

* failure to include a burden of proof on employers to show actions taken against employees are not linked
towhistleblowing;

* inadequate scope of protection for all potential whistleblowers with significant evidence;

 lack of clarity and accessibility for anti-retaliation protection;

* inadequate reliefthrough legal remedies;

* limitations on the types of misconduct that may be reported under the law;

« inadequate penalties for retaliation and other actions;

« failure to protect againstcivil and criminal liability;

. standards for credible reporting channels that enfranchise whistleblowers to follow up on reports;

 lack of transparency of the law's results, in terms of impact from whistleblowing reports and electiveness
against retaliation.

The methodology of the Gap Analysis, agreed upon with representatives of public institutions of beneficiary
jurisdictions, is provided in Annex 1; the Council of Europe Recommendation is in Annex 2; a summary of the
EU Directive isin Annex 3; and a Glossary of Termsisin Annex4.
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ALBANIA
Law on Whistleblowing and the Protection of Whistleblowers (2016)

1) The law applies to all public and private sector employees and workers, including contractors, trainees, volunteers,
part-time employees, temporary employees, job applicants, former employees and management body members.’

The law covers employees in the public and private sectors. This is defined as people who have “entered in a
labor relation regardless of the nature of employment or its duration.” This includes not-paid workers, people
who have applied for employment, and former employees.

Though the law states that it applies to people regardless of the nature of their employment relationship, the
law does not state specifically that it applies to contractors, trainees or management body members.

Unfortunately, there are gaps in protection even for employees the law covers. First, it does not explicitly
protect those who assist the whistleblower to make the report, or are associated with the whistleblower.
Often it takes a team elJort to make a responsible, evidenced whistleblowing report. If there only is protection
for the final messenger who makes the formal report, others essential to expose misconduct will be legally
defenseless. However, they may be indispensable sources of supporting research, corroboration, or subject
matter expertise. Further, any suspected whistleblower will be isolated at the workplace. Without protecting
the whole team, there will be a severe chilling elect, lower quality reports and more retaliation.

The law also does not explicitly protect those who are “about to” blow the whistle (conducting the research
necessary for a disclosure that reflects a reasonable belief), or are (mistakenly) “suspected” of blowing the
whistle. This omission leaves vulnerability to preemptive strikes that create a significant chilling eCect.

Perhaps the most significant omission in the scope of covered employee protection is the failure explicitly to
protect “duty speech” — communicating protected information through an organization's chain of command
as partof job responsibilities. This is the most significant context for communication of protected information.
Only a small percentage of whistleblowing is communicated as dissent. Every organization needs complete,
accurate information for responsible judgments and decisions, and for its institutional checks and balances to
operate e[Jectively. Thisloophole also must be closed for compliance with the EU Directive.

Recommendation: The scope should be clarified to protect from retaliation persons who assist or are
associated with a whistleblower; or are perceived as about to blow the whistle (conducting the research
necessary for a disclosure that reflects a reasonable belief), or being a whistleblower, even if mistaken. It
should be expanded to cover all reports communicating protected information, regardless of whether the
communication is formal, pursuant to rules for written reports; or informal, such as protesting misconduct
during a meeting. There should be no doubt that protection extends to communicating information about
misconduct through the exercise of job duties, such as reporting problems to a supervisor, and when a report
isanallegation or ajob responsibility.

° CoE Recommendation Principles 3-6; EU Directive, Articles 4, 9.2 and 12.2. These references for uniform standards in the report will not be repeated in
sections on other jurisdictions.
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2) Whistleblowing includes corruption; bribery; violation of public law; human rights violations; financial crime and
fraud; risks to consumers, public health, safety and environment; and other misconduct and risks that threaten or
concern the publicinterest.’

The law defines whistleblowing as a report on a “suspected corruption act or practice,” specifically active or
passive corruption, abuse of duties, illegal exercise of influence, misuse of public funds, illegal benefits,
bribery and “any other similar act.”

Some of the misconduct categories, such as abuse of duties, are relatively broad. However, the types of
misconduct that can be reported under the law do not specifically include all recommended categories of
crime, misconduct or public health threats. The law should not be limited to corruption-related misconduct.
The phrase “any other similar act” is vague and should be clearly defined, consistent with the principle of
betraying an organization's responsibilities to the public. The EU Directive explains that threats to the public
interest are those which “create significant risks for the welfare of society.”

Even for corruption, the scope of protected speech is incomplete. Contrary to the EU Directive's guidance, it
does not explicitly protect acts or omissions that have not yet occurred. Similarly, it fails to specify that
whistleblowing about concerns for which there is a reasonable basis can be protected despite a lack of
evidence.

Recommendation: The law's scope should be expanded beyond corruption to cover all the public interest
categories of misconduct in this standard. The law should be clarified to protect disclosures of misconduct
that has notyet occurred, as well as concerns supported by a reasonable belief despite the lack of evidence.

3) To qualify for protection, a person must have a reasonable belief, suspicion or grounds to believe the information
reported is accurate. Whistleblowers shall not be subject to “good faith” or “motivation” tests. A person is not required
to prove aviolation has occurred, nor must an investigation, prosecution or other procedure result from the person's
report.’

On this point, the law is potentially very problematic. The law properly states a person shall not lose
protections if he or she did not know, or had no “objective means” to know, that the report was inaccurate, or if
an investigation into the report concluded no crime was committed. However, the law includes an explicit
“good faith” motivation test that could unfairly deprive people of protection and deter them from making
reports.

The law defines “good faith” as a report that “was not based on motives of abuse or defamation,” or if the
person did not make a report “for deception motives.” This means the whistleblower's motives will be put on
trial. However, motives are irrelevant except for the whistleblower's credibility as a witness. Some of the most
significant witnesses in history were criminals testifying under immunity or for a reduced sentence. While
their motives were purely self-interest, their evidence was critical in prosecuting organized crime or other
serious olJenses. All that should be relevant is the quality of the evidence. Further, abuse, defamation and
deception are vague, subjective terms that open up a person's entire life, intentions and state of mind to
inappropriate, unfair and chilling scrutiny. As a qualifier, the law does place the burden of proof on the party
alleging bad faith.

Recommendation: The motive-based “good faith” test should be removed. The only threshold should be
whether the person had a reasonable belief, suspicion or grounds to believe the information reported was
accurate, whichis an objective standard.

° CoE Recommendation Principles 1, 2 and 7; EU Directive Article 2.
" EU Directive Recital Paragraph 3.
® CoE Recommendation Principle 22; EU Directive Recital Paragraph 22, Article 6.1.
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4) Protection is not lost for inaccurate reports if the person was honestly mistaken and had a reasonable belief the
information was accurate. People are presumed to have a reasonable belief unless demonstrably shown otherwise.’

The law states that a person shall notlose protections if he or she did not know, or had no “objective means” to
know, that the report was inaccurate, or if an investigation into the report concluded that no crime was

committed. A personis presumed to have acted in good faith “until the contrary is proved.”

Recommendation: No modifications are necessary. The law complies with this standard.

5) Clear reporting channels, designated contact persons, and specified follow-up procedures must be in place within
private' and public sector workplaces (internal reporting) and public institutions (external reporting). People have
the unqualified right to choose between internal (workplace) and external (public institutions) channels when
making a legally protected disclosure.™

For internal disclosures (within the workplace), the law requires public authorities with more than 80
employees, and private entities with more than 100 employees, to assign a “responsible unit” to record,
investigate and examine reports. This is contrary to the standard in the EU Directive that requires internal
channels when there are 50 or more employees. People within the unit “may” be trained in whistleblower
protection, according to regulations from the Council of Ministers (for public authorities) and the High
Inspectorate for the Declaration and Audit of Assets and Conflict of Interest (HIDAACI; for the private sector).
However, there is no requirement for the responsible unit to have structural independence or to be free from
conflict of interest. There is no requirement that the institutional chief receive or have any responsibility to act
on the responsible unit's findings. But these best practices are necessary for the law to meet the criteriain the
EU Directive.

There are multiple outlets for whistleblowing disclosures to government enforcement agencies. For external
disclosures, a person may file areportdirectly with HIDAACI only if:

* theemployer does not have a responsible unit;

» theresponsible unitdoes not startan investigation orimproperly dismisses the case;

« peoplewithin the responsible unitare directly or indirectly involved with the alleged misconduct;

* there are other reasonable grounds to doubt the integrity and impartiality of the responsible unit;

e evidence can be erased or destroyed.

The EU Directive strongly encourages whistleblowers first to report through credible internal channels.
However, the Directive also is clear that they have the choice whether to make their initial report internally
(employer) or externally (government enforcement agency). This law does not comply with the EU Directive on
this point. Whistleblowers do not have the unqualified right to choose between internal and external
channels. There is a significant chilling e0ect by forcing whistleblowers to guess whether their external report
to agovernment enforcement agency qualifies for an exception.

There is no requirement that the institutional chief receive or have any responsibility to act on the responsible
unit's findings. But these best practices are necessary for the law to meet the criteria in the EU Directive.

° CoE Recommendation Principle 22: EU Directive Recital Paragraph 24.

 Companies over a certain threshold. Article 8(3) of the EU Directive requires internal reporting channels for entities with 50 or more workers.
This reference will not be repeated.

* CoE Recommendation Principles 12-17, EU Directive Recital Paragraphs 32, 34-5, Articles 9(c), 10
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Recommendation: Internal or external units should be guaranteed adequate resources and training. For
compliance with the EU Directive, whistleblowers must have the right to freely choose between internal and
external channels for their initial disclosure.

6) People have the option to report publicly (e.g. via media, NGOs, public meetings, online outlets) under reasonable
circumstances that do not place undue restrictions on the person, or that have the elect of blocking the release of
information that requires investigation and corrective action to protect the public interest. These circumstances
include but are not limited to:

« inaction for more than 6 months on an internal disclosure or 3 months on an external disclosure

« reasonable beliefin a conflict of interest, collusion or the destruction of evidence

« reasonable belief ofimminent danger to public health or safety, emergency or irreversible damage

« retaliation likely would result if institutional channels are used.*

The law does not permit public disclosures under any circumstance: “In case the whistleblower announces
publicly the reported alleged act or practice of corruption, he/she will lose the right to protection under this
law.” This contradicts a major premise of the EU Directive — public freedom of expression under specified
circumstances.

Recommendation: The law should protect disclosures to the public, consistent with its current criteria for
eligibility to make initial external disclosures to the government.

7) Whistleblowers are entitled to confidentiality of their identity and all identifying information, except when waived
by their prior written consent or if required by ocial investigations or judicial proceedings.”

The law requires responsible units and HIDAACI to maintain the confidentiality of whistleblowers and the
evidence in whistleblower reports. This can only be waived via written consent of the whistleblower, or “for the
purpose of the fulfilment of a legal obligation.” In those instances, the whistleblower has the right to advance
notice that identifying information will be released. Responsible units and HIDAACI may only share
whistleblower information with people assigned to handle or investigate cases, and all people who receive
confidential information are bound to honor that restriction.

Recommendation: No modifications are necessary, as the law complies with this standard.

8) Protections and rights are extended to anonymous whistleblowers who are subsequently identified — with or
without their consent.™

The law recognizes the right to make an anonymous report under “legitimate circumstances.” Anonymous
reports are “accepted” only if the responsible unit or HIDAACI deems the reasons for anonymity to be justified,
and if the person would face “real, immediate and irreparable damage” by including his or her name in the
report. This implies a person would have to explain the reason or reasons for remaining anonymous. Giving
responsible units at private companies the authority to decide whether an employee's anonymity is justified
opens opportunities for abuse by the companies. Acompany could determine anonymity was unjustified and
thus refuse to accept the report.

** CoE Recommendation Principle 14; EU Directive Article 16.
** CoE Recommendation Principle 18; EU Directive Articles 9(a), 12(a), 16, 17.
** CoE Recommendations, Explanatory Memorandum at 15; EU Directive, Recital Paragraph 34.



P

REGIONAL
ANTI-CORRUPTION
INITIATIVE

The law does not state whether an anonymous whistleblower will be protected if his/her identifying
information becomes known. The law does not state whether anonymous reports containing bona fide
information will be investigated, or whether they would be investigated if it were determined the person did
not have alegitimate reason for remaining anonymous.

Anonymous disclosures can include valuable leads or evidence, often at a higher volume than other channels.
People who file an anonymous report or make a public disclosure anonymously should be protected if they
are subsequently identified and are retaliated against.

Recommendation: The law should be modified to pursue any credible evidence received, whether or not
anonymously, and to protect anonymous whistleblowers who are identified.

9) Reports shall be investigated promptly, and employees shall be informed of investigations and actions taken in
response to their report within a reasonable amount of time.”

The law states that responsible units and HIDAACI should carry out investigations honestly, impartially,
elciently, confidentially, in consideration of the whistleblower, independently from political or other
influences, and without conflicts of interest. The law requires responsible units and HIDAACI to conduct
investigations according to procedures in the law. Investigations of reports must be completed within 40 days
unless more time is needed. While this schedule is expeditious, it does not commit to the EU Directive's
requirement that investigations must be completed within 3-6 months. Each party involved in the
investigation is guaranteed due process, may provide information, may consult the investigation file, and has
therightto presentclaims.

Responsible units and HIDAACI must notify whistleblowers on measures taken in response to their reports,
and provide answers to whistleblowers' requests for information, within 30 days from when the report was
filed. HIDAACI and the organization, in cooperation with the HIDAACI, take immediate measures to prevent or
halt the ongoing harmful elJects of the alleged corruption act or practice reported by the whistleblower. This
structure provides transparency, but only about the investigation's progress. The whistleblower does not have
the right to rebut denials by alleged wrongdoers, even though the whistleblower has the burden to prove
alleged wrongdoing, nor is there any right to comment on the unit's final report, or even see it. Similarly, there
is no transparency for the public to see the results.

Responsible units and HIDAACI have the right not to initiate or to terminate an investigation if:
* the whistleblower did not follow the procedures for awritten report;
» the whistleblower did not correct any “deficiencies” with the report within seven days;
« thereportincludesinformation notwithin the definition of “corruption”;
* thereisnoevidence of acrime orviolation;
» the whistleblower did not actin “good faith”;
« initial investigation shows that the allegations in the whistleblower report of the alleged corruption act or
practice are grounded, in which case HIDAACI refers the case to the prosecution olce or the state police;
* “thereportincludes facts and circumstances that are not included within the scope of thislaw ...”

These exceptions include vague, highly subjective justifications to reject investigating almost any report. They
institutionalize judgment calls about the whistleblower's motives as a prerequisite. Investigations of valid
evidence should not be disqualified because of extraneous, non-relevantissues.

** CoE Recommendation Principles 19-21; EU Directive Articles 9, 11 and 12



Breaking the Silence:

T e e Enhanc!ng the whistleblowing policies and
by the European Union culture in the Western Balkans and Moldova

Recommendations: The law should require that HIDAACI investigate or undertakes other follow- up upon all
credible evidence of all forms of misconduct, regardless of the whether a person followed the procedures
correctly, whether the person acted in “good faith,” or whether the evidence is about corruption or other
violations.

10) Whistleblowers shall be protected from all forms of retaliation, including but not limited to dismissal, suspension,
demotion, punitive transfer, negative performance assessment or employment reference, pay reduction,
harassment, blacklisting, and psychiatric or medical referral.*

The scope of protection for workplace retaliation is comprehensive. The law defines retaliation as “any action,
direct or indirect, or a threat...of discriminatory nature, disciplinary or, in any other unfair form” that “harms
the whistleblower's legitimate interests and that results from whistleblowing.” This includes dismissal,
suspension, transfer, demotion, salary reduction, loss of status and privileges, withholding of promotion or
training and negative performance assessments.

Recommendation: No modifications are necessary. The law complies with this standard.

11) The burden of proof is on the employer to show any actions taken against an employee were not associated with
or motivated by the employee having made a report, considered making a report, or assisted a person in making a
report. Employees are not required to establish a link between making a report and actions taken against them."’

If an employee applies to HIDAACI for protection, the employer must prove that any actions taken against the
employee were not directly or indirectly related to the employee having made a report.

Recommendation: No modifications are necessary. The law meets this standard.

12) Liability for civil, criminal or administrative actions is waived for people who make a report in accordance with
the law.”

The law does not specifically address this issue, which must be added for compliance with the EU Directive.
Criminal or civil liability can have a far greater chilling eCect than workplace harassment.

Recommendation: A provision should be added providing an alJrmative defense to civil or criminal liability
for reports the whistleblower “had reasonable grounds to believe that the reporting or public disclosure of
such information was necessary for revealing” misconduct covered by the law. This is the requirement of the
EU Directive.

** CoE Recommendation Principles 10 and 21; EU Directive Article 19.
¥ CoE Recommendation Principle 25; EU Directive Recital Paragraph 53, Article 21.5.
** CoE Recommendation Principle 23; EU Directive Articles 21.2, 21.3, 21.7.
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