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| have been impressed with
the urgency of doing. Knowing
is not enough; we must apply.
Being willing is not enough; we
must do.
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1. INTRODUCTION

The purpose of this paper is to provide different op-
tions, integrated framework and practical advice
to conduct tailored corruption risk assessment(s)
efficiently and comprehensively, and consequently
to improve or upgrade governance / management
of public sector institutions on integrity grounds
in Southeast Europe (SEE). The paper builds on
international best practices, theory and research
as well as the personal experience of the author
who was involved in the implementation of a new
system of integrity plans in the Republic of Slove-
nia in the period 2011 - 2013.

The discussion on corruption and integrity risk as-
sessment in SEE is timely. However, the incontest-
able fact is that there is no (and can be) no ‘one
size fits all’ approach either in the fight against
corruption or in corruption prevention. Corruption
and integrity shortcomings can be rather easyto
cope with if occurring only in one particular insti-
tution (micro level), while the system as a whole
(macro level) is intolerant of corruption. But only
rare countries have succeeded to establish or de-
velop such environment, and even these countries
are not completely corruption free (e.g. Hong
Kong, Singapore) because inclination to corruption
is, to some extent, part of human nature.

Based on available international corruption re-
ports and mechanisms (developed by Transparency
International, GRECO, OECD, World Bank, etc.), it
can be said that SEE region faces corruption is-
sues (in various forms and extent) that need to
be addressed constantly and seriously. In this re-
gion (as well as in many other regions worldwide),
corruption and integrity shortcomings never come
alone. They are both the cause and the result of
numerous governance failures, political deficien-
cies, economic dysfunctions and are even cultur-
ally and historically coloured. Effective measures
to address corruption and manage integrity risks
must take into account these factors to avoid the
trap of tackling the symptoms but leaving the un-
derlying disease untreated. For anti-corruption
programs or models to work, it is essential that
they not only identify the type of corruption or
unethical behaviour they are targeting but also
that they tackle the underlying, country-specific
causes or ‘drivers’ of dysfunctional governance.?
Traditionally, corruption has been seen primarily
as a problem of weaknesses in legal and institu-

2 Such as cited in Mills May, A: Causes of corruption in public
sector institutions and its impact on development: turning
what we know in what we do, p. 16 (available on: http://un-
pani.un.org/intradoc/groups/public/documents/un-dpadm/
unpan049589. pdf)

If you can’t explain

it simply, you don’t

understand it well
enough.

(Albert Einstein)

tional arrangements, but today we know that - to
avoid responses that only treat the symptoms of
corruption - it is essential to take a strategic per-
spective that assesses underlying causes and the
deeper political-economic dynamics that have in-
fluenced the evolution of corruption in a country.

Crucial, basic or universal steps in every corrup-
tion and/or integrity risk assessment process are:
1) to analyse how corruption, unethical behaviour
and similar irregularities manifest or can mani-
fest themselves in a particular environment, 2)
to identify which factors drive it, and 3) to assess
efficiency (or reasons for inefficiency) of existing
laws, regulations and control mechanisms meant
to reduce vulnerability to corruption, integrity
shortcomings or similar wrongdoings. Only then 4)
adequate measures and recommendations can be
developed. There are various ways, models, tools
or approaches that can be used to identify risks
and raise awareness on anti-corruption and integ-
rity issues in its public sector institutions. This pa-
per presents some of them and draws attention
to the prerequisites, possible precautions and pos-
sible traps when using them, with the aim of pro-
viding a rationale for choosing some approaches
and rejecting others.

Before going into the merits, it has to be empha-
sizedthat it is hardly reasonable to expect that any
approach to corruption risk assessment (CRA) in
which good ideas are pulled ‘out of the box’ and
expected to work in any (even entirely different)
environment, will have positive long-term results.
Whether they will work at all and how they might
interact with each other are very complicated
questions,® and usually the result cannot be pre-

3 See Spector and Sparrow as cited in Mills May, A: Causes

of corruption in public sector institutions and its impact on
development: turning what we know in what we do, p. 14
(available on: http://unpani.un.org/intradoc/groups/public/
documents/un-dpadm/unpan049589. pdf)



dicted. This paper, therefore, does not offer any
model, tool or approach that could be automati-
cally copied into legal order of a particular coun-
try, but is rather trying to provide step-by-step
assistance to choose, improve or upgrade a tai-
lored corruption and/or integrity risk assessment
approach that will address a wide range of issues
and generate recommendations for action in line
with the specificities and characteristics of the
environment (institution, sector, process, project
etc.) in question. The idea is, therefore, not to
provide ready solutions, but to help governments
find the most tailored solution / model for them-
selves and to develop the final methodology on
their own. It is the author’s strong belief that this
is the only way to establish a successful and long-
term system of corruption prevention measures.
Accordingly, the main objective of the paper is to
provide a theoretical and practical background on
possible approaches, including the ones that are
already in place in some cases in the region.

1.1. DEFINING
CORRUPTION RISK
ASSESSMENT (CRA)

1.1.1. CORRUPTION,
CORRUPTION RISK
AND CORRUPTION RISK
ASSESSMENT

There are three elements in general notion of
corruption risk assessment:

corruption,
(corruption) risk and
(risk) assessment.

All of them are essential for a comprehensive pic-
ture of the term (and also the content of) cor-
ruption risk assessment and they are presented in
more detail below in Chapter 2. But it is important
to present some facts and notions already in the
introduction.

First of all, it has to be emphasized here that the
term ‘corruption’ in this paper goes beyond brib-
ery and other forms of taking or giving undue ad-
vantage to public officials in connection to their
work or position in public sector institutions. With
the purpose of embracinga broad approach to cor-
ruption risk assessment, the term ‘corruption,’
where appropriate, includes breach of integrity,
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other unethical behaviour and other practices that
are, if used by a public official, usually considered
as corrupt (e.g. conflict of interests, shirking, re-
volving door etc.).

Therefore, in addition to typical bribery risks that
should in any case be addressed by corruption risk
assessment, this paper also presents some other
risks, such as a risk of abuse of power or public
resources,a risk of illegal or unethical (internal or
external) pressure on public official anda risk of
conflict of interests. Itis important to know that
these risks can also facilitate corruption, if they
are not recognized on time and treated adequately.

Subsequently, corruption risk assessment in this
paper refers not only to bribery or ‘hardcore’ cor-
ruption risk assessment, but includes elements
that are covered by less common term of ‘integ-
rity risk assessment.’Corruption risk assessment is
therefore understood in this paper as a preven-
tive tool for identification of corruption,integrity
risk factors and risks in public sector (on institu-
tional, procedural, sectoral or project level) with
the purpose of developing and implementing mea-
sures for mitigation or elimination of those factors
and risks. As such, corruption risk assessment is
a management tool for improving governance of
a specific public sector institution (organisation,
department, agency etc.), sector, project or pro-
cess.

This paper therefore addresses bribery risks (or
corruption offence risks) as well as a wide array
of risks and factors that influence integrity of pub-
lic sector employees, institutions and processes.
For the purpose of this paper, corruption risk as-
sessment is tightly connected to integrity risk as-
sessment (and sometimes these terms are used
interchangeably), and understood as important
corruption prevention measure.

1.1.2. SIMILAR BUT
DIFFERENT TOOLS

As mentioned above, corruption risk assessment in
this paper means ‘merely’ a management tool to
improve governance within public sector. Similar,
but - compared to corruption risk assessment - less
tailored or different in extent, purpose, reach or
content are, for example:

national integrity system assessment (method-
ology implemented by the Transparency Inter-
national?),

4 See details on: http://www.transparency.org/whatwedo/
nis/.




evaluation either of a whole or a part of the le-
gal and institutional system (as done by a num-
ber of international and regional peer-review
mechanisms such as UN,3> OECD¢ and GRECOQ?),

anti-corruption strategy and actionplan for its
implementation (this tool is of more general na-
ture),

anti-corruption assessment of laws (this tool is
of more specific nature?),

threat assessment report (such as the EU Seri-
ous and Organised Crime Threat Assessment-
SOCTA?).

Other tools such as public corruption (perception
and experience) surveys, business and enterprise
corruption surveys, internal auditing mechanisms,
political economy analysis, social accountability
tools, compliance monitoring, budget monitor-
ing, free access to information etc. can have some
similarities with corruption risk assessment, but
do not represent a type of management tool as

CRA is understood in this paper.

1.1.3. CORRUPTION RISK
ASSESSMENT IN PUBLIC VS. IN
PRIVATE SECTOR

Risk assessment (including corruption risk assess-
ment) has longer tradition in private than in pub-
lic sector. Assessment of risk is fundamental for
developing a strong compliance program which is
essential for many companies (especially multi-
national ones) not only because of their internal
relations and duties to stakeholders and clients,
but also because pre-existing and proactive com-
pliance programme enables the company, under
some national laws (e.g. in USA), to avoid prosecu-
tion or to receive reduced penalty for corruption
offence.

5 See details on: https://www.unodc.org/unodc/en/treaties/
CAC/IRG.html.

6 See details on: http://www.oecd.org/corruption/anti-brib-
ery/anti-briberyconvention/countrymonitoringoftheoecdanti-
briberyconvention.htm.

7 See details on: http://www.coe.int/t/dghl/monitoring/
greco/evaluations/index_en.asp.

8 For in-depth presentation of this tool see: RAI/RCC:
Anti-Corruption Assessment of Laws (‘Corruption Proofing’)
Comparative Study and Methodology [author Tilman Hoppe].
The study was prepared and developed in cooperation
between Regional Cooperation Council (RCC) and Regional
Anti Corruption Initiative (RAI) for the Southeast Europe 2020
Strategy and published by RCC in November 2014 (available
on: http://www.rai-see.org/doc/ Comparative_Study-Method-
ology_on_Anti-corruption_Assessment_of_Laws.pdf).

9 See details on: https://www.europol.europa.eu/ latest_
publications/31.

In public sector, there is a lack of ‘stimulation’ to
implement effective corruption risk assessment.
Nevertheless, CRA in public sector may have sig-
nificant benefits such as:

in terms of public interest, effective CRA mech-
anisms in public sector help (or at least should
help) keep or raise trust that public authorities
are carrying out their tasks in an independent
and fair manner and to the best interest of the
treasury, and

from the viewpoint of high level public officials
responsible for legal and lawful operation of
public sector institutions and projects, effec-
tive CRA can help them ‘put their own house
in order’ (and keep it in order), and even avoid
responsibility or consequences (e.g. losing a po-
sition because of incompetence) in the event of
corruption or serious integrity incident despite
the measures that should have prevented it (un-
less such officials themselves are involved).

Many risk assessment methodologies and expertise
are similar in private and public sector, especially
in view of technical aspects. However, risk mitiga-
tion is often different due to different nature or
way that risks occur. Cost benefit analysis is also
different given the primacy of social responsibility
and social cohesion in public sector whereas profit-
ability and responsibility to shareholders in private
sector is fundamental.

This paper is focused only on corruption risk assess-
ment in public sector. However, as it will be seen
in the next subchapter (state of research), there
is quite a lot of literature available on different
aspects of CRA in private sector (methodologies,
advice, etc.). Some of it is mutatis mutandis use-
ful for CRA in public sector as well. What differs is
the fact that corruption risk assessment in private
sector is also a business. Many consulting and ac-
counting firms advertise and sell services related
to CRA and compliance programmes to other pri-
vate sector entities.

1.2. STATE OF
RESEARCH

Google displays more than 19.000 matches on ‘cor-
ruption risk assessment’, so this is rather popular
and frequently handled and discussed matter. More
hits are relevant for corruption risk assessment in
private sector (as said, CRA is also advertised as a
service), but there are also many links to the docu-
ments and websites with relevant topic for corrup-
tion risk assessment in public sector. Besides, there
are (inter)national standards and methodologies of
corruption risk assessment available worldwide.



Here is a non-exhaustivelist ofavailable relevant
literature and sources on corruption risk assess-
ment that includes methodological aspects and
showsthe current state of research in this area:

CRA in general:

+ Transparency International: Corruption Risk
Assessment, Topic Guide.™

CRA in public sector:

+ USAID Tools for Assessing Corruption & Integ-
rity in Institutions: a Handbook, "

+ Council of Europe: Project against Corruption
in Albania (PACA), Technical Paper, Corruption
Risk Assessment Methodology Guide, '

+ NSW Government: Risk Management Toolkit
for the NSW Public Sector (Volume 1, 2 and
Executive Guide),"

+ Independent Commission Against Corruption,
New South Wales, Australia: Corruption Risk
Management and related contents,™

+ Blais, D.; Schenkelaars, F.: Institutional Risk
Assessment - Best Practices Compendium (An-
ti-corruption - Integrity Auditing)."

CRA in private sector:

+ United Nations Global Compact: A guide for
anti-corruption risk assessment, '

+ OECD, UNODC and World Bank: Anti-Corrup-
tion Ethics and Compliance Handbook for
Business, '’

+ UNDOC: Anti-corruption Ethics and Compli-
ance Programme for Business: a Practical
Guide,®

+ UNDP: Fighting corruption in water sector,"

+ Transparency International: Global corruption
report,?

10 http://gateway.transparency.org/files/uploads/Corrup-
tion_Risk_Assessment_Topic_Guide.pdf.

11 http://pdf.usaid.gov/pdf_docs/PNADF529.pdf.

12 http://www.coe.int/t/dghl/cooperation/ economiccrime/
corruption/projects/ Albania/ Technical%20Papers/PACA_
TP%202%202011-Risk%20Assessment%20Methodology. pdf.

13 http://www.treasury.nsw.gov.au/Publications/treasury_
policy_papers/2012-TPP/tpp_12-03/tpp_12-03_risk_manage-
ment_toolkit.

14 http://www.icac.nsw.gov.au/preventing-corruption/
corruption-risk-management.

15 http://unpani.un.org/intradoc/groups/public/docu-
ments/unpan/unpan039112.pdf.

16 https://www.unglobalcompact.org/resources/411.

17 http://www.oecd.org/corruption/Anti-CorruptionEthic-
sComplianceHandbook.pdf.

18 http://www.unodc.org/documents/corruption/Publica-
tions/2013/13-84498_Ebook.pdf.

19 http://www.undp.org.tt/news/UNODC/ Anticorruption%20
Methods%20and%20Tools%20in%20Water%20Lo%20Res. pdf.

20 http://www.transparency.org/ gcr_education.

Corruption Risk Assessment in Public Institutions in South East Europe
Comparative Research and Methodology

+ Controlrisks: Assessing Corruption Risks,?!
+ Pwc - A Practical Guide to Risk Assessment.?

CRA in specific sectors:

+ U4: Using Corruption Risk Assessments for
REDD+: An introduction for practitioners,?

+ UN-REED Programme: Guidance for conduct-
ing REED + Corruption Risk Assessment,?*

+ USAID Anti-Corruption Assessment Hand-
book,?

+ Global Facility for Disaster Reduction and Re-
covery: Mitigating the Risk of Corruption in
Post-Disaster Reconstruction,?

+ UNDP: Fighting Corruption in the Health Sec-
tor: Methods, Tools and Good Practices,?

+ Transparency International and U4: Map-
ping the Risks of Corruption in Humanitarian
Actions,?®

+ Campos, J.; Pradhan, S.: The Many Faces of
corruption: Tracking Vulnerabilities at the
Sector Level.?”

It is not the aim of this paper to analyse or com-
pare the existing literature and sources on cor-
ruption risk assessment, although it is, of course,
guided bythe findings, models, methodologies,
precautions etc. from other authors (individual

and institutional).

1.3. POTENTIAL AND
LIMITS OF THE PAPER

Risk management is an accepted part of good gov-
ernance and most public sector institutions in SEE

21 http://www.controlrisks.com/~/media/Public’20Site/
Files/Our%20Thinking/risk_assessment_published.pdf.

22 http://www.pwc.com/en_us/us/issues/enterprise-risk-
management/ assets/risk_assessment_guide.pdf.

23 http://www.u4.no/publications/using-corruption-risk-
assessments-for-redd-an-introduction-for-practitioners/ .

24 http://www.unredd.net/~unredd/index.php?option=com_
docmané&task=doc_download&gid=8322&Itemid=53.

25 http://pdf.usaid.gov/pdf_docs/pnadp270.pdf.

26 http://www.gfdrr.org/sites/ gfdrr.org/files/Chapter_19_
Mitigating_the_Risk_of%20Corruption.pdf.

27 http://www.undp.org/content/undp/en/home/li-
brarypage/democratic-governance/anti-corruption/ fight-
ing_corruptioninthehealthsector/ .

28 http://www.odi.org/sites/odi.org.uk/files/odi-assets/
publications-opinion-files/874.pdf.

29 Available on: http://www.u4.no/recommended-reading/
the-many-faces-of-corruption-tracking-vulnerabilities-at-the-
sector-level/.




have already undertaken some degree of risk as-
sessment and management (it is often, however,
employed on ad hoc basis). Therefore, different
corruption risk assessment approaches represent
only a methodological and systemic approach to
it. Given that no study and methodology of cor-
ruption risk assessment has yet been targeted,
especially on corruption risk assessment in public
sector in SEE, this paper is trying to fill the gap
and to offer a tailored analysis and possible solu-
tions for this region.

This paper strives to be useful both for policy mak-
ers to decide on the type/approach/model/tool of
corruption and/or integrity risk assessment which
should be optimal for the sector, project or pro-
cess, and for experts to implement the adopted
decision in practice. Even though the paper is in-
tended to assist a variety of users, it is not meant
to be a primer in all matters regarding integrity
and corruption risk assessment, but rather to give
users enough information to carry out their tasks
and help them raise the right questions and find
the best possible answers.

However, the paper is premised on some facts and
limitations that are essential for correct under-
standing of its nature and the scope.

The underlying facts that are basically explain-
ing why there cannot be a ‘one size fits all’ ap-
proach to corruption risk assessment in SEE are
the following:*

corruption has many different faces as well
(corruption may manifest itself in similar ways
across the region and over time - bribery, extor-
tion, embezzlement, influence peddling, nepo-
tism, and so on - but the causes can be different
and the areas that corruption attacks can vary
across geographic region and over time),

Public institutions in the SEE do not possess the
same proclivity toward the same types of cor-
ruption (based on different patterns of devel-
opment and political-economic dynamics, dif-
ferent corruption tendencies and vulnerabilities
are being manifested),

Differences in levels of integrity and anti-cor-
ruption readiness (not only the political will
and commitment of governmental and non-gov-
ernmental leaders to deal effectively with the
problem of corruption and integrity issues but
also the capacity to act effectively determines
different levels of anti-corruption readiness in
the SEE region).

Essential limitations of the paper are the follow-
ing:

30 Compare USAID Anti-Corruption Assessment Handbook, p. 2
(available on: http://pdf.usaid.gov/pdf_docs/pnadp270.pdf).

the paper is limited primarily to the anti-cor-
ruption and integrity issues in public sector in-
stitutions, and it does not specifically address
these issues in private sector and in the sphere
of public-private partnership,

the presentation of existing models and prac-
tices and their assessment is based on publicly
available sources in English, Serbian, Croatian
and Slovenian, on the data acquired at the Re-
gional Workshopheld in Becici (Montenegro) in
September 2014 and the Regional Workshop
held in Tirana (Albania) in November 2014 as
well as on additional information provided by
Albania, Croatia, Kosovo*and The Former Yu-
goslav Republic of Macedonia for the specific
needs of this paper.
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2. DEFINING CORRUPTION RISK

ASSESSMENT

2.1. CORRUPTION

The results of systematic collection and analysis of
data relevant to the incidence and prevalence of
corruption tell us that corruption is not exclusively
a problem for any particular part of the world or
administrative system. However, we also know that
it exists in many forms and patterns and that some
types of corruption occur more in some locations
than others.3 There is no universal/global/
comprehensive definition of the term ‘corruption’
for at least the following reasons:

corruption is very old, but a ubiquitous phe-
nomenon arising from the eternal struggle for
power; therefore, it has many different forms
that are hard (or even impossible) to bring down
to a common denominator,

corruption is a multidisciplinary phenomenon
and problem (it has different historical, psycho-
logical, economic, legal, political, sociological
and other aspects),

behaviour that is considered to be corrupt in
one country may be legal, or at least socially
acceptable, in another country.

2.1.1 FORMS OF CORRUPTION

Although no common definition® has yet been de-
veloped to describe corruption as such, everyone
seems at least to agree that certain political, so-
cial or business practices are corrupt. The wide
range of activities that are, as a rule, considered
as corrupt, includes:

bribery (informal payments or gifts demanded
by, or offered to or promised to public officials

31 Mills May, A: Causes of corruption in public sector institu-
tions and its impact on development: turning what we know in
what we do, p. 5 (available on: http://unpant.un.org/intra-
doc/groups/public/documents/un-dpadm/unpan049589.pdf).

32 For the theory on corruption types, see Vargas-Hernandez,
J. G.: The multiple faces of corruption: typology, forms and
levels, published in: Contemporary Legal and Economic Issues
Il (Josip Juraj Strossmayer University of Osijek Faculty of Law
Osijek), p. 269 - 290 (available on http://clei.pravos.hr/me-
dia/ CLEI_Ill. pdf#page=269).

33 For first seven items see USAID Tools for Assessing Corrup-
tion & Integrity in Institutions: a Handbook, p. 6-7 (available
on: http://pdf.usaid.gov/pdf_docs/PNADF529.pdf).

Nearly all men can
stand adversity, but
if you want to test a
man’s character, give
him power.

(Abraham Lincoln)

either for work or services they are supposed to
provide, or for breach of their duty. Bribery is
the core concept of corruption and other forms
frequently overlap with it. In many languages,
corruption is synonymous with bribery);

extortion (the threat of the use of force or oth-
er forms of intimidation to extract payments.
The distinction between extortion and demand-
ing bribes is not always clear, especially when
the threat is implicit);

misappropriation (the theft or private use of
public funds or equipment);

self-dealing (it includes the practice of hiring
public official’s own company or a company be-
longing to his or her close relatives or friends to
provide public services);

patronage (offering government jobs to public
official’s friends and relatives, even when they
are not the most qualified, or accepting bribes
in exchange for government job);

shirking (shirking is a practice where public of-
ficials routinely come late to work, leave early,
are routinely absent from work, or perhaps nev-
er come to work at all. Sometimes such offi-
cials purchased their jobs and never intended to
actually work (and those who hired them were
aware of this). Or else, they may have other
jobs, so that the government job is simply an
income supplement or social security financed
from the treasury);

political corruption & campaign finance impro-
prieties (certain interactions between the busi-
ness entities and politicians are categorized as
corrupt, such as exchanges of campaign financ-




ing for political favours like procurement or
privatization deals. Offering government jobs in
exchange for political support is a questionable
practice, but there is some debate as to whether
it is a form of corruption);

conflict of interest (circumstances in which pri-
vate interest of an official influences or appears
to influence the impartial and objective perfor-
mance of their public duties, i.e. the situation
where an individualis confronted with choosing
between the duties and demands of their posi-
tion and their own private interests);

trading in influence (selling one’s influence over
the decision making process to benefit a third
party);

kickbacks (the supplier provides the bribe by
kicking part of the contract fee (either directly
or through an intermediary) back to the public
official responsible for decisions to award the
contract in question. Kickbacks are usually to-
talling 5-20% of the contract);

sponsorship or donations (sponsorship or dona-
tions to social programs are, as a rule, legitimate
activities, but can be (ab)used as a subterfuge
for bribery, especially when trustees and board
members of charities are politicians orhigh rank-
ing public officials);

gifts, valuables, travel expenses, entertain-
ment, etc. (offering and receiving hospitality,
including casual gifts, is a widespread business
practice. In some cases it is also common in
other areas, such as education or health sector.
However, when it becomes excessive or lavish,
or offered at the wrong time (e.g. during ten-
dering), hospitality can cross the line from an
acceptable practice into an illegal bribe);

bid rigging (the way that competitors agree in
advance who will submit the winning bid on a
contract let through the competitive bidding
process (and effectively raise price), or differ-
ent forms of collusion between a contractor and
public official(s) responsible for the procure-
ment, such as: abuse of change order (a con-
tractor submits a very low bid to win a contract,
knowing that promptly thereafter the officials
will approve a change order to increase the
price allowing the contractor to recover its prof-
it and fund bribes); excluding qualified bidders
(e.g. by adopting unreasonable prequalification
procedures), leaking of bid information to help
a favoured bidder gain an advantage, manipula-
tion of bids (tampering with bids after receipt to
ensure that a favoured contractor is selected),
or split purchase (public officials can split what
should be a single contract or purchase into two
or more components, each below the relevant
procurement threshold, to facilitate sole source
or less competitive contract awards).

revolving door (a term linked with the move-
ment of high-level public officials from public
sector to private sector (and vice versa). Ethi-
cal, integrity or corruption issues may arise in
the following cases: using influence and con-
tacts, using insider information, representing
former interests after taking office and seeking
future employment while in office3:

favours (an exchange of favours is the form of
corruption that is very hard both to combat and
to detect. Favours are often secured with recip-
rocal favours and may come in many forms, in-
cluding jobs, residence permits, or the provision
of education and healthcare. Typical forms of
this type of corruption are cronyism and nepo-
tism. These phenomena can overlap with con-
flict of interests, gifts or even bribery; however,
it depends on the definitions (legal or ad hoc) or
circumstances of concrete case).

The qualification of some practices as ‘corrupt’
and their eventual moral reprobation by public
opinion vary from country to country and do not
necessarily imply that they are criminal offences
under national criminal law.3 The term ‘corrup-
tion’ can therefore include only criminal offences
of corruption or it can also refer to the types of
corrupt behaviour that do not constitute a criminal
offence. The fact is that one can understand how
to prevent and fight corruption only by being able
to define what the corruption is. Consequently,
there exist many (working or ad hoc) definitions of
corruption or its types, usually adapted to the con-
crete act, project, research, etc. In the process
of corruption risk assessment (of any kind), it
is advisable to limit the scope and extent of the
assessment by defining what is meant by "cor-
ruption” at an early phase of the assessment
procedure. As already emphasized in the introduc-
tion, corruption risk assessment should relate to a
wide array of corrupt behaviour and preferably
include integrity breaches and unethical behav-
iour as well.

2.1.2. RELATIONSHIP
BETWEEN CORRUPTION AND
INTEGRITY

As mentioned in the introductory remarks, this pa-
per is focused not only on ‘core’corruption, but
also on integrity. Therefore, the relationship be-
tween the two has to be explained.

34 See http://transparency.ge/en/node/2744.

35 See Council of Europe: Criminal Law Convention on Corrup-
tion, Explanatory Report, item 3 (available on: http://conven-
tions.coe.int/ Treaty/en/Reports/Html/173.htm)



The concept of integrity itself is yet not clear and
is still contested. Scholars have identified many
different perspectives, ranging from integrity as
wholeness to integrity as exemplary moral behav-
iour or integrity as the quality of acting in accor-
dance with laws and codes. One of the compre-
hensive definitions (developed by Six and Huberts)
explains integrity as ‘the quality of acting in ac-
cordance with generally accepted moral values
and norms to further the public interest.’%

Some believe that integrity - being also defined,
for example, as using power for officially autho-
rized and publicly justified purposes - is the op-
posite of corruption (i.e. the opposite side of the
same coin).¥ However, a closer look shows it is
more precise to say that every corruption is a
breach of integrity, but not every breach of integ-
rity is corruption. Practical relationship between
corruption and integrity depends on the definition
of corruption adopted or developed in the legis-
lation of a country or for a particular project. It
is also based on social, economical, political and
similar circumstances in the country. Most of the
above mentioned forms of corruption (save brib-
ery, extortion, embezzlement, kickbacks and bid
rigging that, in any case, constitute or should con-
stitute a criminal offence) can be either integrity
or corruption-related issue.

Unlike corruption that usually refers to the con-
duct and has negative connotation, integrity ap-
plies to individual public officials and institutions,
with positive connotation.® Integrity system is an
important corruption prevention measure that is
primarily aimed at disrupting the corruption sys-
tem in a certain country. Such system (often in the
form of National Integrity System - NIS) is com-
posed of the set of institutions, processes, people
and attitudes working to increase the likelihood
that public power is used for officially authorized
and publicly justified purposes and not abused
for personal or political gain. Corruption and/or
integrity risk assessment is therefore one of the
inevitable parts of (national, local, institution’s
etc.) integrity system.

Integrity systems are considered to be effective
when integrity risks are under control, in other
words, when public officials act with integrity

36 Six, F., Lawton, A.: Towards a theory of integrity systems;
a configurational approach. International Review of Adminis-
trative Sciences 79(4)/2013, p. 641.

37 See Sampford, C.: Understanding the Relationship between
Integrity, Corruption, Transparency and Accountability (avail-
able on http://www.adbi.org/files/2009.03. 10.cpp.day2.samp-
ford.integrity.corruption.transparency.accountability.pdf).

38 Ibidem.
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and avoid integrity violations. Within an integrity
system, individual public sector institutions have
primary responsibility for managing the integrity
of their officials, but other actors may be also
involved as a type of guardiansof integrity in an
integrity system (this role is especially entrusted
to anti-corruption agencies, auditing authorities,
ombudsman, internal control services, police and
justice, media and NGO’s).

Six and Lawton are proposing a theoretical and
conceptual model for effective integrity systems
that is based on six relevant conditions as follows:*

Conditions regarding corruption reform

1. Absence of corrupt institutional logic in the
wider society, i.e. absence of societal values
that actively support corruption.

2. Trigger for corruption reform, such as an ethi-
cal crisis or external pressure that leads to the
formulation and implementation of new poli-
cies. This trigger may have occurred sometime
in the past.

Conditions regarding external guardians

3. Independent oversight agencies that collec-
tively have the power and resources (mandate,
capability and capacity) to investigate, adjudi-
cate and sanction all integrity violations that
are covered by the integrity system.

4. Independent and free media and civic action
groups that have access to public information
and can publish integrity violations.

Conditions internal to government agencies

The ethical policies and practices within govern-
ment agencies strengthen the internalization of
values that support integrity. Each integrity risk
considered important is sufficiently contained. This
can be observed in:

5. Strong values-based policies and practices, in-
cluding political will and ethical leadership.

6. Compliance-based policies and practices that
do not weaken ethical value internalization,
including internal oversight and control.

These conditions take a dynamic perspective of the
systems components and do not only look at the
integrity system at the moment of measurement,
but also take account of the quality of policies and
practices and operational qualities of institutions.
Public integrity assessment tools are often
mingled(or intertwined) with the corruption risk
assessment tools.® They all aim at assessing the

39 See the detailed explanation of every condition in Six, F.,
Lawton, A.: Towards a theory of integrity systems; a configu-
rational approach. International Review of Administrative
Sciences 79(4)/2013, p. 644 - 651.

40 See also above the subchapter 1.1.2. on CRA similar but
different tools.




institutional framework for promoting integrity
and combating corruption across the public sec-
tor and/or at identifying corruption or corruption
risks within specific public sector institutions and/
or among public officials. Integrity assessments, as
a rule, focus primarily on assessing the integrity
of the institution as a whole rather than of indi-
viduals, including those where public officials are
surveyed (e.g. public officials are asked to assess
the clarity of ethical guidelines and procedures, or
their personal experiences with integrity building
measures of the agency, etc).*

2.2. CORRUPTION RISK

2.2.1. RISK AND RISK FACTOR

For comprehensive understanding of the term and
types of corruption risks, the notion of ‘risk’ and
‘risk factor’ should be mentioned.

The latest ISO (International Organisation for Stan-
dardisation) 31000:2009 standard defines risk as
‘the effect of uncertainty on objectives’ (previous
definition was slightly different and encompassed
‘the chance of something happening that will
have an impact on objectives’).

In this paper, risk factor means any attribute,
characteristic or exposure of an individual, insti-
tution or process that increases the likelihood of
corrupt behaviour, breach of integrity, unethical
behaviour or other conduct that can have negative
effects on objectives and goals of a public sector
institution (its mandate, duties or processes).

Risks and risk factors are two sides of the same
coin and cannot be clearly distinguished because
every risk is the consequence of or stems from
one or more risk factors which can be very dif-
ferent in nature and content. In literature, cor-
ruption risks and corruption risk factors are often
mingled.

2.2.2. CORRUPTION RISK
FACTORS

Corruption risk factors are circumstances (on vari-
ous levels) that can encourage, cause or allow cor-
rupt or unethical conduct. Two important general
corruption risk factors can be seen, for example, in
Klitgaard’s corruption formula where C= M+D-A-T

41 See more on U4: Overview of integrity assessment tools, p.
3 (available on: http://www.u4.no/publications/overview-of-
integrity-assessment-tools/downloadasset/2888).

(Corruption equals Monopoly plus Discretion minus
Accountability minus Transparency).* Although
the formula is the subject of some opposition,*,
it is rather indisputable that monopoly and discre-
tion should be limited in public sector processes
whereas accountability and transparency should
be broad. If monopoly and discretion are partly
or entirely unavoidable (and therefore a legiti-
mate way of operating), special attention should
be given to the rules and regulations designed to
prevent their abuse.

More systematically, corruption risk factors can be
monitored from different viewpoints. One is the
way they contribute to wrongdoing ( two main
factors have to be distinguished here: 1) factors
which enable (or even optimise) the occurrence
of corruption and 2) factors which aid in the per-
petuation of corruption*)- The other is the level at
which they can occur. Comprehensively, the fol-
lowing four types of risk factors are relevant:*

42 See Klitgaard, R.: International Cooperation against Corrup-
tion, Finance & Development (March 1998), p. 4 (available on:
http://www.imf.org/external/pubs/ft/fandd/ 1998/03/pdf/
klitgaar.pdf).

43 See Stephenson, M.: Klitgaard’s Misleading “Corrup-
tion Formula,” posted on Global Anti-Corruption Blog on 27.
May 2014 (available on: http://globalanticorruptionblog.
com/2014/05/27/klitgaards-misleading-corruption-formula/),
and interesting discussion that followed this post.

44 See for details Mills May, A: Causes of corruption in public
sector institutions and its impact on development: turning
what we know in what we do, p. 8 (available on: http://un-
pant.un.org/intradoc/groups/public/documents/un-dpadm/
unpan049589. pdf).

45 See similar in Mills May, A: Causes of corruption in pub-
lic sector institutions and its impact on development: turning
what we know in what we do, p. 10 (available on: http://un-
pant.un.org/intradoc/groups/public/documents/un-dpadm/
unpan049589. pdf).
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Type of risk factor Examples of risk factors

» unclear or inconsistent legislation regulating certain sec-
tor, field of work of the public sector institution, specific
project etc., including unclear wording of relevant legal
texts,*

» absence of basic legal framework needed to fight corrup-
tion and strengthen integrity (such as the effective crimi-
nal and civil codes, conflict of interest laws, meritocratic
hiring rules, free access to public information laws, asset

external and systemic risk fac- disclosure rules, codes of conduct, lobbying regulation

tors and whistleblower protection), including absence of pen-

alties for violations of anti-corruption laws and regula-
(factors outside of the control of the tions, P s

institution or sector,of which they

» unclear competences of the authorities,
should or could be aware) P

» unadjusted or disharmonized work of public sector insti-
tutions,

» inefficient law enforcement and prosecution,

» inefficient or incompetent oversight institutions or super-
visory authorities,

» non-transparent public finance processes,

» poor or wrong understanding of proper public sector func-
tioning by certain individuals or the community.

46 For in-depth analysis of this topic, see: RAI/RCC: Anti-Corruption Assessment of Laws (‘Corruption Proofing’) Comparative
Study and Methodology [author Tilman Hoppe]. The study was prepared and developed in cooperation between Regional Coopera-
tion Council (RCC) and Regional Anti Corruption Initiative (RAI) for the Southeast Europe 2020 Strategy and published by RCC in
November 2014 (available on: http://www.rai-see.org/doc/ Comparative_Study-Methodology_on_Anti-corruption_Assessment_
of_Laws.pdf).




internal (organisational, insti-
tutional)

risk factors
(factors within the control of the in-
stitution or sector that are the result
of their actions or inactions, such as
the rules and policies for good gover-
nance, management, decision-making,
operational guidance and other internal
regulations enabling the organisation to
fulfil its objectives, mission and tasks)

individual risk factors
(factors that could motivate individual
public official to commit corrupt or
unethical conduct)

working process risk factors
(factors that arise from working proce-
dures and processes in an institution)

poor strategic and operational guidelines (policy) or inad-
equate policies, procedures or systems,

chronic failure to follow existing policies, procedures or
systems,

unclear mandate of an institution, project, etc.,

poor or inconsistent internal acts and regulations,
absence of warning and alert systems in case of different
types of irregularities,

weak managerial and administrative measures, including
failures of management (middle managers or senior man-
agement either don‘t sufficiently understand the work to
recognise that corrupt activity is happening or they facili-
tate the corruption by tolerating low level of non-compli-
ance with all kinds of institutional rules),

inadequate/weak work review, supervision, oversight or
control procedures and audit mechanisms,

absence of rules and procedures that promote ethical
behaviour and transparency, poor organisational culture
(this includes unclear messages about what is acceptable,
examples set by management, inappropriate attitude
to colleagues or subordinates, lack of reinforcement of
ethical behaviour, bad office habits and other uncultured
workplace practices),

inadequate or insufficient system of training and educa-
tion of public officials, including superiors and supervi-
sors,

inadequate human, finance, time etc. resources of an in-
stitution, project team, etc.,

public officials have high level of power or influence, not
consistent with their actual position,

lack of knowledge (ignorance),

lack of integrity (immorality),

lack of practical skills (inexperience),
pressures in the work environment,

inadequate supervision or work review over concrete pub-
lic official or task,

inappropriate relationships with clients,
omission of conflicts of interest declaration,

feelings of dissatisfaction or perceptions of unfairness at
work,

public officials have high level of personal discretion and
autonomy in decision making,

non-transparent or unrecorded decision making,
poor organisation of work processes,

unconnected work processes and procedural gaps, result-
ing in no sense of responsibility or ignorance of compe-
tences),

lack of vertical or horizontal controls inthe work process-
es.
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Here are some hypothetical practical examples of corrupt behaviour that can be driven by certain type
of risk factors:

external or systemic:

+ low level of general prevention due to ineffective crim-
inal law and / or law enforcement and criminal justice
system (no fear of prosecution and punishment),

+ non-transparent or too complicated legal procedures
for acquiring licences / technical approvals / public
procurements,

Bribery: + high level of tolerance for corruption in a given country
or/and sector,

& multinational company pays a bribe + no monitoring of assets and income of public officials

to acquire licence for the operation in charge of given procedures (i.e. procedures for ac-
in a certain territory or in a certain quiring licences / technical approvals / public procure-
sector; ments),

© an employee of local government , jnternal/organisational:
agency demands a bribe for techni-
cal approval of equipment

& a company pays a bribe to win the
public contract to build a local high-
way

® building inspector takes a bribe to
certify faulty structure

+ weak managerial and administrative measures and
weak control mechanisms,

+ lack of control/supervision/oversight over processes
within a given public authority (licensing authority, lo-
cal government, procuring authority),

+ absence of warning and alert systems for involvement
in bribery,

+ poor institutional culture in a given public authority,

+ too high level of discretion in a given procedure (licens-
ing, issuing approval or public procurement)

individual:

+ lack of integrity,

+ possible pressure or distress of public official.




external or systemic:

+ absence of basic legal framework needed to fight un-
ethical behaviour, including penalties for such activity,

+ high level of tolerance for such activity in a country or
part of public sector,
internal/organisational:

+ there are no clear employment criteria set up in ad-
vance,

+ inconsistent internal acts and regulation that enable
non-transparent recruitment procedure, including un-
recorded decision making,

+ too high level of discretion in recruitment procedure,
+ absence of warning and alert systems for such activity,

+ absence of internal rules and procedures that promote
ethical behaviour and transparency,

Cronyism or nepotism in recruitment
procedures:

& manager of public sector institution
recruits an ill-suited friend / relative
for a high level position

individual:

+ lack of integrity,

+ poor understanding of managerial function and respon-
sibilities.

external or systemic:

+ absence of basic legal framework to avoid conflict of

interests, including penalties for acting in conflict of
interests,

+ high level of tolerance to such activity in country of
part of public sector,

Conflict of interest: internal/organisational:

+ weak managerial and administrative measures and
weak control mechanisms,

+ no exact internal rules and regulation on due avoidance
of conflict of interests,

+ absence of warning and alert systems for acting in con-
flict of interests,

+ poor organisational culture in the public authority or
school, including absence of rules and procedures that
promote ethical behaviour and transparency in the pro-
curement, appointment and similar processes

& a public official who co-decides in
public procurement does not reveal
that one of the bidders is company
owned by his/her spouse, and fa-
vours this company

© a member of public school manage-
ment board gives consent to appoint
his/her relative headmaster/head-
mistress

individual:
+ lack of integrity,
+ lack of knowledge,

+ poor understanding of public procurement or appoint-
ment procedures and official’s responsibilities in those
procedures.

The presented examples of risk factors are of a
general nature. In particular corruption risk as-
sessment procedure, more concrete factors that
arise from specific institutional environment,
working process, internal relations etc. have to be
identified (it has to be established, for example,
which laws are incomplete and why, why exactly
the work review is inadequate, what precisely is

poor in organisation of concrete work process,
which knowledge are public officials lacking,
etc.). The exact risk factors in question are there-
fore exclusively dependent on the circumstances
of the concrete case (questio facti).



2.2.3. CORRUPTION RISKS

For the most part, corruption risks are no different
from the risks that would be routinely identified
through a comprehensive functional or operational
risk assessment, such as financial, health, safety
risks etc. However, corruption risks are usually
ranked among more serious risks. In case of “core”
corruption (i.e. bribery), there may be a differ-
ence arising from the fact that bribery is inten-
tional, not coincidental or accidental. As regards
a broader concept of corrupt behaviour, including
unethical behaviour and breach of integrity, risks -
as in many other areas - become a reality, not only
because of a criminal / corrupt intent, but also
(and often) because of a lack of professional ca-
pacity (lack of training, education, proper guide-
lines and monitoring) or even pure negligence.

Corruption and/or integrity risks can exist in rela-
tion to almost all activities and functions in pub-
lic sector. In addition, some business relationships,
such as public-private partnerships, can also bring
further corruption risks to a public sector institu-
tion (for example, risk of conflict of interests). In
that case, public sector organisations must man-
age not only their own original risks,but also the
risks associated with partnerships.#There are
various conceptualisations of corruption risk, for
example:*

corruption risk is equated with the set of insti-
tutional vulnerabilities within a system or pro-
cess which might favour or facilitate corrupt
practices;

measures of institutional vulnerability are com-
bined with data on perceptions and/or experi-
ence of corruption as a proxy for corruption risk;

risk is expressed as a factor of the likelihood of
corruption multiplied by the impact of corrup-
tion;

objective risks (weak institutions and regula-
tions) are differentiated from subjective risks
(tolerance to corruption, personal motivation,
weighing up of costs/benefits, past experienc-
es);

corruption risk is understood as a factor of the

level of transparency and level of fairness in a
process;

corruption risk is understood as the difference
between actual and ideal systems.

47 See http://www.icac.nsw.gov.au/preventing-corrup-
tion/corruption-risk-management/ risk-management-ap-
proach/4877.

48 McDevitt, A.: Corruption Risk Assessment Topic Guide
(2011), p. 1 - 2 (available on: http://gateway.transparency.
org/files/uploads/Corruption_Risk_Assessment_Topic_Guide.
pdf).
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For the purpose of this paper, corruption and/or
integrityrisks are perceived as ‘the risks to the
objectives, mission and tasks of a public sector
institution arising from external, internal, indi-
vidual or working process factors’. Often, more
combined corruption risk factors fuel certain cor-
ruption or integrity risk.

The most serious (and common) corruption and in-
tegrity risks that can occur in every public sector
institution, process, sector or project, include:

risk of public official taking or demanding a
bribe,

risk of abuse of power or position for private
interests,

risk of abuse of public funds for private inter-
ests,

risk of illegal or unethical external influence or
pressure on public official,

risk of illegal or unethical internal influence or
pressure on public official, and

risk of conflict of interests.

Typical corruption and integrity risks and risk fac-
tors in public sector arepresented in more detail
below under the methodology.* However, at the
very beginning, it has to be emphasized that:

there is no final or exhaustive list of corrup-
tion and integrity risks and the risk factors
that facilitate them;

on a general level (including papers such as
this one), only general content and predict-
able corruption and integrity risks and risk
factors can be described or identified based
on the known general types of corruption. The
precise forms, mechanisms or modus operandi
of corruption vary among the public sector insti-
tutions, projects, sectors or working processes.
Hence, concrete corruption risks and risk fac-
tors can be established only within concrete CRA
procedure, taking into account specific circum-
stances and characteristics of the institution,
sector, project or process under assessment.
The same holds true for the measures aimed
at suppressing corruption, integrity breaches
or unethical behaviour that could arise from
identified risks and risk factors. To be efficient,
these measures should be tailored to specific
circumstances of the case as well.

49 See subchapters 6.3. and 6.4.




2.3. UNDERSTANDING
CORRUPTION RISK
ASSESSMENT

As explained above, the corruption risk assessment
in this paper is understood as a preventive tool
for identification of corruption and integrity
risk factors and the risks in public sector, i.e.
a management tool for improving governance
of a specific public sector institution (organisa-
tion, department, agency etc.), sector, project
or process. Corruption risk assessment is, there-
fore, essential for identifying and managing cor-
ruption risks, which is critical for the long-term
successful operation of different parts of public
sector (as such, corruption risk assessment is ba-
sically a technical process and requires a certain
level of sophistication and expert knowledge). If
not managed, the corruption risks will sooner or
later expose an institution, project or process to
the possibility of a public official engaging in cor-
rupt or unethical behaviour. If a corruption or an
integrity breach does occur, the short and long-
term consequences for particular public sector in-
stitution, organisation, department, agency, sec-
tor, project, etc. include loss of reputation, loss
of public confidence, direct financial loss, wasted
resources, cost of criminal justice or audit system
to respond to corruption, adverse effects on other
staff and negative impact on the morale of the
institution. Having that in mind, , corruption risk
assessment is a tool of proactive corruption pre-
vention with significant benefits:

it keeps the corruption prevention, integrity
and good governance issues on the agenda and
takes a step forward from a pure legalistic ap-
proach;

it enables identification of common risks (for
example, through centralized risks register)
across a given area or sector that requires legis-
lative or broader institutional / national action
or reform;

it enables sharing of knowledge and good prac-
tice on risk identification and, in particular, on
risk mitigation measures within a particular
sector or across sectors, institutions, project or
process;

it enables effective exchange of good practices
and/or establishment of a centralized corrup-
tion risk register (and possibly a centralized reg-
ister of anti-corruption measures) that serves
as a source of inspiration, ideas and peer-sup-
port for reform and good governance in public
sector.

If implemented properly, corruption risk assess-
ment can become an important and effective in-
tegral part of the corruption-prevention policy;
however, it cannot by itself substitute good gover-
nance, good management, good regulation, good
internal process, etc. Yet, one of the key benefits
of corruption risk assessment is that it can give
a better understanding of the corruption and in-
tegrity situation in a given context. Moreover,
corruption risk assessments can serve to visualise
the relationships between different risks and ac-
tors and to identify specific areas where limited
resources can be most effectively channelled.> To
achieve these goals, any approach to corruption
risk assessment should focus on assessing real life
processes and procedures in the institution, sec-
tor or project (this also facilitates identification of
the gaps between laws and practice, identification
and evaluation of exceptions, etc.).

In addition to being a tool of proactive corruption
risk management, corruption risk assessment:

strengthens the coherence, quality of gover-
nance and management in a given public sector
institution, organisation, department, agency,
sector, project or process;

enables evaluation of workflow and processes
and identification of weak spots for further in-
stitutional, management and legal reform;

serves as a symbolic tool to strengthen devotion
to integrity, ethical and governance standards
in the public sector as a whole or in a specific
public sector institution, and

as a tool to improve the institutional and legal
environment in a given public sector institution,
project or process with the aim of improving
work processes, governance, management and
performance in accordance with its objectives
and mission.

50 McDevitt, A.: Corruption Risk Assessment Topic Guide
(2011), p. 3 (available on: http://gateway.transparency.org/
files/uploads/Corruption_Risk_Assessment_Topic_Guide.pdf).
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3. GOOD PRACTICES AT
INTERNATIONAL LEVEL:

STANDARDS AND

METHODOLOGIES OF
(CORRUPTION) RISK

ASSESSMENT

There are several international standards or
mechanisms (or standards/mechanisms of a global
nature) that are dealing with the corruption risk
assessment methodology or process. They are very
different in content and extent. Those of them
that develop a certain methodology or guidance
for corruption risk assessment mostly include the
same or very similar basic or ‘universal’ steps that
should be taken in this process:

first, one has to establish the context,

then identify the risks(what can happen,
when, where, how and why),

then analyse these risks (i.e. determine the
level of risk),

evaluate the risk and
finally, treat them in an adequate way.

However, none of these standards attempt to im-
plement a ‘one size fits all’ approach. Nowadays,
the knowledge about corruption risk factors, risks
and their extreme variety is deep enough to be
clear (at least on an expert level) that good cor-
ruption risk assessment should be adapted to the
specific environment (sector, institution, project,
process) where it takes place. But when seeking
for the most tailored (or best) practice in corrup-
tion risk assessment approach to a concrete case
(regardless of the level, be it national, local, in-
stitutional, project or other level), guidelines,
knowledge and experiences comprehended in in-
ternational standards and mechanisms should be
considered as valuable expedients.

There is no international standard, mechanism or
tool that would develop methodology/methodolo-
gies specifically for the corruption risk assessment
in public sector; however, various documents or

Experience without
theory is blind,
but theory without
experience is mere
intellectual play.

(Immanuel Kant)

papers exist (mostly adopted or developed by in-
ternational organisations or institutions operating
on a global level) that contain useful guidance for
the corruption risk assessment in public sector as
well. As mentioned above, they are very different:

some of them can be used for CRA in public and
private sectors (ISO standard 31000:2009);

some were developed for companies or busi-
ness entities operating in the private sector (UN
Global Compact Guide for Anti-Corruption Risk
Assessment® and COSO Enterprise Risk Manage-
ment - Integrated Framework>?). Their princi-
ples and methodologies can be adapted to the
needs of CRA in the public sector. This paper,
however, does not focus on the private sector;
hence they are not presented in more detail;

51 The Guide is available on: http://www.unglobalcompact.
org/docs/issues_doc/Anti-Corruption/RiskAssessmentGuide.

pdf.
52 The COSO ERM framework can be purchased on http://
WWW. coso.org/guidance.htm.




some only mention the corruption risk assess-
ment as a prerequisite for the effective fight
against corruption, but do not establish any
methodology of the assessment (Compliance
and Technical Guide to UNCAC), and

some of them are slightly ‘out of the box’ be-
cause they are not dealing directly with the cor-
ruption risk assessment, but, nevertheless, they
contain some lessons for its methodology (OECD
Public Sector Integrity - A Framework for Assess-
ment).

3.1. 1SO STANDARD
31000:2009, RISK
MANAGEMENT -
PRINCIPLES AND
GUIDELINES

ISO 31000:2009, Risk management - Principles and
guidelines, provides principles, framework and a
process for managing risk. It can be used by any or-
ganization regardless of its size, activity or sector.
Using ISO 31000 can help organizations increase
the likelihood of achieving objectives, improve the
identification of opportunities and threats and ef-
fectively allocate and use resources for risk treat-
ment. 1SO 31000 cannot be used for certification
purposes, but nevertheless provides guidance for
internal or external audit programmes. Basically,
ISO international standards ensure that products
and services are safe, reliable and of good qual-
ity. The standards are developed by International
Organization for Standardization (ISO), which is an
independent, non-governmental membership orga-
nization and the world’s largest developer of vol-
untary international standards.>

ISO 31000:2009 is applicable to any type of orga-
nization in the public or private sector. It does not
mandate a ‘one size fits all’ approach, but rather
emphasises the fact that the management of risk
must be tailored to the specific needs and struc-
ture of the particular organisation.>

53 For more information see http://www.iso.org/.

54 Mills May, A: Causes of corruption in public sector institu-
tions and its impact on development: turning what we know in
what we do, p. 16 (available on: http://unpant.un.org/intra-
doc/groups/public/documents/un-dpadm/unpan049589.pdf).

The main emphasis of the ISO 31000:2009 standard
is on the following:>

a/ ISO 31000:2009 has developed a new defini-
tion of risk

As already mentioned, the definition of risk has
changed from ‘the chance of something happen-
ing that will have an impact on objectives’ to ‘the
effect of uncertainty on objectives’. While risk
managers will continue to consider the possibility
of risks occurring, they should now apply risk treat-
ment options to ensure that the uncertainty of their
agency meeting its objectives will be avoided, re-
duced, removed or modified and/or retained.

b/ I1SO 31000:2009 sets out 11 principles of risk
management emphasising that a good risk man-
agement should:

create and protect value (good risk management
contributes to the achievement of an agency’s
objectives through the continuous review of its
processes and systems);

be an integral part of organisational processes
(risk management needs to be integrated with
an agency’s governance framework and become
a part of its planning processes, at both the op-
erational and strategic level);

be part of decision making (the process of risk
management assists decision makers to make
informed choices, identify priorities and select
the most appropriate action);

explicitly address uncertainty (by identifying
potential risks, agencies can implement controls
and treatments to maximise the chance of gain
while minimising the chance of loss);

be systematic, structured and timely (the pro-
cess of risk management should be consistent
across an agency to ensure efficiency, consis-
tency and the reliability of results);

be based on the best available information (to
effectively manage risk it is important to under-
stand and consider all available information rel-
evant to an activity and to be aware that there
may be limitations on that information. It is then
important to understand how all this informa-
tion informs the risk management process);

be tailored (an agency’s risk management
framework needs to include its risk profile, as
well as take into consideration its internal and
external operating environment);

take into account human and cultural fac-
tors (risk management needs to recognise the

55 Summarized from AS/NZS 1SO 31000:2009 Risk Management
- Principles and Guidelines, Factsheet prepared by Austra-

lian Government in August 2010 (available on: http://www.
finance.gov.au/sites/default/files/ COV_216905_Risk_Manage-
ment_Fact_Sheet_FA3_23082010_0.pdf).



contribution that people and culture have on
achieving an agency’s objectives);

be transparent and inclusive (engaging stake-
holders, both internal and external, throughout
the risk management process recognises that
communication and consultation is key to iden-
tifying, analysing and monitoring risk):

be dynamic, iterative (frequentative) and re-
sponsive to change (the process of managing
risk needs to be flexible. The challenging en-
vironment we operate in requires agencies to
consider the context for managing risk as well
as continuing to identify new risks that emerge,
and make allowances for those risks that no lon-
ger exist);

facilitate the continual improvement of organ-
isations (agencies with a mature risk manage-
ment culture are those that have invested re-
sources over time and are able to demonstrate
the continual achievement of their objectives).

c/ ISO 31000:2009 addresses five attributes to
enhance risk management:

1. An agency should fully accept accountability
for their risks and develop comprehensive con-
trols and treatment strategies.

2. There is now an increased emphasis on contin-
uous improvement in risk management. Agen-
cies should set its performance goals, its meas-
ures, and then review and modify processes as
required. An agency should also review and
modify its systems, resources and capability/
skills to ensure continuous improvement.

3. Individuals with accountability for risk man-
agement must be identified. These individuals
should be appropriately skilled, have adequate
resources to check and improve controls, mon-
itor risks, and the ability to communicate ef-
fectively with all stakeholders.

4. Decision making within the agency, whatev-
er the level of importance and significance,
should include consideration of risks and the
application of the risk management process as
appropriate.

5. Frequent reporting to all stakeholders of the
agency’s risk management performance should
be included in the agencies governance pro-
cesses. This reporting would be ongoing and
highly visible.

d/ ISO 31000:2009 recommends developing
an Enterprise-wide Risk Management (ERM)
Framework

The Standard outlines an approach to developing
a framework that will assist agencies to integrate
risk management into their enterprise-wide risk
management systems. Agencies are encouraged
to consider the links between the foundations of
their risk management framework and their organ-
isation objectives. An agency’s risk management
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framework needs to include its policy objectives
and its commitment to risk management alongside
its legislative responsibility.

According to ISO 31000:2009, the risk manage-
ment framework should be embedded within the
agency’s overall strategic and operational policies
and practices. As regards strategic objectives,
senior executives within an agency are responsible
for providing the strategic direction of the agency
(this approach describes the vision for the man-
agement of risk and what overarching outcomes
will be achieved). In the realm of operational ob-
jectives, it is the middle managers of an agency
who are responsible for aligning the strategic ob-
jectives with the agencies operations in order to
achieve outcomes (the strategic plans developed
at this level outline what each business unit must
do to achieve their outcomes). Finally, line manag-
ers are responsible for developing strategic plans
that are more specific to achieving outcomes and
are short term in nature (line objectives). These
plans prescribe in detail how the processes or ac-
tivities of the agency’s outcomes will be actioned
and completed.

More concretely, risk assessment, according to ISO
31000:2009, includes three processes:

risk identification (a process that involves find-
ing, recognizing and describing the risks that
could affect the achievement of organiza-
tion’s objectives. It is used to identify pos-
sible sources of risk in addition to the events
and circumstances that could affect the
achievement of objectives. It also includes the
identification of possible causes and potential
consequences. Organisation can use historical
data, theoretical analysis, informed opinions,
expert advice, and stakeholder input to iden-
tify your organization’s risks),

risk analysis (a process that is used to under-
stand the nature, sources, and causes of the
risks that you have identified and to estimate
the level of risk. It is also used to study impacts
and consequences and to examine the controls
that currently exist), and

risk evaluation (a process that is used to com-
pare risk analysis results with risk criteria in
order to determine whether or not a specified
level of risk is acceptable or tolerable).

These processes should be implemented through
risk management framework and processes.

According to ISO 31000, a risk management frame-
work is a set of components that support and sus-
tain risk management throughout an organization.
There are two types of components: founda-
tions and organizational arrangements. Founda-




tions include organisation’s risk management pol-
icy, objectives, mandate, and commitment. And
organizational arrangements include the plans,
relationships, accountabilities, resources, pro-
cesses, and activities for managing organization’s
risk. In the scope of risk management framework,
ISO 31000:2009 recommends the following steps:*

developing an external communication plan.

ment by:
ment framework

1. Establishing a risk management framework ment process

2. Making a commitment to risk management

3. Designing organisation’s risk management
framework by:

framework

understanding/evaluating organization’s con- framework
text

formulating organisation’s risk management

policy

making people accountable for managing

risk,

building risk management into organization,
allocating resources for risk management,

establishing internal communication mecha-
nisms,

4. Implementing the approach to risk manage-
implementing organisation’s risk manage-
implementing organisation’s risk manage-

5. Monitoring organisation’s risk management

6. Improving organisation’s risk management

A risk management process is the one that systematically applies management policies, procedures,
and practices to a set of activities intended to establish the context, to communicate and consult with
stakeholders, and to identify, analyze, evaluate, treat, monitor, and review risk. In the area of risk

management process, 1S031000:2009 recommends the following steps:
1. applying organisation’s risk management process,
2. communicating and consulting with organisation’s stakeholders,
3. establishing organisation’s unique risk management context by:
+ establishing organisation’s risk management parameters,
+ establishing organization’s external context,
+ establishing organization’s internal context,
+ establishing the context of organisation’s risk management process,
+ establishing organization’s risk criteria;
4. carrying out organization’s risk assessment process by identifying, analyzing and evaluating risks;
5. formulating and implementing organisation’s risk treatment plans by:
+ exploring organization’s risk treatment options,
+ selecting organization’s risk treatment options,
+ preparing risk treatment implementation plans;
6. monitoring and reviewing your risk management process and
7. maintaining a record of risk management activities.

56 See more on http://www.praxiom.com/iso-31000.htm.



3.2. TECHNICAL GUIDE
TO UNCAC

The Technical Guide to the United Nation’s Con-
vention against Corruption (UNCAC)?” advises the
UNCAC parties to design the anti-corruption strat-
egy on the basis of a risk assessment that should
be founded on relevant information or statistical
data.The Technical Guide does not include a meth-
odology for such assessment, but it offers some
prospect on what information and activities should
be considered relevant. According to the Tech-
nical Guide, useful data include audit reports on
public bodies (they may give indications of cor-
rupt use of public funds or demonstrate deficien-
cies in control or accounting procedures) and sta-
tistical data appropriate to the circumstances of
each country. Further, the guide suggests special
research to be conducted for the purpose of iden-
tificationof causes, trends and vulnerabilities. All
gathered information and data should be used for
a risk or vulnerability assessment that identifies
the trends, causes, types, pervasiveness and se-
riousness or impact of corruption. Such approach
should provide a better knowledge on which pro-
cesses or sectors are exposed to corruption and
to what extent, which will further help develop
practices for better prevention and detection of

corruption.

3.3. OECD PUBLIC
SECTOR INTEGRITY -
A FRAMEWORK FOR
ASSESSMENT

In 2005, the OECD published A Framework for As-
sessment of Public Sector Integrity®. This method-
ology was mostly developed as a step further from
the corruption risk assessment, i.e. assessment of
the public sector policies promoting integrity and
preventing corruption. Such assessment provides
decision-makers with feedback on the functioning
of mechanisms and support for systemic adjust-

57 Technical guide to the UNCAC, United Nations 2009 (avail-
able on: http://www.unodc.org/documents/corruption/ Tech-
nical_Guide_UNCAC.pdf).

58 Technical guide to the UNCAC, United Nations 2009, p.
3-4.

59 The OECD Framework for Assessment of Public Sec-
tor Integrity is available on: http://www.keepeek.com/

Digital-Asset-Management/oecd/governance/public-sector-
integrity_9789264010604-en#page1.
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ment. Being oriented to public sector, the OECD
framework provides some useful criteria that are
worth considering when preparing corruption risk
assessment in public sector (or any part of it)
given that such CRA, as a rule, includes policies,
measures and action plans that will be assessed
later on the basis of the OECD Framework for As-
sessment of Public Sector Integrity.

The OECD approach is based on the fact that gov-
ernments are nowadays expected to verify wheth-
er the integrity policies are achieving their objec-
tives in order to foster a favourable economic,
political and social environment and to strengthen
public trust. According to the OECD methodology,
the “assessment journey” starts with identifying
which building blocks of an “ethic infrastructure”
(the institutions, systems and mechanism for pro-
moting integrity and preventing corruption in the
public service) need to be assessed. An assessment
may focus on separate specific measures and their
interaction, in particular:®°

risks (analyzing risks and reviewing vulnerable
areas susceptible to corruption),

specific policy instruments (assessing discrete
integrity and corruption prevention measures),

complex programmes (examining the interac-
tion of combined policy instruments),

elements of an organizational culture (review-
ing values, behaviours and specific individual
actions).

When assessing integrity and corruption preven-
tion measures, public organizations face a variety
of challenges that need to be addressed. In order
to help in this process, generic assessment frame-
work has been developed to address in a system-
atic way the issues and challenges faced at differ-
ent steps of the already mentioned ‘assessment
journey’:®

Step 1. Defining the purpose: Why assess?

Step 2. Selecting the subject: What to assess?

Step 3. Planning and organizing the assessment:
Who will asses?

Step 4. Agreeing on methodology: How to assess?

Step 5. Ensuring impact: How to integrate assess-
ment results into the policy cycle?

Further, the assessment framework provides a set
of criteria to help decision-makers and managers
design an assessment that captures relevant in-
formation for decision making. Assessments may
focus on:%?

60 OECD Framework for Assessment of Public Sector Integrity,
p. 11.

61 Ibidem, p. 12.
62 Ibidem, p. 14.




formal existence of measures (are integrity pol-
icy instruments - such as legal provisions, codes
of conduct, institution, procedures -in place?);

feasibility (are integrity policy instruments ca-
pable of functioning?);

effectiveness (did the integrity policy instru-
ment achieve its specific initial objectives?);

relevance (how significantly have policy instru-
ments contributed to meeting stakeholder’s
overall expectations, e.g. overall impact on
daily behaviour?);

coherence (do the various elements of the pro-
cedure coherently interact and re-enforce one
another, and support the overall aims of integ-
rity policy?).

3.4. USAID ANTI-
CORRUPTION
ASSESSMENT HANDBOOK

The USAID®* Anti-Corruption Assessment Handbook
was prepared in 2009% with the purpose to provide
USAID missions and their implementing partners
with an integrated framework and practical tools
to conduct tailored anticorruption assessments
efficiently and at a level sufficiently detailed to
produce targeted and prioritized recommenda-
tions for programming. The essential step toward
implementing improved anticorruption programs
is to assess how corruption manifests itself in a
particular country, to identify factors that drive
it, and to assess the effectiveness of existing laws,
institutions and control mechanisms aimed at re-
ducing a country’s vulnerability to corruption. As
a donor organisation, USAID believes that, by of-
fering a common approach by which the dynam-
ics of corruption can be understood and assessed,
anticorruption strategies can be improved and
programs made more effective and appropriate to
different country conditions.®

However, anticorruption assessments can help to
inform not only USAID program directions, but also
support host-country priorities and solutions. The
assessment framework, developed in the Hand-

63 United States Agency for International Development (US-
AID), http://www.usaid.gov.

64 USAID Anti-Corruption Assessment Handbook [authors: Ber-
tram |. Spector, Michael Johnston and Svetlana Winbourne],
published in February 2009, is available on: http://pdf.usaid.
gov/pdf_docs/pnadp270.pdf.

65 USAID Anti-Corruption Assessment Handbook, p. 1 (avail-
able on: http://pdf.usaid.gov/pdf_docs/pnadp270.pdf).

book, involves several practical tasks that facili-
tate a detailed analysis of the country’s corrup-
tion problems and help establish what can be done
realistically to improve the situation.®The basic
methodology can be seen in Figure | and Figure
Il below. The Handbook also offers a detailed de-
scription of each phase and the activities within it,
including substantial guidelines on corruption and
its features.

66 Ibidem, p. 8 (available on: http://pdf.usaid.gov/pdf_
docs/pnadp270.pdf).
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Figure 1: From understanding to problem definition to programming®’
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Figure 2: Flowchart of Anti-Corruption Assessment Framework®
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67 Ibidem, p. 3 (available on: http://pdf.usaid.gov/pdf_docs/pnadp270.pdf).
68 Ibidem, p. 8 (available on: http://pdf.usaid.gov/pdf_docs/pnadp270.pdf).




4. OVERVIEW OF EXISTING

PRACTICES

4.1. GOOD PRACTICES:
AUSTRALIA,
NETHERLANDS AND
SLOVENIA

One of the important issues (or limits) regarding
corruption risk assessment lies in the fact that it
is very hard to calculate or to estimate its actual
effect or success in practice. Being a preventive
tool, CRA works in a non-measurable way as it is
not possible to credibly calculate how much cor-
ruption, breaches of integrity or unethical behav-
iour was prevented as a result of it. Criminallaw
and other statistics cannot show the things that
didn’t happen because they had been prevented.
The anticipations can hardly be relevant: if, in a
few years after introducing a nation-wide system
of CRA (e.g. in the form of mandatory integrity
plans for the public sector institutions), the trust
of people in the public sector arises, this may or
may not be the effect of CRA (the reason may be
e.g. in the structural reforms that made the public
sector more efficient and citizens-friendly). If the
trust of people in the public sector remains low
after implementation of CRA, this does not nec-
essarily mean that the tool has been inefficient
given that trust is an individual perception. In ad-
dition, it is a bit risky to declare any existing CRA
model or approach as the best practicebecause of
the fact that, as already explained, one model of
CRA that yields good results in one country (and
is, therefore, certainly the best practice from the
viewpoint of that country) will not necessarily be
successful in a different environment of another
country.

In this subchapter, three different models are pre-
sented (one standard tool and two self-assessment
tools) that have been developed (and are still be-
ing developed) by the competent institutions and
dedicated experts of the respective countries. In
particular, insight into self-assessment tools should
serve not as model to copy, but as a good (or at
least promising) practice on how to approach the
issue of corruption risk assessment seriously and
with due reflection.

By three methods we
may learn wisdom:
first, by reflection,

which is noblest;
second, by imitation,
which is easiest; and
third by experience,
which is the bitterest.

(Confucius)

4.1.1. AUSTRALIAN STANDARD
AS 8001-2008 - FRAUD AND
CORRUPTION CONTROL

Australian standard AS 8001-2008: Fraud and Cor-
ruption Control aims to provide entities with the
tools they need to apply general risk management
principles to the control of fraud and corruption.
The Standard is intended to apply to all entities
operating in Australia, but it is, nevertheless, often
cited as the best practice in the realm of interna-
tional standards.

AS 8001-2008 standard provides an outline for an
approach to controlling fraud and corruption and
it is intended to apply to all entities including gov-
ernment sector agencies, publicly listed corpora-
tions, private corporations, other business entities
and not-for-profit organizations engaged in busi-
ness or business-like activities.

Fraud and corruption contemplated by the Stan-
dard fall into three main categories: (a) fraud in-
volving the misappropriation of assets; (b) fraud
involving the manipulation of financial reporting
(either internal or external to the reporting enti-
ty); and (c) corruption involving abuse of position
for personal gain.



The Standard proposes an approach to controlling
fraud and corruption through a process of:%

establishing the entity’s fraud and corruption
control objectives and values;

setting the entity’s anti-fraud and anti-corrup-
tion policies;

developing, implementing, promulgating and
maintaining an holistic integrity framework;

fraud and corruption control planning;

risk management including all aspects of iden-
tification, analysis, evaluation treatment, im-
plementation, communication, monitoring and
reporting;

implementation of treatment strategies for
fraud and corruption risks with a particular fo-
cus on intolerable risk;

ongoing monitoring and improvement;
awareness training;

establishing clear accountability structures in
terms of response and escalation of the inves-
tigation;

establishing clear reporting policies and proce-
dures;

setting guidelines for the recovery of the pro-
ceeds of fraud or corruption; and

implementing other relevant strategies.

Adoption of this Standard requires an appropri-
ate level of forward planning and application of
a structured risk management approach. The ap-
plication of contemporary risk management prin-
ciples is seen as fundamental to the prevention of
fraud and corruption. The objective of the fraud
and corruption control program outlined by this
Standard is:

elimination of internally and externally insti-
gated fraud and corruption against the entity;

timely detection of all instances of fraud and
corruption against the entity in the event that
preventative strategies fail;

recovery for the entity of all property dishon-
estly appropriated or secure compensation
equivalent to any loss suffered as a result of
fraudulent or corrupt conduct; and

suppression of fraud and corruption by entities
against other entities.

It is worth mentioning that the authors of the
Standard consider the fact that in some Australian
industry sectors, there is an argument that fraud
and corruption is so entrenched that it can never
be fully eradicated. For example, it is unfeasible

69 Summarized from AS 8001—2008 Fraud and Corruption Con-
trol, Second edition, 2008, (available on http://www.saiglob-
al.com/PDFTemp/Previews/OSH/AS/AS8000/8000/8001-2008.

pdf).
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for externally instigated fraud to be eliminated
within the banking sector—the nature of banking
is such that a certain level of fraud and attempted
fraud will always exist. On the other hand, in many
entities operating within certain industry sectors,
the complete elimination of opportunistic ‘one-
off’ fraud and corruption incidents by application
of an effective risk management approach would
be feasible.”

4.1.2. THE NETHERLANDS

Corruption risk assessment is obligatory in the
Netherlands for all public sector institutions (min-
istries, provinces, water boards, municipalities).
They can use a comprehensive corruption risk
assessment tool called SAINT or choose another
(similar) tool. Corruption risk assessment is not
based on a law, but the public sector institutions
agreed in written to conduct these analyses (the
agreement is, therefore, considered to be binding,
although not a law). There are no sanctions for
non-compliance with the agreement to conduct
corruption risk assessment, but if a public sector
institution gets involved in an integrity breach and
if internal integrity systems, control mechanisms
etc. turn out to be of poor quality, then the man-
agement will face the consequences.”

The most promoted corruption risk assessment
tool developed in the Netherlands for the public
sector organizations is Self-Assessment Integrity
or SAINT. This tool enables public sector organi-
zations to assess their vulnerability and resilience
to integrity violations and provides recommenda-
tions on how to improve integrity management. It
was jointly developed by the Office for the Promo-
tion of Public Sector Integrity (BIOS), the Integrity
Office of the Municipality of Amsterdam and the
Netherlands Court of Audit.”

The main characteristics of the SAINT are as
follows:”?

70 Ibidem, p. 13.

71 See the research on integrity policy (in historical perspec-
tive) in Netherlands in Hoekstra, A., Kaptein, M.: Understand-
ing Integrity Policy Formation Process - a Case Study in the
Netherlands of the Conditions for Change, Public Integrity (a
Journal of the American Society for Public Administration),
Vol. 16, No. 3/2014, p. 243 - 263.

72 See ‘A new integrity instrument- SAINT’ flyer (available
on: http://www.integriteitoverheid.nl/fileadmin/BIOS/data/
Factsheets/BIOS-FS-Saint_klein_.pdf).

73 See Brenner, H., de Haan, I: SAINT, Tool to Assess the In-
tegrity of Public Sector Organisations, International Journal of
Government and Auditing, April 2008, p. 16 - 17 (available on:
http://www.intosaijournal.org/pdf/2008_staats_award_ar-
ticles.pdf; the article is available also on http://www.into-
saijournal.org/technicalarticles/ technicalapr2008b.html).




being targeted at prevention, SAINT is designed
to identify the main integrity weaknesses and
risks, to significantly increase awareness of in-
tegrity and to strengthen the organization’s re-
silience in the face of identified shortcomings
(therefore, the tool is not aimed at detecting
and punishing the concrete integrity violations),

being a self-assessment tool, SAINT demands the
organization itself to take the initiative to test
its integrity, which means that the assessment
is based on the knowledge, opinions, ideas and
recommendations of the staff. They receive the
methodological advice on a one-day workshop
where they learn how to think in terms of vul-
nerability and risk and how to develop recom-
mendations on how to minimize them. The end
product of the workshop is a concrete manage-
ment report/action plan with recommendations
on where measures must be taken to strengthen
the organization’s resilience in response to in-
tegrity violations.

SAINT is based on the five 5 steps methodology:™

step 1: identification and assessment of areas
of vulnerability inherent to the activities and
processes of the organisation (they can include
contracting, document issuing, legislative activ-
ities, law application, relationships with private
sector, management of state property, etc.);

step 2: assessment of the factors increasing
vulnerability (such as increasing complexity of
work, rapid legal or other changes, manage-
ment and personnel),

step 3: assessment of the integrity-based con-
trol system (with the aim of establishing how
resilient the individual organisation is in terms
of arising corruption risks);

step 4: deviation analysis (aimed at establishing
whether the balance between the vulnerability
profile determined in steps 1 and 3 and the level
of the integrity-control system (step 3) is suf-
ficient);

step 5: follows only if step 4 shows insufficient
balance between the identified vulnerability
and control-system. In this case, based on the
results of the deviation analysis, a plan is pre-
pared on how to manage the most dangerous
processes and what measures are required to
improve organisation’s resilience against cor-
ruption risks.

The whole process can be compiled in a risk map
that illustrates corruption risks and designates
possible directions of action in the public sector.

74 See Bager, G.: Corruption Risks in Public Administration
Methodology and Empirical Experiences, Public Finance Qua-
terly, Vol. 56 (2011), No. 1, p. 45 (available on: http://www.
asz.hu/publications/2011/corruption-risks-in-public-adminis-
tration/bagergangol.pdf).

The efficiency is very significant to the SAINT
methodology. The whole process is carried out in a
1-day, but very carefully prepared, workshop with
the following modules:”

Module 1: Analysis ->in this module, the par-
ticipants analyze the main integrity risks for each
vulnerable process inherent to their organisation.
More concrete, this module includes:

1a Analysis of processes: the first step is to ana-
lyze the primary and secondary processes rele-
vant to the organization. By way of preparation,
the organization must draw up a full list of its
primary and secondary processes and send it to
the moderator before the workshop;

1b Selection of most vulnerable processes: an
estimate is made of the vulnerability - i.e., the
potential exposure to integrity violations-of all
the processes named in step 1a. The partici-
pants ultimately choose the two or three most
vulnerable processes so that the related risks
can be identified in the next step;

1c Analysis of the integrity risks of the most
vulnerable processes: participants analyze the
integrity risks - i.e., the concrete risks of integ-
rity violations - of the processes selected in step
1b as being the most vulnerable;

1d Selection of the main risks: in this module,
the main integrity risks are selected from the
list drawn up in step 1c. Based on the aggre-
gated individual scores of the participants, the
top five greatest perceived risks for each pro-
cess are listed and consensus is reached on the
scores.

75 See Brenner, H., de Haan, I: SAINT, Tool to Assess the
Integrity of Public Sector Organisations, International Journal
of Government and Auditing, April 2008, p. 17 - 21 (available
on: http://www.intosaijournal.org/pdf/2008_staats_award_
articles.pdf).



Corruption Risk Assessment in Public Institutions in South East Europe
Comparative Research and Methodology

Possible vulnerable processes are, for example, the following:

assessments, taxes, import duties, excise duties,

Collection
fees, charges

Contracting tenders, orders, assighments, awards
Relationship between the

government and the public/
businesses Issuance permits, passports, driving licenses, identity cards,

authorizations, inspections

Payment subsidies, benefits, allowances, grants, sponsoring

supervision, control, inspection, prosecution, detec-

Enforcement tion, justice, punishment
. national security, confidential information, docu-
Information :
ments, dossiers
Management of public prop- Mone cash/giro via budgets, premiums, expenses, bonuses,
erty y allowances, etc.
Goods Purchase, management and consumption (stocks,

computers)

In addition to the vulnerability caused by characteristics of a function or process, the factors that can
also increase vulnerability (i.e. the factors that increase the probability of different integrity violations)
are identified. Here are some examples of such factors:

management dominated by a single person or small group
Management and staff staff has powers to be obstructive
staff loyalty extremely limited

not customary to hold each other responsible
lack of opportunity or safety to discuss difficult questions

discretionary powers/solo action
Nature of the work political pressure, time pressure, pressure from market parties or mem-
bers of the public

complex financial/legal relationships

Complexity young organization/short or quickly set-up projects
combination of public and private (commercial) functions

Organisational culture

Module 2: Assessment-> in this module, the par- the soft controls are aimed at influencing be-
ticipants assess the maturity of the integrity mea- haviour, working atmosphere and organizational
sures that together form the organization’s integ- culture, and

rity management system. The system is divided the general controls category is more wide
into 14 clusters, which are subdivided into three ranging or has a mix of hard and soft elements.

blocks (see Figure 1 below):

the hard controls are concerned primarily with
regulations, procedures and technical systems,




Figure 3: Integrity Control Management System

General controls

Soft controls

Hard controls

During the workshop the participants assess the maturity of all the measures by awarding them points,
based on the following four maturity levels:

Criteria
1 | do not know of the measures’ existence

| know of the measures’ existence
| think the measures are not implemented/observed

I know of the measures’ existence
3 | think the measures are implemented/observed
I do not know if the measures work/are effective

| know of the measures’ existence
4 | think the measures are implemented/observed
| think the measures work/are effective




Module 3: Management report and action plan
-> this module is designed to answer the central
question ‘which measures are the most appropri-
ate to make the most vulnerable processesmore
robust.’ Based on the knowledge and results from
previous modules, the participants suggest how
the organization can improve and implement the
most important measures. Based on these sugges-
tions, the management report and action plan are
prepared.

Module 4: Evaluation of the workshop-> at the
end of the SAINT workshop, the participants are
asked to answer a series of questions to evaluate
the workshop itself.

4.1.3. SLOVENIA

4.1.3.1. INTEGRITY PLAN

In Slovenia, the integrity plan’®is a tool for estab-
lishing and verifying the integrity of the public sec-
tor organization or institution. It is a documented
process for assessing the level of vulnerability of
an organisation and its exposure to unethical and
corrupt practices. It is devoted to:

identifying relevant corruption risks in different
working fields of an individual organization;

assessment, what kind of danger the corruption
risks may pose to an individual organization;

determining measures to reduce or eliminate
corruption risks.

The main objective of the integrity plan is to sys-
tematically and comprehensively implement na-
tional and international standards, principles and
objectives in the prevention of corruption. Fur-
thermore, the integrity plan is used by the insti-
tutions to determine their exposureas well as the
exposure or vulnerability of their organizational
conditions, processes and employees to corruption
and other illegal and unethical behaviour.

The idea of integrity plan is based on the fact that
process of identifying risks and planning and im-
plementing adequate measures to eliminate those
risks should strengthen integrity and anti-corrup-
tion culture in a public sector.Given that the in-

76 The information is obtained from the website of the
Commission for the Prevention of Corruption of the Republic
of Slovenia: www.kpk-rs.si/en, and from the presentation
titled ‘Integrity Plan’ by Jana Kulevska Crepinko, held in RAI
Workshop on ‘Integrity Promotion: International and National
legal instruments and mechanisms’ in July 2011 in Ohrid, The
Former Yugoslav Republic of Macedonia (available on http://
www.rai-see.org/doc/Presentation_of_Mrs_Jana_Kulen-
ska_Crepiko-Commission_for_the_Prevention_of_Corruption-
Republic_of_Slovenia.pdf).

Corruption Risk Assessment in Public Institutions in South East Europe
Comparative Research and Methodology

tegrity plan identifies and eliminates the causes
of corruption, the rule of law and people’s confi-
dence in the institutions consequently arises.

The Integrity Plan model was introduced in the Slo-
venian legislation bythe Corruption Prevention Act
(2004), which introduced the integrity plans as a
tool and documented process. However, too much
burden was placed on the Commission for the Pre-
vention of Corruption (CPC) in terms of drawing up
the integrity plans and insufficient methodology.
In 2010, the new Integrity and Corruption Preven-
tion Act (IPCA) was adopted that offered a new
approach in drawing up the integrity plans by:

introducing an obligation to draw up the integ-
rity plans for more institutions than the previ-
ous act,

providing a new and more descriptive method-
ology,

providing a more detailed process of drawing up
(assessment of exposure, indicators for dividing
into groups etc.) integrity plans, and

securing more transparency given that it pre-
scribes publication of the integrity plans.

The entities obliged to develop integrity plans, ac-
cording to the IPCA, are the following:

state bodies;

self-governing local communities;

public agencies;

public institutes;

public utility institutes;

public funds.

However, as an exception to the rule,CPC may is-
sue a decision ordering a public entity not listed
above to draw up, implement and amend the in-
tegrity plan when a risk of corruption and other
forms of unlawful conduct in performing an activ-
ity in the public interest exists, and the public as-
sets are available to that entity.

Pursuant to Article 47 of the IPCA, the integrity
plan must consist, in particular, of:
assessment of corruption exposure of the insti-
tution;
personal names and work posts of persons re-
sponsible for the integrity plan;

a description of organisational conditions, staff
and typical work processes including a corrup-
tion risk exposure;

assessment and proposed improvements / rec-
ommendations regarding:

+ the quality of regulations, management, ad-
ministration, etc.,

+ the integrity of staff and institution,




+ transparency and efficiency of processes,

+ measures for timely detection, prevention
and elimination of corruption risks,

+ other parts of the plan defined in the guide-
lines prepared by CPC.

The integrity plan implementation methodology,
as prescribed by the IPCA, was developed by CPC
in the form of guidelines that are based on:

international conventions, standards and princi-
ples for fighting corruption transposed into the
national legislation;

ISO Standard 31000, published in 2009, as an in-
ternationally recognised standard for the imple-
mentation of risk management principles;

Australian/New Zealand Standard: Risk man-
agement - Principles and Guidelines (AS/NZS ISO
31000:2009);

methodologies used by the Slovenian auditors
for controlling financial risks, such as COSO, IN-
TOSAI;

Guide ‘Risk Management, Developing and Im-
plementinga Risk Management Framework by
Victorian Managed Insurance Authority (VMIA)

The process of developing of the integrity plan
model started with the CPC’s invitation to all per-
sons/institutions (obliged by the law to develop
the integrity plans) to participate in developing
the model. Having reached the consensus with the
institutions on a model, the model was presented
to the institutions (under a statutory obligationto
develop the integrity plans) at a high level confer-
ence. The CPC organised seminars and trainings
for the persons responsible for the integrity plan
(the so-called integrity plan managers / integrity
officers) and facilitated the Commission’s Open
Days and a daily available hotline for integrity of-
ficers.”” Furthermore, a personal approach was ap-
plied for communication, which showed positive
results, such as: 1. more information obtained on
the existing problems in their area of work/insti-
tutions; 2. more intensive awareness raising; 3.
motivation for the work ahead.

In addition to permanent professional assistance
to the persons and institutions obliged by the law
to develop the integrity plans, the CPC’s experts
also prepared a number of documents to facilitate
the process of integrity plan development (guide-
lines for preparing integrity plans, instructions,
glossary, questions concerning the legal content,
questionnaire, etc.). A unified notice was sent to
the heads of all public sector entities in order to

77 See slide 18 of the presentation by J. Kulevska Crepinko
(available on http://www.rai-see.org/doc/Presentation_of _
Mrs_Jana_Kulenska_Crepiko-Commission_for_the_Preven-
tion_of_Corruption-Republic_of_Slovenia.pdf).

facilitate a unified approach in giving explanation
to their staff about the integrity plan and impor-
tance of its preparation.

According to the methodology adopted in the
guidelines for preparing integrity plans, the pro-
cess of integrity plan development consists of five
phases.

Phase 1: preparatory phase -> creation, adop-
tion and implementation of the integrity plan is
primary responsibility of the superior or the head
of the institution obliged to:

inform the employees of the obligation to draw
up integrity plans and its importance;

appoint an integrity officer;
appoint members of a working group within the
institution to draw up the integrity plan.

The preparatory phase also includes gathering
of all relevant information. The working group
decides on the methodology for obtaining infor-
mation (questionnaires, interviews, brainstorm-
ing, focus group work, forums, etc.) and it is
responsible to collect all relevant information
to be able to identify corruption risks and the
risks of other unethical and unlawful conduct
from all available relevant sources (reports,
recommendations, internal and external sourc-
es, etc.).

Phase 2: identification of risks ->this phase is
aimed at answering the questions as to where,
when, why and how the events could prevent, de-
grade or delay the achievement of organisational
objectives. The risks vary from one institution to
another as they are related to the institution’s or-
ganizational conditions of work, employees and
processes. The process of identification and defi-
nition of risks requires an active involvement of all
employees given that they are most familiar with
the institution and its operation.

The CPC determined some pre-set groups of risks
that have to be included in the integrity plan of
each institution - groups of risks either derive
from the IPCA (conflict of interest, gifts giving/
accepting, business restrictions, incompatibility
of functions, etc.) or they have been identified as
“vulnerable” in practice (i.e. public procurement,
issuing licenses, etc.). The groups of risks may also
be proposed to be included in the integrity plan of
a particular institution by auditors or state bodies
with a supervisory role (inspections, etc.).

The identified risks have to be verified through
verification of risk sources (organizational condi-
tions, employees or work processes).



In order to make it more applicable to the concrete
situations and the environment in which an orga-
nization performs its activities or which influences
the organisation’s work, additional risks are added
to the pre-set risks in the integrity plan develop-
ment process. Additional risks are proposed by the
working group and they are specific to a particu-
lar organization, which means that they vary from
one organization to another. They are identified on
the basis of reports on violations, etc.

Phase 3: risk analysis -> in this phase, the work-
ing group has to analyse the identified risk sources
and to identify any measures that exist within the
institution to manage them. If such measures ex-
ist, the working group establishes whether they
are sufficient and effective and whether the risk
sources are properly managed.

Phase 4: risk evaluation -> with regard to the
risk sources that are either improperly or partially
managed, the working group has to establish the
likelihood of occurrence and consequences of the
risk for the institution. A heat map is used to eval-
uate the risk according to 1) the likelihood of oc-
currence and 2) the consequences of the risk for
the institution.

Phase 5: addressing risks-> appropriate measures
are determined on the basis of evaluation of the
risk, including deadlines for the implementation
of the measures. Risk registry is prepared - it con-
tains the identified and confirmed relevant risks,
measures, priorities, responsible persons and the
implementation deadlines with regard to the risks.
Every employee has to be informed of the content
of the integrity plan and the registry.

Having adopted the integrity plan, the institution
sends it with all the corresponding documenta-
tion (minutes of meetings, the registry, etc.) to
the CPC. The CPC reviews the integrity plan and
assesses it to establish whether the guidelines pro-
vided by the Commission were taken into account
in its entirety. The CPC sends the information to
the institution, with additional recommendations
and the guidelines. It may also set a new deadline
for complementing the existing integrity plan or
drawing up a new one. The CPC addresses its com-
munication to the head of the institution and the

integrity plan manager / integrity officer.

4.1.3.2. SUPERVIZOR PROJECT

Major corruption risks are, as a rule,connected
with public financial schemes and budgetary funds
in one way or the other. A transparent financial
operation of the public sector entities is very ef-
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ficient preventive mechanism, especially when
budgetary spending is made public. Such system is
implemented in the Republic of Slovenia where a
tool named “Supervizor” was made public in 2011
and it has been constantly upgraded.”

Supervizor is an online application’ that has pro-
vided information on business transactions of the
public sector entities (i.e. direct and indirect
budget users: legislative, judicial and executive
authorities, autonomous and independent state
authorities, local communities, public institutes,
public funds, public agencies etc., and public
enterprises are going to be included in the near
future), as of 1 January 2003. User can see all
money transfers from the selected budget user or
all money transfers from the budget user to the
selected company. Data can be also displayed for
a specified period of time. The purpose of money
transfer is shown for all transactions over 4000
EUR. The application also shows data about public
procurements and the information about the busi-
ness entities in Slovenia. In addition, it presents
management and ownership structure of the com-
panies and some information from their annual
reports. An important part of the application is a
module, which shows a list and information about
the publicly owned companies

In Slovenia, Supervizor was conceptually designed
and prepared by the Commission for the Prevention
of Corruption in cooperation with an independent
expert and with the assistance of other authorities
which provided the relevant data and cooperated
in its presentation and interpretation (especially
the Slovenian Ministry of Finance, Public Payments
Administration of the Republic of Slovenia and the
Agency of the Republic of Slovenia for Public Legal
Records and Related Services). The application in-
dicates contracting parties, the largest recipients
of public funds, related legal entities, date and
amount of transactions and, in certain cases, the
purpose of money transfers. It also enables pre-
sentation of data using graphs as well as printouts
for specified periods of time and similar. Insight
into financial flows among the public and private
sector is enabled not only to the public, media and
professional community, but also to other regula-
tory and supervisory bodies (police, tax authori-
ties, inspections, etc.) that can take advantage of
a complex analysis and visualisation of data (the

78 Supervizor is available on http://supervizor.kpk-rs.si/ .

79 Information on Supervizor is obtained from the website

https://www.kpk-rs.si/en/project-transparency and from

Kovacic, M.: Supervizor: Providing Citizens with Information
about the Government Spending, presentation available on

https://www.kpk-rs.si/upload/datoteke/Supervizor_2014_
ENG.pdf




application enables advanced data mining, pat-
tern search, advanced network analysis, detection
of affiliate persons and affiliate companies, etc.).

Transparency of financial flows among the public
and private sector increases the level of responsi-
bilities of public office holders in terms of effec-
tive and efficient use of public finance, facilitates
debate on the adopted and planned investments
and projects and decreases risks of illicit manage-
ment, abuse of functions, and, above all, limits
systemic corruption, unfair competition and cro-
nyism in public procurement procedures. Because
it is a powerful analytical tool, it can also be used
for corruption risk identification in a particular
sector or organisation.

Prerequisites for online public sector financial
analyses (such as Supervizor of the Republic of
Slovenia) are the following:

adequate legislation on access to public infor-
mation,

government commitment (especially on the lev-
el of institutions that own or operate databases
from which the application obtains and updates
data), and

software.

When introducing such application, clear precau-
tions are needed concerning the fact that it shows
only objective state, without indicating criminal
offences or guilt. Besides, it is important that the
application is operated by an independent institu-
tion or in such a way that it cannot be simply shut
down in the event of a lack of political will for
whatever reason.

4.2. EXISTING PRACTICE
IN THE SOUTHEAST
EUROPE(SEE)

In this subchapter, the existing practices on cor-
ruption risk assessment in SEE are summed up on
the basis of available data, including short recom-
mendations to respective governments regarding
implementation / integration of CRA or improve-
ment of the existing system.

4.2.1. ALBANIA

In Albania, no type of corruption risk assessment
is provided as mandatory or recommended by law,
but a risk assessment methodology to be used by

institutions was prepared under the PACA project
funded by the European Union and implemented
by the Council of Europe.® It includes the risk as-
sessment overview and draft examples of docu-
ments, with the emphasis on several sectors with
a high risk of corruption. The CRA methodology de-
veloped by PACA can be used for self-assessment
or for external assessments, and recommends the
following:?®'

line ministries and other public institutions
should complete the risk assessment question-
naire;

in addition, a broader external assessment of
selected institutions is recommended (such an
assessment might be conducted by Department
for Internal Administrative Control and Anti-
Corruption (DIACA), using not only the ques-
tionnaire approach to identify risk factors, but
also making an assessment of the incidence of
corruption and examining in more depth issues
identified as important through the risk assess-
ment questionnaire), and

given the tasks already performed by DIACA,
PACA regards an ideal solution to be the com-
missioning by DIACA of external organizations
(such as NGOs or other research bodies) to con-
duct such assessments.

In the scope of PACA project, the following con-
crete risk assessments have been conducted:?

Assessment of the Licensing, Regulation and
Inspection of Private Educational Institutions
within Albania,

Corruption Risk Assessment of the Albanian
Competition Authority,

Risk Assessment: Corruption in the Health Sec-
tor in Albania,

Corruption Risk Assessment: Provision of Social
Housing in Albania,

Risk Analysis of the Albanian Education System,

Risk Assessment: Corruption in the Albanian Sys-
tem for the Registration of Immovable Property,
and

Administrative Complaints against Judges in Al-
bania.

80 Council of Europe: Project against corruption in Albania
(PACA), Technical paper on ‘Corruption Risk Assessment Meth-
odology Guide’ [authors: Quentin Reed, Mark Philp], December
2010, available on: http://www.coe.int/t/dghl/cooperation/
economiccrime/ corruption/projects/ Albania/ Technical%20Pa-
pers/PACA_TP%202%202011-Risk%20Assessment%20Methodol -
ogy.pdf.

81 PACA Methodology Guide (cited in previous footnote), p.
14.

82 Reports are available on: http://www.coe.int/t/dghl/
cooperation/economiccrime/corruption/projects/Albania/
risk%20assessment_en.asp.



Recommendations from these assessments have
been reviewed by the competent Albanian insti-
tutions and are now part of the measures in the
Action Plan against Corruption.

Given that the corruption risk assessment is not
mandatory or adopted by law, omission of its im-
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plementation entails no sanctions. It is planned
to implement CRA in accordance with the draft
National Strategy against Corruption and when so
(national strategy is expected to be adopted by
the end of 2014), the National Coordinator Against
Corruption should be responsible for supervision
over its implementation.

There is no systematic and nation-wide CRA approach in Albania yet, but the efforts can be seen
also in this area. International organisations and external experts are of great help to Albania as
regards the corruption risk assessment. As a result of their activity, a tailored CRA methodology was
developed for Albania and some concrete corruption risk assessments were conducted in different
fields or sectors. Therefore, Albania has rather good possibilities for integration of a nation-wide
CRA model in the near future and it is encouraged to upgrade existent knowledge and experience.

4.2.2. BOSNIA AND
HERZEGOVINA

In September 2009, the Anti-Corruption Strategy
and Action Plan for the Fight against Corruption
(for the period 2009 - 2014) were adopted in Bos-
nia and Herzegovina by the Council of Ministers.
The Strategy pays special attention to the cor-
ruption prevention. Some of the particularly im-
portant preventive measures include, inter alia,
the obligation of each ministry and other public
institutions at any level of government in BiH to
prepare their own anti-corruption action plans or
integrity plans.®

The Law on the Agency for the Prevention of Cor-
ruption and Coordination of the Fight against Cor-
ruption was adopted in December 2009. At the
end of 2013, BiH Agency for the Prevention of
Corruption and Coordination of the Fight against
Corruption®* prepared the Guidelines for develop-
ment and implementation of integrity plans85 and
the Methodology for integrity plan preparation.86
Based on those documents, the state institutions
started the activities for integrity plan develop-
ment. According to the Agency, 30 state institu-
tions have established working groups for integrity

83 Transparency international: national integrity system as-
sessment of Bosnia and Herzegovina (2012), p. 40 (available
on: http://ti-bih.org/wp-content/uploads/2012/12/National-
Integrity-System-Assessment-BiH-2013-en.pdf).

84 More on the Agency is available on its website: www.apik.
ba.

85 Guidelines are available on: http://www.apik.ba/
acms_documents%5Csmijernice%20za%20izradu%20planova%20
integriteta.pdf.

86 Methodology is available on: http://www.apik.ba/acms_
documents%5Cmetodologija%20izrade’%20plana%20integriteta.

pdf.

plan preparation and 17 have already prepared
their own integrity plan.87The Agency is helping
the institutions in the process of integrity plan
preparation and implementation, and it is also
provides its opinion, observations and suggestions
on the final version of integrity plans.

According to the Guidelines and the Methodology,
integrity plan is prepared through several phases.
At a certain point in different phases, all public
officials have to cooperate, including management
and integrity officers (coordinators) who are re-
sponsible for preparation, organisation, coordina-
tion and supervision over the process of the integ-
rity plan preparation.

First, program (project) for the integrity plan im-
plementation is prepared, including the purpose
and the aim of the project. Then a working group
is established to prepare a plan of all activities
and to set the deadlines in the process of prepara-
tion of integrity plan. At this stage, the project
is presented to the employees who are obliged to
provide answers to a questionnaire (anonymously)
targeted at identification of the positions that are
more prone to corrupt behaviour affecting the in-
stitution’s integrity. Further, all legal documents
relevant for the institution (for its organisation,
working processes as well as employees) are col-
lected and analyzed. In the next phase, risks and
threats are identified on the basis of all collected
data and information showing the present state of
affairs. In the final phase, the working group pre-
pares recommendations for improvement of pro-
cesses and elimination of vulnerabilities, and sets
the deadlines for their implementation.

87 Information obtained from press release on 17. October
2014 (available on: http://www.apik.ba/Article.aspx?newsld=
389&lang=ba).




In Bosnia and Herzegovina, the anti-corruption or integrity plans as the central corruption risk as-
sessment tool are based on the national Anti-Corruption Strategy. Preparation and implementation
of the integrity or anti-corruption plan is, in principle, binding for the ministries and other public
institutions at any level of government in BiH, but there are no sanctions or other consequences
for non-compliance with this obligation given that the Strategy is a policy document and it has no
force of law. BiH should analyse whether such (de facto voluntary) approach to CRA is producing the
expected results in practice (i.e. results anticipated in the Strategy), and, if not, it should consider
introduction of integrity plans or other type of CRA by law or other binding instrument.

4.2.3. BULGARIA

In the period between 2010 and 2013, Bulgaria,
in cooperation with its project partner Germany,
developed a project model called BORKOR project
for the implementation of a tool to develop non-
repressive complex intervention systems against
corruption and organised crime.® This project was
followed by a pilot project for development of an
expert corruption solution model “e-Government
Public Procurement,” and further by development
of an intervention system, both carried out in the
period between 2012 and 2014. The results of the
pilot project were:#

identification of more than 3000 risks and vul-
nerabilities (among which more than 600 were
discovered within the first and second level leg-
islation and more than 2500 discovered by case
and procedure analysis);

on the basis of the identified risks, changes of
legislative procedure were made by implement-
ing quality standards, amendment to the pub-
lic procurement legislation, central purchasing
bodies were introduced and the projects such
as eMonitoring and eAudit were implemented.

The pilot project is being upgraded into a corrup-
tion risk assessment methodology based on BOR-
KOR project.The BORKOR project is governed by
the BORKOR principle which stands forthe first
(worldwide) standard for the development of mea-
surable and efficient intervention systems against
fraud and corruption. It provides tools for solving
system-related problems. Components of the BOR-
KOR principle are:®

88 Information on Bulgarian system is obtained in between
from the ‘General presentation’ Bulgaria held at the regional
workshop in Becici, September 2014 (presentation is available
on http://www.rai-see.org/news/rai-news/5106-regional-
workshop-for-validation-of-the-gmethodology-on-anti-cor-
ruption-assessment-corruption-proofing-of-legislationg-and-
gmethodology-on-corruption-risk-assessmentq.html)

89 See http://ec.europa.eu/regional_policy/conferences/
anti_corruption/doc/wga3_schlotterer.pdf.

90 See http://showcase-borkor.init-ag.de/index_en.html.

V-Modell XT which is the standard developed
by the German Federal Government for project
management of complex projects and specially
customized for the working procedures of the
CPCCOC;

the BORKOR system which includes target-ori-
ented hardware and software systems and

the BORKOR expert knowledge concept which
includes the know-how, analysis methods and
related techniques, the corruption formula,
quality standards, partnership model and stra-
tegic public relations.

For the purpose of analysing the existing data, dif-
ferent types of software were designed, namely
BoReg, which provides analysis of data, statistics
and catalogues, and BoA which supports analysis
activities, provides templates and analysis appli-
cations. This allows knowledge and know-how of
NGOs, law enforcement and compliance structures
to be brought into focus and helps connecting pre-
vention, law enforcement and compliance.®

Intervention systems

The intervention systems are coherent, coordi-
nated measures against fraud and corruption,
which have an immediate impact if applied as a
systemic unity. Measures vary from legal, organisa-
tional, technical and personnel measures. In order
to achieve the goals and to secure the required
quality of the results, the standard V-Modell XT
adapted to the Bulgarian situation is used.

In order to achieve the projects’ goals, the part-
ner collaboration concept has to be implemented,
which means that partners with shared ethical val-
ues cooperate with the Centre for Preventing and
Counteracting Corruption and Organized Crime
(CPCCOC) in order to successfully implement
the projects. This also includes civil society, sci-
ence, business and the media which are regarded
as partners in the BORKOR strategy against cor-
ruption and they take part in the development

91 See http://ec.europa.eu/regional_policy/conferences/
anti_corruption/doc/wga3_schlotterer.pdf.



of intervention systems. The partnership is based
on written agreements and the recognition of a
shared code of ethics.®

The CPCCOC'’s role

The Bulgarian Centre for Preventing and Counter-
acting Corruption and Organized Crime (CPCCOC)
is an autonomous administrative governmental in-
stitution within the Council of Ministers. It is re-
sponsible for training and methodological work re-
lated to the projects, coordination of projects as
well as a detailed analysis and production of mea-
sures for tackling corruption risk areas. The CPC-
COC was founded in 2010 in order to implement
the BORKOR concept. In 2011, it was registered as
an entity, after securing the organisational, finan-
cial and legal basic conditions.” It is responsible,
in partnership with a German company which sup-
ports the system’s technical development and the
project’s coordination, for implementing the BOR-
KOR principle.
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The CPCCOC identifies and describes vulnerabili-
ties to corruption (potential gateways through
which corruption penetrates society) using fo-
rensic analysis (involving about 50 methods and
techniques for analysis), and develops measures
(qualitative, measurable and mutually consistent)
for their control and eradication. Based on these
analyses, systematic solutions are offered for the
prevention of corruption - packages of coherent
measures, which are specific for the country. Fur-
ther, CPCCOC collects and registers information
from all domains sensitive to corruption, evaluates
the data and elaborates weak points of corruption
and organised crime using complex analyses. It
carries out planning and organised implementa-
tion of intervention systems promoting the appli-
cation of measures and evaluating their effects.
The CPCCOC also supports state authorities and in-
stitutions by consulting, analysing and coordinat-
ing a wide range of counter-corruption measures.

Bulgarian BORKOR project is an example of specific approach to corruption risk assessment on sys-
temic level, using big data and sophisticated software tools for data analysis and identification of
risks. Such approach can empirically reveal state capture and other forms of systemic corruption
that cannot be addressed from the viewpoint of micro-level CRA such as integrity plan. In addition,
software tools can, to some extent, exclude the risk of human factor and non- or partially objective
self-assessment. However, on the other hand, a software or systemic tools cannot address individual
risks or risks arising from specific working process etc., so it is advisable for Bulgaria to consider the
combination of the existing model with adequate individual (i.e. institution- or project-tailored)

corruption risk assessment approach.

4.2.4. CROATIA

Corruption risk assessment in Croatia is based on
the Anti-Corruption Strategy of 2008% that pro-
motes principles of self-assessment and obliges
public authorities of Croatia to consistently and
regularly assess the risk of corruption and to take
appropriate measures. Based on this strategy, the
Croatian public sector entities have their action
plans in force in which they anticipate measures
to strengthen integrity, accountability and trans-
parency in their work. Implementation of these
action plans is supervised by the Committee for
Monitoring the Implementation of Anti-Corruption
Measures consisted of high-ranking representatives
of the state, including the Minister of Justice.

92 See http://showcase-borkor.init-ag.de/index_en.html.
93 See http://borkor.government.bg/en/page/ 11.

94 Relevant documents should be available on: http://www.
anticorruption-croatia.org/component/docman/cat_view/58-
strategy?start=>5.

New Anti-corruption Strategy for the period 2015
- 2020% has been drafted and it is currently in the
public consultation process (a phase before its
adoption). As it is explicitly stated on page 3 of the
draft strategy, it is focused on the prevention of
corruption based on corruption risk identification
and suppression of other legal and institutional
shortcomings. At the same time, the draft strategy
is promoting integrity and transparency in the work
of public sector institutions and authorities and
puts special accent on accountability and respon-
sibility of high-ranking public officials. As regards
identification and mitigation of corruption risks,
the draft strategy provides for a sectoral approach
where focused preventive measures will be under-
taken to prevent different sector-specific types of
corruption.

95 Draft strategy (in Croatian language) is available on:
https://pravosudje.gov.hr/UserDocsimages/Arhiva/Root%20
Folder/Antikorupcija%20-%20Novo/Nacrt%20Strategije%20suz-
bijanja%20korupcije%202015_2020.docx.




Croatia is encouraged to make its corruption risk assessment model(s) more transparent given that
very little information is available on how those instruments work in practice. Croatia is further en-
couraged to consider possible combination of sectoral CRA anticipated in the draft Anti-Corruption
Strategy for the period 2015 - 2020 with institutional CRA approach tailored to the specific features

of individual public sector institution.

4.2.5. THE FORMER
YUGOSLAV REPUBLIC OF
MACEDONIA

In The Former Yugoslav Republic of Macedonia,
State Programme for Prevention and Repression
of Corruption and State Programme for Prevention
and Reduction of Conflict of Interests with Action
Plans for the period 2011 - 2015% recognized the
necessity of more efficient and systematized mea-
sures for prevention of corruption on the level of
public administration institutions. As a response,
the proposed draft amendments and addenda to
the Law on Prevention of Corruption contain pro-
visions organized in a new chapter - Integrity Sys-
tem, where the integrity system is defined as a
sum of all policies, standards and procedures that
are established in the institutions which also in-
clude corruption risk assessment and strategy for
risk elimination. Directions for the establishment
of this system in compliance with this law will be
adopted and provided by the State Commission for
Prevention of Corruption (according to the avail-
able data, draft amendments to this law were pre-
pared at the end of 2013, but have not been ad-
opted yet). With a system of measures in place for
prevention of corruption based on vulnerability as-
sessment and risks for corruption occurrence, the
corruption prevention in the public administration
institutions is expected to be far more effective.
As planned, the corruption risk assessment should
be mandatory for all public administration institu-
tions and concrete measures should be envisaged
for corruption prevention in each of the identified
hot spots.®”

In the meantime, the State Commission for Pre-
vention of Corruption, in cooperation with UNDP,
has undertaken the activities to implement the
project ‘Support to Strengthening the National
and Local Integrity Systems in The Former Yugo-
slav Republic of Macedonia’ within which, inter
alia, municipalities adopt the anti-corruption/in-

96 Available on: http://www.dksk.org.mk/en/images/sto-
ries/PDF/sp-11-15.pdf.

97 See http://www.dksk.org.mk/en/images/stories/ PDF/
sp-11-15.pdf, p. 68.

tegrity policies as a first step of the introduction
to the concept of integrity.

However, corruption risk assessment is not a
stranger to the system of The Former Yugoslav Re-
public of Macedonia given that it is a part of the
risk assessment that is carried out in accordance
with the Law on Public Internal Financial Control
whereby the entities of central and local govern-
ments are obliged to adopt the strategies for risk
determination. This law regulates the public in-
ternal financial control system that covers the fi-
nancial management and control, internal audit
and their harmonisation, established in compli-
ance with the international standards for internal
control and internal audit and the conditions and
manner of conducting the examination for certi-
fied internal auditor in the public sector. Financial
management and control, pursuant to this law, is
applicable to the budget users including legisla-
tive, executive and judicial authorities (central
government), funds, the municipalities and the
City of Skopje (local government). According to
the law, the head of the entity is responsible for
risk management. The strategic and annual plans
for internal audit are adopted by the head of the
internal audit unit after prior approval from the
head of the public sector entity based on the con-
ducted risk assessment. However, the institutions
obliged to conduct the risk assessment in accor-
dance with the Law on Public Internal Financial
Control are currently not equally advanced in the
process of implementation of the obligation. Law
enforcement authorities make special efforts to
promote risk assessment (including assessment
of corruptibility factors by different methodolo-
gies) considering their risk susceptibility, but the
Customs Administration of The Former Yugoslav
Republic of Macedonia provides the best practice
in this field.

In addition, the Law on Introduction of the Qual-
ity Management System and the Common Assess-
ment Framework for performance assessment and
provision of services in the state service, adopted
in 2013, prescribes compulsory introduction of at
least the basic standard ISO 9001 in the institu-
tions of state and local government as well as in all
other institutions established by the Constitution



of The Former Yugoslav Republic of Macedonia.
This law also prescribes the Common Assessment
Framework (CAF) to be implemented through in-
volvement of employees and self-assessment con-
ducted in accordance with the guidelines prepared
by the Ministry of Information Society and Admin-
istration.

As an example, in the Customs Administration of
The Former Yugoslav Republic of Macedonia, the
identification, analysis and assessment of risks is a
continuous process within the internal control sys-
tem by which the organisational elements that are
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susceptible to risks are identified to be specifically
subjected to internal control procedures. All em-
ployees of the Customs Administration are actively
involved in the process of risk identification and
assessment and they have specific obligation to re-
port corruption risks and noncompliance with laws
and regulations in the course of duties. Identifi-
cation, assessment and monitoring of corruption
risks are performed continuously by re-assessment
of internal and external factors. The basic risks
that are regularly assessed within the Customs Ad-
ministration are regulatory, reputational, financial
and operational risk.

The Former Yugoslav Republic of Macedonia has recognized the corruption risk assessment as one of
the instruments that is expected to improve corruption prevention in the public sector institutions.
It also plans to introduce the concept of the integrity system through the amendments to the Law
on Prevention of Corruption. The Former Yugoslav Republic of Macedonia is encouraged to adopt
the adequate legal basis for a nation-wide concept of integrity with the corruption risk assessment,
taking into account the existing legal and institutional framework already in place (particularly the
Law on Public Internal Financial Control). Within its practical implementation, good practices in
(corruption) risk assessment already developed in certain public sector institutions should be also

considered.

4.2.6. KOSOVO*

In Kosovo,* there is a CRA methodology developed
as part of the Anti-Corruption Strategy 2013 - 2017
endorsed by the Parliament of Kosovo* and drafted
by the Anti-Corruption Agency (KAA). The meth-
odology is general and designed to be applied for
institutions or sectoral assessments as an external
assessment tool. Corruption risk assessment was
conducted for the first time in Kosovo* in Novem-
ber 2012. The assessments were prepared for the
key sectors in Kosovo* (tax administration, health
and education sectors, local government, law en-
forcement and judiciary, urban planning and envi-
ronment). Assessment procedures were carried out
by KAA,% but the final assessment documents were
adopted by the respective institutions. The goal
of corruption risk assessments was to identify the
organizational factors (internal and external) that
may favour corrupt behaviour within specific pub-
lic policies and to formulate recommendations for
the elimination or reduction of negative effects.

In addition, UNDP Kosovo®** developed some sec-
toral CRAs in Kosovo* during 2014: one in educa-
tion, one in health and the third one is currently
being drafted for energy & environment. The CRA
methodology used for education is the one devel-
oped by the UN Global Compact.'® CRA in educa-

98 See more on http://www.akk-ks.org/?cid=2,1.
99 http://www.ks.undp.org/content/kosovo/en/home.html.

100 Available on https://www.unglobalcompact.org/docs/is-
sues_doc/Anti-Corruption/RiskAssessmentGuide.pdf.

tion was conducted jointly with UNESCO IIEP and
based on WHO’s Health Systems Building Block
Framework. The one on energy & environment,
again, is based on the UN Global Compact meth-
odology. CRAs are conducted jointly with the staff
of the Anti-Corruption Agency to strengthen their
capacities and to ensure the know-how from the
foreign experts to the KAA staff.

Based on the Action Plan for the Reform of Public
Administration, certain activities were carried out
to strengthen the capacities for integrity planning
and risk assessment, within a project supported by
the UNDP Kosovo*. The development of integrity
plans for the municipalities began in 2014. Two
municipalities have developed and endorsed their
integrity plans so far and the third municipality
is working on it. The UNDP Kosovo* has chosen to
work with the biggest municipalities in terms of
administration and population as well as the ones
that have proven to be more open/transparent and
willing to adopt internal changes to fight corrup-
tion. Integrity plans are conducted jointly with the
KAA staff and municipal leadership (the working
groups are chaired by the mayors)."

Kosovo* has also been subject to corruption and
anti-money laundering risk assessments in the

101 Integrity plan of Municipality of Pristina is available on:
http://www.ks.undp.org/content/kosovo/en/home/library/
democratic_governance/undp-saek-integrity-plan-for-munici-
pality-of-prishtina/ .




scope of the Project against Economic Crime
(PECK-Kosovo*), implemented by the Council of
Europe and funded by the European Union and the
Council of Europe. PECK is assisting the Kosovo*
authorities in their efforts to improve the compli-
ance of anti-corruption and anti-money laundering

legal framework with the European and interna-
tional standards. Recent estimate within the proj-
ect suggests that the corruption remains a serious
challenge for Kosovo.*103

In Kosovo,* some examples of corruption risk assessment (including integrity plans) can be found;
however, it seems there is quite a gap between the plans and the actual situation in the implemen-
tation of corruption risk assessment as a regular preventive tool in the public sector system. In this
regard, Kosovo2* is encouraged to take more determined and efficient steps in that direction and
to use experiences from different types of corruption risk assessments carried out by UNDP Kosovo*®
as a base for the implementation of adequate system of CRA (including integrity plans) in the entire

public sector at the state and local level.

4,2.7. MOLDOVA

Corruption risk assessment in the form of integrity
plans represents a key component of the risk man-
agement mechanism within the public entities in
the Republic of Moldova. Its purpose is to increase
institutional integrity of the public authorities. In
this regard,the Moldovan authorities initiated the
institutional corruption risk assessment'® in 2009
as one of the measures for corruption prevention
to be carried out as prescribed by the Government
through Article 7 paragraph (4) of the Law on Pre-
vention and Fight Against Corruption'®. The aim of
this measure is to identify organisational factors
that favour or can favour corruption and to make
recommendations to exclude the effects of such
risks. 103

The methodology for corruption risk assessment
was introduced by the Government Decision No.
906 of 28 July 2008 on approval of the methodology
of corruption risk assessment in public institutions,
and all central authorities of the public administra-
tion had to carry out the corruption risk assessment
of their institutions during 2008-2011 and to report
the results. With amendments to the Government
Decision, main definitions used in the corruption
risk analysis methods were confirmed, the skills

102 The information is obtained from website http://www.
coe.int/t/DGHL/cooperation/economiccrime/corrup-
tion/Projects/PECK-Kos/ PECK_default_en.asp, where
also relevant reports are available.

103 See National Report on the Progress and Prospects in Re-
pressing Corruption from 2012, available on: http://cna.md/
sites/default/files/raport_national_2012_eng.pdf.

104 Law no. 90-XVI on Prevention and Fight Against Corrup-
tion, 25 April 2008, available in Romanian on:
http://lex.justice.md/index.php?action=view&view=doc&lan
g=1&id=328131.

105 See Popa, L.P.: Prevention and the fight against corrup-
tion in Moldova, p. 144 (available on: http://www.unafei.
or.jp/english/pdf/RS_No89/No89_PA_Popa.pdf.

of the Centre for Combating Economic Crimes and
Corruption (CCECC) (now National Anti-Corruption
Centre'®) employees within the activities of evalu-
ation group were set forth and the CCECC was vest-
ed with selection of institution that should carry
out the evaluation.'’”

Corruption risk assessment process'®

In the preparatory stage, a working group (con-
sisting of the members from the institution itself
and a representative of the National Anti-corrup-
tion Centre) is set up, trainings on the conceptual
and methodological issues are organised, relevant
documents are obtained, methods and techniques
for identification, description and assessment of
corruption risks are chosen and the employees of
the institution are informed of the process and its
objective.

The methodology paper is very detailed in terms
of the skills required for the membership in the
working group and the terms of reference of the
working group.

106 See Law No. 120 of 25.05.2012 - article VII (avail-
able available in Romanian on: http://lex.justice.md/
md/343359/).

107 See Monitoring Anticorruption Policies in Central Public
Authorities in 2013, p. 9 (available on: http://www.transpar-
ency.md/en/whatwedo/publications/ 144-monitoring-anticor-
ruption-policies-in-central-public-authorities-in-2013).

108 Information obtained from the presentation of the Mol-
dovan representative at the regional workshop in Becici, Sep-
tember 2014 titled ‘Corruption Risk Assessment’ (presentation
is available on http://www.rai-see.org/news/rai-news/5106-
regional-workshop-for-validation-of-the-gmethodology-on-an-
ti-corruption-assessment-corruption-proofing-of-legislationg-
and-gmethodology-on-corruption-risk-assessmentq.html) and
from the website:
http://andreivocila.wordpress.com/2010/08/02/metodo-
logia-de-identificare-a-riscurilor-si-a-vulnerabilitatilor-la-
coruptie-in-cadrul-structurilor-ministerului-administratiei-si-
internelor/.



In the initial phase, the preconditions are evalu-
ated, including the legal framework, organisation-
al structure and ethical rules. When focusing on
evaluation of the legal framework, the vulnerable
activities are identified, both within the organisa-
tion (management of information, of financial re-
sources and goods and services) as well as those
that are external (contracting, rights granting,
collecting payments, etc.). With regard to the
evaluation of the organisational structure, organ-
isational chart, job descriptions and work process-
es are analysed.

In the second phase, the assessment itself is made
by conducting a research in order to identify risks,
followed by analysis of the risks. When conducting
the research, information needed to identify risks
is gathered on the basis of conducting a survey and
analysis of specific cases of corruption, interviews
withthe institution’s management to obtain infor-
mation on their views on corruption risks, whether
they are identified and how, and whether they are
managed properly. Such interviews are also car-
ried out in the internal audit and other control
structures. After the risks are identified and anal-
ysed, they are prioritized.

Assessment of the risks is made through their valu-
ation depending on the impact a particular risk
may have (low, medium and high) and probability
of its occurrence (rare, possible, precise). The ex-
istence of any control measures and their adequa-
cy are also taken into account. The risks are clas-
sified into three groups: high, medium and low.
This allows ranking of the risks according to the
priority of intervention. High risks require mitiga-
tion, medium risks either monitoring or mitigation
and minor risks toleration.

In the third phase,the risk control measures have
to be designed in order to eliminate, mitigate or
monitor the likelihood of risk materialization, the
impact the risk may have or both. Recommenda-
tions on how to manage corruption risks are be-
ing developed (risk assessment report) and imple-
mented (integrity plan).

All stages of risk management process (identifica-
tion of risks, their description, evaluation and con-
trol measures) are registered in the corruption risk
register. The register has to be easily accessible to
the management and supervisory bodies or other
authorities, who may legally access the data and
information therein.

At a later stage, corruption risks are being reas-
sessed in order to reflect the actual situation.
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The role of the National Anti-Corrup-

tion Centre

The role of the National Anti-Corruption Centre is
to ensure the conduct of the corruption risk as-
sessment within the public authorities and institu-
tions through training and consultation, monitor-
ing and analysis of the data on the corruption risk
assessment and to coordinate the development
and implementation of the integrity plans.'®The
National Anti-Corruption Centre trains the man-
agement personnel and provides support at the
meetings of evaluation groups. On the other hand,
it monitors risk assessment activity of an institu-
tion, provides recommendations and coordinated
development and execution of an integrity plan
within a certain institution.?

Monitoring the applicability of the
methodology

In order to verify whether the methodology is
applicable, a monitoring process is carried out
through questions to the public entities. The ques-
tions focus on whether the provisions of the law
are explicit, applicable or whether the legislation
requires improvement.

Lessons learned on developing and
implementing corruption risk assess-

ment

The officials involved in these activities were par-
tially trained concerning corruption risk assess-
ment. They lacked the practical experience and
the theoretical knowledge when it came to the
National Anti-Corruption Centre experts. Further-
more, the superficial attitude of the persons from
the public authorities responsible for the activity
was noted, which determined stagnation in its ef-
fective implementation.

The activity of the institutional corruption risk
assessment was recognised as an important tool
to prevent this scourge; however, the conducted
activity had not yielded expected result. The de-
velopment of the integrity plans by the authorities
without supervision and the lack of the logical end
of their implementation had led, in some cases, to
the inclusion of some misleading data. As a conse-
quence, the corruption risk self-assessment would

109 See National Report on the Progress and Prospects in
Repressing Corruption (2012), p. 20 (available on: http://cna.
md/sites/default/files/raport_national_2012_eng.pdf).

110 See website http://www.anticorruption-moldova.org/
anti-corruption-bodies.

111 See National Report on the Progress and Prospects in
Repressing Corruption (2012), p. 20 (available on:
http://cna.md/sites/default/ files/ raport_national_2012_
eng.pdf).




not have continuity, but would turn into reporting
at a given moment in time, being carried out in a
superficial way.

As mentioned above, due to the identified deficien-
cies, the Moldovan authorities expanded the juris-
diction of the National Anti-Corruption Centre' to

include monitoring and analysis of data obtained
in the corruption risk assessment and coordination
of the development and implementation of the in-
tegrity plans. The amendment should provide for
elimination of the encountered deficiencies in or-
der to obtain qualitative results during the assess-
ment and afterwards.

Moldova developed rather advanced model and methodology for integrity plans. Once the practical
experiences revealed that self-assessment without proper monitoring or even supervision created
a risk for CRA to become a superficial activity, the issue was properly addressed by strengthening
the role of the National Anti-Corruption Centre. Given the serious and dedicated approach to CRA,
Moldova is well on the road to make full benefit of integrity plan model and to set standards of best
practice in this field. In this regard, Moldova is encouraged to continue identifying eventual short-
comings and to make improvements of the existing model.

4.2.8. MONTENEGRO

In Montenegro, integrity plans have been intro-
duced as the main corruption risk assessment
tool'3. As regards the legal basis for the introduc-
tion of the integrity plans, Article 68 of the amend-
ed Law on Civil Servants and State Employees from
July 2011provides for the obligation of the Monte-
negrin public administration to adopt an integrity
plan, the obligation of the administration author-
ity in charge of the anti-corruption activities to
prepare guidelines and the obligation of the enti-
ties to determine a civil servant responsible for
preparing and implementing the integrity plan.
Accordingly, the Directorate for Anti-Corruption
Initiative of the Ministry of Justice adopted the
Guidelines for the preparation of integrity plans.

The Directorate for the Anti-Corruption Initiative
(DACI) is a supervisory body for development,
adoption and implementation of integrity plans.
Its role is consultative and educational as it pro-
vides:

guidance regarding adoption of guidelines for
developing integrity plans;

consulting and assistance in preparation of in-
tegrity plans; and

training and teaching the responsible persons
on the creation and implementation of integrity
plans.

112 This was done at the end of 2012, with amendments to
the Law No. 1104/2002 - see the National Report as cited
under previous footnote, p. 20.

113 Information for this subchapter has been obtained from
the website of Directorate for Anti-Corruption Initiative of
Montenegro, http://antikorupcija.me/en, where also more
data on the Montenegrin system of integrity plans is available.

Integrity plan is seen as an internal and anti-cor-
ruption preventive measure as well as an institu-
tion’s internal anti-corruption document which
contains a set of measures of legal and practical
nature. It is aimed at preventing and eliminating
the possibility of occurrence and development of
different forms of corrupt behaviour within the
authority as a whole, certain departments and
individual positions. It comes as a result of self-
assessment of the exposure of an authority to the
risks of occurrence and development of corrup-
tion, illegal lobbying, conflict of interest and ethi-
cally and professionally unacceptable behaviour.

Integrity plans are adaptable to the specifici-
ties of different institutions and thus increase
effectiveness in achieving the objectives of the
anti-corruption policy.The integrity plan does not
determine whether there is corruption but rather
focuses on specific practices within certain institu-
tions that might compromise the capacity of that
institution to perform its function in an impartial
and responsible manner. Objectives of the adop-
tion of the integrity plan are therefore establish-
ment and improvement of the integrity of the
institution (individual integrity, professionalism,
ethics, institutional integrity and compliance,
as well as how to act in accordance with moral
values). Purpose of the integrity plan is raising
awareness of the institution itself on:

weaknesses of the organization’s work process-
€s;

the necessity to eliminate them;

means for their elimination.

Furthermore, capacity of the organisation is im-
proved to protect itself from possible impact of
corruption on the performance of its primary and
secondary activities.



To start development process, an integrity officer
and a working group for the preparation of integ-
rity plan are appointed. Members have to have
knowledge and skills as well as enjoy reputation
and trust among the employees. Integrity plan de-
velopment process includes several phases:

Phase 1: Obtaining initial information

Overview and analysis of legal framework
All legal documents forming the legal
framework of the institution have to be
listed: acts, regulations, decrees, deci-
sions, internal acts, strategies and action
plans, etc.

Overview of institution’s organizational structure
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Overview and analysis of human resources

In includes overview of the staff’s qualifi-
cations, overview of the staff’s practical
knowledge, analysis of the employees’ be-
haviour in stress situations, relationships
with other colleagues (behavioural fac-
tors) and analysis of management of hu-
man resources.

Phase 2: Assessment of existing risks and estab-
lishing systemic risk factors

Methods used are questionnaires, surveys, work-
shops/focus groups. In the implementation anal-
ysis, the focus is on the work of the institution,
decisions annulled by a number of instances, judi-

cial decisions, internal and external audit reports,
reports on inter-institutional cooperation, etc.

This overview includes initial overview of
the institution’s structure (systematiza-
tion of work places), of short-term and
long-term development strategy, of yearly
work plans and of its financial documents.

Initial risk factors are being divided into three
groups: regulatory, organisational and staff-
related.

Inadequate and uncoordinated laws/ by laws relating to the operation and fulfilment of institu-
tion’s competences.

Lack of work procedures and treatment in certain work processes (lack of guidelines, rules, in-
structions).

Inefficient administrative supervision over the implementation of legislation, other measures and
conclusions.

Variations in the implementation of development strategies institutions, other measures, estab-
lished programs and work plans.

The lack of clear regulations for the use of discretion, lack of control or limitation of discretion of
managers.

The regulations do not provide for sanctions for violators or those who do not implement it fully,
or regulations are not being implemented (gifts, services, sponsorships, lobbying).

Weak inter-institutional relations and cooperation.

® O O o o o @

Inadequate and inefficient organizational structure of the institution.
Officials are kept too long working in specific field(no rotation system applied).
Lack of or insufficient unannounced internal control carried out by the senior staff.

Lack of budget, and adequate as well as transparent rewarding of employees based on work per-
formance.

AR




& Inexistent strategy of human resource management, and inexistent short-term and long-term pro-
jections of the staff needed in order to provide needed training and conditions to keep them in
the institution.

© Inadequate and incomplete training of officials and managers on issues related to ethics and integ-
rity/respect of a code of ethics.

© The lack of adequate risk analysis of work places and work processes regarding their exposure to
corruption and other unacceptable practices.

& Officials involved in certain processes do not have sufficient knowledge and/or experience; do not
show enough professionalism in the implementation process; are not motivated enough; have a
low level of integrity; lack of staff in order to carry out processes in a quality manner.

& The quality and outcome of institutional work in particularly sensitive areas are not checked and/
or evaluated; there are no objective criteria for assessing performance and/or are not sufficiently
developed; no control mechanisms of performance/or are not applied.

< No monitoring of income, assets and lifestyle of officials working in areas particularly exposed to
risks.

< No monitoring of potential conflicts of interest situations regarding employees in relation to the

nature of their work.

Every institution has to include in its integrity plan
at least two out of four mandatory risks areas:

governance and management of institution and
the effective application of regulations related
to the institution’s competences;

human resources policy, ethical and professional
conduct of the employees;

planning and management of finances;
storage and security of data and documentation.

Phase 3: Planning measures to raise integrity
level

Proposed measures of a legal and practical nature
(may be related to norms, organization or employ-
ees) which prevent, reduce and ultimately elimi-
nate the risks of occurrence and development of
negative phenomena are inserted in the integrity
plan.

Employees are presented with the established risk
factors compromising integrity and proposed mea-
sures to improve the integrity. Comments on pro-
posed measures are being collected (optional).
Special attention must be given to:

other existing systems for internal controls, au-
diting and other systemic tools which have been
already introduced in the institution in order to
secure harmonisation = integrity plan has to be
prepared in such a way to allow integration with
those tools and does not impose additional ad-
ministrative burden and costs.

national anti-corruption policy, strategies and
action plans in order to secure the integration
among them and allows inter-institutional coop-
eration = to achieve a unique system of national
integrity and

the need to synchronize the national system of
integrity and integrity plan of an institution with
international standards at the EU level (relevant
for the EU accession process).

An integral part of the integrity plan form is a risk
register, which is used for entering data on the
most significant risks, broken down into certain ar-
eas of risk, scope of risk and work processes.

The above corruption risk assessment phases were
done through analysis of available reports and
structured consultations with relevant stakehold-
ers as well as integration of the data into a single
risk assessment document with recommendations.
Methods used were questionnaires, surveys, focus
groups, analysis, etc.

In Montenegro’s experience, the benefits of the
integrity plan are as follows:

identified weaknesses in the work processes of
an institution;

established mechanisms and measures for their
elimination;

increased capacity of the institution to protect
itself from possible corruption impact;

personal and professional integrity and ethical
values of the head of an institution and the em-
ployees;

efficient management of the institution;
achieved mission and objectives in a clear and
straightforward manner;

increased accountability and competency of the
employees.



Additionally, in 2011, corruption risk assessment
was envisaged to be carried out for special risk
areas/sector (privatisation process, public pro-
curement, urban planning, local governance, edu-
cation and health) as identified by the Strategy for
the Fight against Corruption and Organised Crime
(2010-2014). The objective was to develop cor-
ruption risk assessment methodology, to use find-
ings and recommendations for the improvement of
strategic documents and, if successful, to apply
it to other areas.' In order to prepare strategic
documents, corruption risk assessment was car-
ried out using the following steps:

at the initial stage, preconditions for risks to
occur were assessed, taking into account exter-
nal factors such as legal, institutional, strategic
framework, human resource policy, etc;
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then the risk phenomena were assessed, focus-
ing on internal factors such as institutional cul-
ture, transparency, good governance, account-
ability, etc.;

on the basis of findings from both activities,
recommendations for elimination or mitigation
of risks were prepared, followed by strategic
goals and measures being formulated (national
and sector strategies, APs, indicators);

at the end of every strategic cycle, performance
evaluation of strategic goals and measures was
made and the risks were re-assessed;

based on that, a new strategic cycle was car-
ried out.

Montenegro is in the phase of implementation of the system of integrity plans into the practice of
Montenegrin public sector institutions. Integrity plans are well developed in theory (and very trans-
parent); however, Montenegro is advised to monitor closely the practical implementation of this CRA
model and to make further improvements based on the indentified issues.

4.2.9. ROMANIA

The Anti-corruption General Directorate (AGD)
within the Ministry of Internal Affairs of Romania
(MIA), as an institution responsible for preventing
and combating internal corruption, developed a
specific Methodology for corruption risks manage-
ment'" with the aim of improving the analysis ca-
pacity and the response to the corruption risks in
the MIA structures activity.

The methodology was based on the fact that the
presence of corruption could not be attributed
only to certain situations or individual cases, with-
out analysing the entire professional and institu-

114 The information is obtained from the presentation ‘Cor-
ruption Risk Assessment - Lessons Learnt: Montenegro’ held

at the Regional Workshop in Becici on 10 September 2014
(presentation is available on http://www.rai-see.org/
news/rai-news/5106-regional-workshop-for-validation-
of-the-gmethodology-on-anti-corruption-assessment-
corruption-proofing-of-legislationg-and-gmethodology-
on-corruption-risk-assessmentq.html).

115 The information on the methodology presented in this chap-
ter is obtained from the presentation provided at the workshop
in Becici on 10 September 2014 titled ‘Corruption Risk Analy-
sis within Romanian Ministry of Internal Affairs’ (presentation
is available on http://www.rai-see.org/news/rai-news/5106-
regional-workshop-for-validation-of-the-gmethodology-on-an-
ti-corruption-assessment-corruption-proofing-of-legislationg-
and-gmethodology-on-corruption-risk-assessmentq.html) and
from the written contribution of Romania for the purpose of this
document (e-mail of Mr. Mihai Barlici from 17 February 2015).

tional context that caused or created a favourable
environment for achieving personal gain by violat-
ing legal duties and rules. The methodology intro-
duced new instruments to identify all activities
that presented the interest sources for third par-
ties and to evaluate a set of benchmarks aimed at
specific organizational culture, the organizational
method of the public service and the presence of
more or less clear procedures including the con-
sistency/formalism of presenting certain control
measures.

Adopted in 2010 and revised in 2013, the meth-
odology regarding the management of corruption
risks within the MIA structures involved a sys-
tematic effort coordinated by the AGD in order
to estimate the vulnerability of defence against
corruption (incorporated in the structure, proce-
dures, rules and regulations of the institution) and
to identify, assess and rank the corruption risks
specific to the area of activity, all with the aim of
developing and implementing specific prevention/
control measures, i.e. monitoring their effects on
the possibility to materialize the corruption risks
and also on their impact.

The specific activities in implementing the meth-
odology at the MIA level began in 2010, leading
to a variety of data that have been gathered, as-
sessed and standardized, so that a thorough and
pragmatic analysis could be performed regarding
the corruption risks within each ministry institu-




tion, both in the general areas of activity (human
resources, logistics, financialaccounting, etc.) and
in the specific areas (police, border police, gen-
darmerie, etc.).

According to the methodology, corruption risks
management represents all processes aimed at the
identification, the description, the assessment and
the ranking of institutional and individual factors
that favour or determine acts of corruption, the
elaboration and the implementation of the neces-
sary measures to prevent their occurrence and to
limitat their effects.The methodology was, there-
fore, applied with the purpose of adopting preven-
tion and/or control measures (at the level of all
MIA structures) adapted to the causes that deter-
mined the possibility for corruption acts to occur.
The corruption risks management activities envis-
age the following objectives:

a) promoting the integrity, the institutional trans-
parency and a good progress of the specific ac-
tivities,

b) setting of the intervention priorities in the cor-
ruption prevention domain, and

¢) assuming of responsibility by the leading staff
regarding the implementation of corruption
risks prevention / control measures.

The administrators of the MIA structures have the
obligation to ensure the methodology implementa-
tion and to apply prevention / control measures
aimed at limiting the exposure of the staff to cor-
ruption risks. In order to implement the methodol-
ogy, the AGD is cooperating at central and local
level with the MIA departments. At the level of MIA
structures, the AGD ensures monitoring, coordina-
tion and assessment of the methodology imple-
mentation stage and of the corruption prevention
/ control measures, based on the data and infor-
mation submitted by the MIA structures or on the
monitoring and reassessment reports.

In order to implement the activities provided by
the corruption risks management, the heads of
the MIA structures dispose of the establishment
of corruption prevention working groups (Groups)
and integrity advisors. The Groups’ composition is
established according to the organizational dimen-
sion and characteristics of the MIA structures, tak-
ing into account the following types of functions:

a) head of the Group, represented by the leader
of the structure or by an assistant/deputy as-
signed by him or her,

b) members of the Group, represented by the
leading staff or by the persons assigned by
them, from the main departments, services,
offices or alike,

c) head / representative of the control or staff
structures who has control attributions,

d) head / representative of the human resources
management, and

e) a secretary of the Group, represented by the
integrity advisor.

The process is based on continuous improvement,
with the possibility of being repeated under the
conditions of introducing some modified or addi-
tional corruption risks identification and assess-
ment criteria. The stages of the methodology are
the following:

1. identification and description of the risks:
this stage includes highlighting the corruption
threats (the potential corruption situations)
that may appear within the current activities
of the MIA structures, as well as the vulner-
abilities /causes that determine them. Several
stages were developed in order to identify and
describe corruption threats, and the proce-
dures for describing the causes associated to
any corruption threat were established;

2. risks assessment: the risks are being assessed,
taking into account the probability of their
materialization, their impact, efficiency of the
measures in place for preventing or mitigating
the corruption risks and the assessment of risk
exposure. An important step is also to classify
and rank the risks according to the priority of
intervention. Different scales are prepared to
assist the members of the Group in this task;

3. determination (planning) of control measures:
this step involves different risk control strate-
gies resulting in elimination/avoidance of cor-
ruption risks, treating them or transferring or
accepting them. The strategy undertaken de-
pends on whether the risks can be controlled
or not. If the risks can be controlled, differ-
ent control measures are being used such as-
reprogramming of the existing activities (i.e.
rotation of duties), training of staff, setting up
internal control (new bodies or instruments) or
developing manager’s skills that allow them to
respond to the risks and to notify the respon-
sible bodies;

4. monitoring and periodic re-assessment: this
step involves i) monitoring and revision of cor-
ruption risksperformed by the MIA structures
on an annual basis, respectively by the AGD,
with the purpose of ensuring the efficiency of
the corruption risks management process and
formulating prevention/control measures rec-
ommendations, ii) re-assessment of corruption
risks (when the recurrence of some corruption
manifestation forms is observed at the level of
MIA structures, the AGD can perform re-assess-
ment mission with the purpose of identifying
eventualmalfunctions regarding the manage-
ment of corruption risks and of formulation of



some prevention/control measures recommen-
dations in the assessed field of activity) and iii)
reaction to integrity incidents (in order to im-
prove the activity of the corruption risk man-
agement, the measures adopted to prevent
the occurrence of corruption acts are assessed
at the level of MIA structures. On the basis of
the information transmitted by the MIA struc-
tures, the AGD plans and makes assessment
visits aimed atidentifying the individual or or-
ganizational factors that favoured the occur-
rence of the integrity incidents and examin-
ing the modality in which the management of
corruption risks was performed within the MIA
structures; conclusions and recommendations
related to the prevention/control measures in
the assessed activity field are presented).

Although presented as independent activities, the
stages are, in practice, in a close interaction, im-
plying the activities and concepts that contain the
entire corruption risks management process. In
each stage of the process, but also during the en-
tire period of its progress, adequate communica-
tion and access mechanisms must exist and func-
tion, both within the institution and between the
institution and the external environment.

All steps are being registered and presented in a
Corruption Risk Registry.Based on the Methodology
of corruption risks management, the AGD devel-
oped an IT application, within the project HOME/
ISEC/AG/FINEC/4000002185 - Improving MIA ca-
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pacity to identify and diminish corruption risks
and vulnerabilities through IT solutions,that al-
lowed the implementation of all the products re-
sulting from the application of the methodology at
the MIA level in the information system.

The MIA AGD approach was evaluated by the Euro-
pean Commission within the Cooperation and Veri-
fication Mechanism, and by the independent audi-
tors who performed the evaluation of the national
anticorruption strategies implemented at the na-
tional level during 2005-2010. The audit report
considered the methodology as a good practice in
the field of the corruption prevention and it pro-
posed its testing and implementation at the level
of other public institution.

Consequently, the AGD initiated, in collaboration
with the technical Secretary of SNA, implementa-
tion of the methodology in other four public in-
stitutions: the Ministry of Health, the Ministry of
National Education, the Ministry of Justice - The
National Administration of Prisons, and the Min-
istry of Finance - The National Agency for Fiscal
Administration. At the same time, the AGD con-
sulted the specialists of the mentioned institutions
in order to plan the training activities and to es-
tablish the type of regulation and the content for
the implementation of the methodology provided
by the AGD.

Romania is encouraged to continue with the project of adapting the corruption risk assessment
methodology developed by the Ministry of Internal Affairs for the use in other ministries and public
sector institutions and to develop additional mechanisms for corruption risk assessment that would
also address the integrity issues (integrity risk assessment).

4.2.10. SERBIA

Serbia adopted the integrity plan as a major cor-
ruption risk assessment tool."lt is understood as
a preventive anti-corruption measure. It is a docu-
ment created as the result of a self-appraisal of
the risks the institution may be exposed to in rela-
tion to the incidence and development of corrup-
tion and the risks of unethical and professionally
unacceptable behaviour. It constitutes a group

116 Information for this subchapter is based on the website

of the Agency for Fight against Corruption of the Republic of
Serbia, http://www.acas.rs, where more data on the Serbian
system of integrity plans is available.

of legal and practical measures planned and un-
dertaken in order to eliminate corruption and to
prevent opportunities for it within an organization
(work or activity) as a whole, individual organiza-
tional units/parts and work places.

Objectives of the integrity plans are as follows:

reinforce the integrity of an institution, includ-
ing individual honesty, professionalism, ethical
behaviour, institutional entirety as well as act-
ing in accordance with moral values. Strength-
ening of the institution’s integrity will mitigate
the risk of official powers being exercised con-
trary to the objectives of the institution, thus
contributing to the improvements in the insti-




tution’s quality of operation and, consequently,
enhancing public trust in their work, raise the
awareness of officials and employees about the
damage caused by corruption, with the idea of
achieving ‘zero tolerance for corruption’.

However, it is not the purpose of the integrity plan
to resolve individual cases of corruption, but rath-
er to establish the mechanisms that will preclude
and eliminate the circumstances that give rise to
corruption practices, unethical and unprofessional
behaviour in all the operational areas of the insti-
tution.

The obligation to prepare and implement the in-
tegrity plan is set by the Anti-Corruption Agency
Act (Articles 1, 5 and 58 through 61).The Anti-Cor-
ruption Act also defines the entities obliged to pre-
pare and implement integrity plans, the content of
integrity plans and the role of the Anti-Corruption
Agency. The integrity plans of all legally obliged
entities should have been adopted by December
2012. The entities obliged to develop and adopt
integrity plans are the following:

governmental bodies and organizations,

authorities of the territorial autonomy and local
self-government authorities,

public services, and
public enterprises.

Integrity plans are developed on the basis of the
Guidelines for the Development and Implementa-
tion of the Integrity Plans (hereinafter: Guidelines)
which were developed by the Anti-Corruption
Agency in October 2010. The Guidelines define
the following: the structure of the integrity plan,
method of its development per phase, implemen-
tation of various tasks, timelines for the develop-
ment, method of monitoring and implementation
of the integrity plan.

Development of integrity plan went through differ-
ent phases. In the period from December 2010 to
September 2011, the development of draft integ-
rity plans was adjusted to various types of insti-
tutions, divided into 14 systems(political system,
the judiciary and law enforcement, public admin-
istration and local self-government, defence, fi-
nance, system of economy and agriculture, social
welfare system, healthcare system, education and
science, culture and sports, environment and infra-
structure, personal data protection, human rights
and public interest system and public companies).

Draft integrity plans were developed through two
processes: 1) based on the data and information,
proposals and suggestions submitted to the Agency
by the working groups members, and 2) based on
the data analysis as the result of a research survey

for verification and as a supplement to the draft
integrity plans.

For the purpose of development process, 14 work-
ing groups (one per each system) were set up, in-
cluding 109 members from various state authori-
ties. The members had to be familiar with the
competences and functioning of their institutions.
They first assessed the areas and processes most
prone to corruption and other irregularities risks.
Subsequently, the risks were defined and adequate
improvement preventive measures and measures
for their elimination identified.

Further, in September and October 2011, a survey
was conducted in the institutions which did not
participate in the working groups in order to verify
the risks identified, the suggested improvement
measures with respect to the assessment of their
success and feasibility and to identify additional
risks and new improvement measures.

As a result, 69 draft integrity plans were devel-
oped, applicable to all 14 systems.Each draft in-
tegrity plan addresses the areas that are most
prone to corruption and other irregularities:

common areas (management of the institution,
of finance, of public procurement, of human re-
sources, documentation management and secu-
rity),

ethics and personal integrity areas(conflict of in-
terest, acceptance of gifts, effective reaction to
the reported cases of corruption, unethical and
professionally unacceptable behaviour and pro-
tection of whistle-blowers voicing concerns over
cases of corruption, unethical and professionally
unacceptable behaviour), and

specific areas (connected to specific compe-
tences of an institution, i.e. system of local self-
government- area/competences: construction
and town-planning affairs); the specific areas
are stipulated in the draft integrity plans only
for the institutions for which data had been ob-
tained from the members of the working groups
or from the survey carried out.

All 4483 public entities received access (user names
and passwords) to a software application for de-
velopment of the integrity plans developed by the
Anti-Corruption Agency'"”.Based on the draft integ-
rity plans developed in such a manner, each insti-
tution carried out its own self-assessment related

117 Information provided in the presentation by Mirjana
Obradovic titled ‘Implementation of CRA - Lessons learnt in
Serbia’ at the Regional Workshop in Becici on 10 September
2014 (the presentation is available on http://www.rai-see.
org/news/rai-news/5106-regional-workshop-for-validation-of-
the-gmethodology-on-anti-corruption-assessment-corruption-
proofing-of-legislationg-and-gmethodology-on-corruption-
risk-assessmentq.html)



to all the mentioned areas and processes with the
aim of establishing whether the risks related to
the statutes and human resources exist or not, i.e.
whether the identified risks occur or might occur
and thus jeopardise the integrity of the institution.

Preparation and adoption of the integrity plans
within the institutions went through three phases.

In preparatory phase, head of an organization ap-
pointed a working group (5-7 members) for the de-
velopment of the integrity plan. The working group
had its coordinator. Minutes of each meeting were
kept. In the preparatory phase, the employees
were informed of the definition, objective, impor-
tance and the method of developing the integrity
plan (methods used were: all-staff meetings, post-
ing a notification, sending e-mail, sectoral meet-
ings).

The purpose of the risk assessment phase (i.e.
phase of assessment and appraisal of the current
state), that followedwas to collect clear, precise
and quantified responses to the risks that the given
process may be exposed to and to ensure a higher
level of validity and reliability of data and informa-
tion within the normative framework, human re-
sources and processes in practice.Through assess-
ment and evaluation of the working processes and
relationships in the institution’s fields of work,the
risks and improvement measures were identified
(both from the draft integrity plan as well as addi-
tional areas related to the institution’s competenc-
es exposed to risk).Assessment and appraisal of the
current state of risks done by employees and the
appointed working group - statements on function-
ing and organization of institution were measured
by an extended Likert- type scale.

In the final phase, a plan of measures for integ-
rity improvements was prepared with the proposal
of the measures for improvement of integrity of
an institution and/or elimination of the identified
risks. Subsequently, the head adopted the devel-
oped integrity plan, dissolved the working group
and appointed a person responsible for monitoring
of the implementation of the planned measures.
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The Anti-Corruption Agency is a supervisory body
for the development, adoption and implementa-
tion of the integrity plans. It monitors and super-
vises the drafting of the integrity plans in the in-
stitutions (the existence of the integrity plan, its
quality and the extent to which its improvement
measures have been implemented). Furthermore,
it measures the achieved results, analyzes them
and evaluates the degree of integrity within a sys-
tem. Public entities are obliged to submit their
reports on the implementation of the integrity
plan at the request of the Anti-Corruption Agency
within 15 days.

LESSONS LEARNED IN DEVELOPMENT AND
IMPLEMENTATION OF INTEGRITY PLANS

The Anti-Corruption Agency reported that 2121
public entities had developed theirintegrity plans
(out of 4483) by the end of March 2013. From Janu-
ary to September 2014, the Anti-Corruption Agen-
cy visited 41 public entities in order to assess the
quality of risk self-assessment and integrity plans.

Most obstacles that hinder the successful devel-
opment and implementation of the integrity plans
are connected to the lack of sanctions for failure
to carry out the tasks. In addition, fewer enti-
ties were engaged in the process in the sectors
where ministries were not actively engaged and
invitedthem to join the process of developing the
integrity plans. Regular assistance of the Anti-Cor-
ruption Agency to those developing the integrity
plans increased the number of entities involved
in the process. The quality of self-assessment de-
pended on the support from the head of the entity
as well as on knowledge and skills of the employ-
ees managing the process. Better integrity plans
were developed by those entities that had already
introduced ISO standards and other internal con-
trol mechanisms. It was also the case with the
integrity plans developed by those entities which
had received external assistance (from NGOs, in-
ternational organisations, experts, etc.). The pro-
cess of self-assessment always entails a risk of not
being objective.'®

Serbia has already managed to identify some important obstacles and the issues in the integrity
plans implementation. The Serbian system of integrity plans is well outlined; however, Serbia is en-
couraged to properly address the identified issues (including the sanctions for noncompliance with
the obligation to implement the quality integrity plan) and to strengthen the capacity of its Anti-
Corruption Agency given that it is the crucial institution for the success of the selected corruption

risk assessment approach.

118 Ibidem.




5. CORRUPTION RISK
ASSESSMENT METHODOLOGY:
PART | - POSSIBLE APPROACHES

As explained, there cannot be a ‘one size fits all’ ap-
proach to corruption risk assessment for many rea-
sons. The strategies, approaches and toolsmay be
different, but the ultimate goal of any corruption
risk assessment, be it systemic, practical,general
or individual,should be the same, i.e.:

1. identification of concrete and factual short-
comings and vulnerabilities that mean or
can cause corruption or integrity risk(s) and

2. clear and efficientmeasures to cope, miti-
gate or - if possible - eliminate identified
sources/risks for wrongdoings and unethical
behaviour in the institution, process, sec-
tor, project.

THEREFORE, THE CONTENT IN
CORRUPTION RISK ASSESSMENT IS MORE
IMPORTANT THAN THE FORM.

In this chapter, the question whether CRA should
be self-, internal-, external- or mixed assessment
is first discussed, and then the three different ap-
proaches to corruption risk assessment are pre-
sented: integrity plan, sectoral CRA and targeted
(ad hoc) CRA. They do not substituteeach other
but rather refer to the similar circumstances and
issues in different environments or segments (as a
kind of ‘trefoil’). The basic difference among the
three is therefore in the perspective:

integrity plan is a type of institutional CRA and
it is focused on specific processes in certain
public sector institution as a whole,

sectoral CRA is based more on the systemic
characteristics and the position of certain sec-
tor, and

ad hoc CRA targets a particular project, depart-
ment, working process, policy, etc.

Consequently, they can be combined or even
merged or immersed one into another on a sys-
temic level. It is a free choice of the country
as to which approach(es) or tool(s) to adopt,
taking into account specific circumstances of its
public sector environment.

However, it has to be emphasised, already on a
general level, that it is important for the suc-
cessful implementation or adoption of any kind of

Integrity without
knowledge is weak and
useless, and knowledge

without integrity

is dangerous and

dreadful.

(Samuel Johnson)

corruption risk assessment to determine whether
certain preconditions exist. If not, they should
be created (or improved if they exist but are not
sufficient).Otherwise, it is very likely that corrup-
tion risk assessment will not be efficient and will
not play its role in anti-corruption and efficient
strengthening of the integrity efforts. These pre-
conditions include:"*

the basic legal framework needed to fight cor-
ruption and strengthen integrity (such as effec-
tive criminal and civil codes, conflict of interest
laws, meritocratic hiring rules, freedom of in-
formation laws, asset disclosure rules, codes of
conduct, and whistleblower protection),

effective law enforcement and prosecution,
independent and efficient control, supervision,
audit or oversight institutions,

accountable and transparent public finance pro-
cesses, and

independent media and active non-governmen-

tal advocacy and oversight of public sector op-
erations.

After presentation of different possible approach-
es, some additional issues regarding corruption

119 See USAID Tools for Assessing Corruption & Integrity in In-
stitutions: a Handbook, p. 17 (available on: http://pdf.usaid.
gov/pdf_docs/PNADF529.pdf)



risk assessment are addressed (short and straight).
Then, in the next chapter,a general framework
methodology that can be adapted to all approach-
es in question is developed. Every country should
encourage its public sector institutions and their
experts respectively to be as proactive as possible
in terms of corruption risk assessment, and up-
grade, extent, adapt or tailor the CRA and frame-
work methodology in a way to consider special
characteristics and address particular needs of the
individual institution, sector, project or process.
Only in this case it is reasonable to expect that any
of the presented approacheswould actually work
in practice.

5.1. SELF- ASSESSMENT
VS. EXTERNAL
ASSESSMENT

The question whether it is better to use self-as-
sessmentor external assessment approach usually
refers to institutional CRAs such as integrity plans.
However, the same issues and dilemmas can occur
in sectoral or targeted CRA approach as well. Self-
assessment CRA is conducted internally within the
organisation, sector, by project group etc., while
an external CRA is conducted by evaluators outside
the particular institution, sector, project, etc.

Assessment methodologies, as a rule, don’t sub-
stantially differ in external and internal (or self-
assessment). The goals and phases of assessment
are essentially the same; however,the sources on
which assessment is based are usually a bit dif-
ferent. Self-assessment approach is based mostly
on reviewing and assessing internal documents,
sources and evidence, such as policies and pro-
cedures, statistical data, feedback from users,
evaluation reports, when available, on public of-
ficial interviews etc. that are logically estimated
through ‘internal eyes’. External assessment is
conducted by outside experts, i.e. from another
agency or competent authority, that review specif-
ic public sector institution, sector, project or pro-
cess in terms of corruption risks. External experts
can base their assessment on available documen-
tation, information and data provided by subject
under assessment, can do on-site visits and even
use questionnaires and interviews with public of-
ficials. Although there is an element of self-assess-
ment involved in external CRA in a concrete case,
major impression will still be based on the look
through ‘external eyes.’
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In relation to external assessment, it has to be em-
phasized that it does not include an outsourced
corruption risk assessment when e.g. public sec-
tor institution hires a private company to prepare
‘self‘-assessment of the institution (in Slovenia,
for example, CPC strongly advises against out-
sourcing the development of an integrity plan of
a particular public sector institution to a private
sector company offering services of developing
integrity plans. It is the CPC’s opinion that such
practice diminishes the main purpose the legis-
lator pursued by introducing integrity plans, i.e.
to force the organisations themselves to become
familiar with the vulnerabilities, integrity short-
comings and corruption risks they are facing and
to subsequently develop and strengthen integrity
of both the employees as well as the institution
itself'20),

120 See https://www.kpk-rs.si/sl/preventiva-in-nacrt-integ-
ritete/nacrti-integritete/izdelava-nacrta-integritete.




Here are some major pros and cons of self- and external assessment:

tailored assessment process based on
‘insider’ knowledge of internal envi-
ronment and working processes

danger of being merely a check-list or
of poor quality
possible absence of sufficient commit-

Self-assessment

learning and development process

can help develop confidence of public
officials in what they are doing well,

ment of superior and/or staff,

lack of sufficient knowledge or/and
experience for implementation of as-
sessment,

conducted with internal resources

potentially broader scope of assess-

ment

expert knowledge and experiences in

assessment methodolo
External CRA gy

independent and objective assess-

ment

less time consuming for the subject

under assessment

Pros and cons of self-assessment and external
assessment are rather balanced, so it is not pos-
sible, in general, to tip the scale in favour of
any of it. However, there is also a third (in fact
mixed / middle) option: self-assessment with
independent validation or/and supervision. All
basic deficiencies of self-assessment should be
mitigated or eliminated when the process and re-
sults of self-assessment have to be validated or/
and are supervised by an outside authority. In this
case, it is reasonable to expect a higher inter-
nal resource commitment. On the other side, all
positive features of self-assessment are kept. The
crucial question is who should be entrusted with
such independent validation or/and supervision.
The best option is an independent anti-corruption
agency, integrity commission or similar special-
ized institution. There are other options, such as
a specialized department ofanother, sufficiently
independent, authority that has competences and
experiences in the field of risk assessment, special
ministry office for the institutions or projects op-
erating within this ministry, etc.The next crucial
element in such system is to provide the compe-
tent validation and/or supervisory authority with
sufficient resources in terms of knowledge (enough
qualified staff) and budget (it should be sufficient
to enable the authority to develop software so-
lutions for even better quality, independent and
swift validation and/or supervision of corruption
risk self-assessment). During such system review
(for the purpose of validation and/or supervi-

time-consuming
less in-depth assessment,
more robust assessment process,

possible concealment of certain inter-
nal particularities or vulnerabilities
from external evaluators,

superficial or insufficient knowledge
of working processes in institution,
sector or project under assessment

sion) done by an outside / independent authority,
dissuasive and proportional sanctions should be
prescribed not only for non-compliance with the
obligation of self-CRA (when it is mandatory), but
also for poor performance in the assessment (es-
pecially when intentional or repeated).

Self-assessment with independent validation or/
and supervision is recommendable for those SEE
governments that are either considering or will be
considering the implementation of a new nation-
wide corruption risk assessment approach, includ-
ing the ones that already have self-assessment
tool(s) in place, but without the expected or suf-
ficient effects/results due to the fact that it is ei-
ther treated asa sheer formality by the most of the
obliged entities or for other reason. Given thatthe
relationship between the assessing and the as-
sessed institutions has to be clear as well as their
obligations and competences, it is recommended
that such system be implemented through a law
or other act of mandatory nature.



5.2. INTEGRITY PLAN

5.2.1. BASIC
CHARACTERISTICS OF
INTEGRITY PLAN

Integrity plan is a tool for establishing and verify-
ing the integrity of individual public sector institu-
tion, organisation, department, agency, etc. It is a
type of institutional CRA and basically self-assess-
ment tool. As presented above in the overview
of the existing practices and comparative analysis,
several governments in the SEE region have intro-
duced this model of corruption risk assessment in
their legal orders and practice. However, it is not
yet possible to estimate a long-term effect and ef-
ficiency of this tool as it is a rather new approach.
Based on the fact that similar problems exist in
implementing nation-wide integrity plan models,
it is reasonable to expect that, when (or if) these
issues are mastered, the model could (and should)
become an example of the best practice in this
field. For the time being, it can be, however, de-
clared as‘apromising practice’.

The integrity plan should not be seen as a piece
of paper or a document, but rather as strategic
and developmental as well as operational pro-
cess. This process is basically aimed at 1) assess-
ing the level of vulnerability or exposure of indi-
vidual public sector institution to corruption risks
and other unlawful or unethical behaviour or prac-
tice, 2) identifying risk factors for corruption and
other unlawful or unethical behaviour or practice
in individual working fields of an institution, and
3) defining the measures to reduce, eliminate or
control identified risks and risk factors. Integrity
plan can also look into the organisational culture
and ethics in the public sector institutions, which
implies reviewing values, behaviours and specific
individual actions to identify a wide range of cor-
ruption and integrity risks among public officials.
To be long-term effective, an integrity plan should
be methodically monitored and regularly updated
with regard to the institutional, normative (stan-
dard-setting), personnel and procedural changes
in the institution. Given that the integrity plan is
part of the risk management system and one of
the internal control tools, it is advisable to autho-
rize the internal review or control service of an
organisation (where it exists) to revise the plan on
a regular basis and to prepare opinion and recom-
mendations.

There is no harm even if the integrity plan is sub-
ject to independent validation or supervision; it
can only increase its quality.
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A constant process of identifying risks, planning
and implementing the adequate measures should
strengthen the anti-corruption and ethical cul-
ture not only in a particular public sector institu-
tion using this model, but it should consequently
strengthen the rule of law and people’s confidence
in the public sector as a whole.

The final goal should be an integrity plan as a live
process and not only (one of many) paper docu-
ments.

5.2.2. PREREQUISITES FOR
EFFECTIVE INTEGRITY PLAN

Holistic approach to integrity issues in public sec-
tor of the country requires certain prerequisites.
In addition to legal and institutional prerequisites,
it is important to ensure sufficient financial and
staff resources and reasonable time that will en-
able all persons involved in processes and proce-
dures regarding integrity plan to project and do
the job professionally.

From among the three CRA approaches presented
in this chapter, integrity plan is the one that is
most recommendable to be introduced through
law, especially if it is meant to be a nation-wide
instrument. This could be a special integrity or
anti-corruption law, general law regulating public
sector institutions and their tasks, a special law
regulating certain public sector institution, etc.
The law introducing obligation or possibility to
prepare integrity plan and to adopt it as insepa-
rable part of the public sector institution’s life
and culture should provide the following minimum
rules:

which public sector institutions are obliged to
prepare integrity plan and under what condi-
tions (especially ifthe law refers to the entire
public sector, it is advisable to think of a proper
distinction between the large and the small pub-
lic sector institutions given that the same type
of obligations and the deadlines regarding in-
tegrity plan should be proportionally prescribed
to e.g. ministry of defence, on one side, and a
small public kindergarten, on the other side);

who is responsible for the effective prepara-
tion and constant development of integrity plan
(what are obligations of the superiors, should
integrity plan manager / integrity officer be ap-
pointed, etc.);

which methodology is advisable for the prepara-
tion and constant developing and monitoring of
integrity plan; who should prepare the binding
(obligatory) or recommended methodology for a
certain type of public sector institution (institu-




tion itself or an external body such as indepen-
dent anti-corruption or integrity authority, etc.)
and who should provide advisory services in the
course of its implementation;

should the integrity plan be independently vali-
dated or supervised by an outside authority; if
yes, who is competent for the validation or su-
pervision ofthe obligations regarding the integ-
rity plan (e.g. an independent anti-corruption
or integrity authority, other independent au-
thority that has competences and experiences
in the field of risk assessment, a special ministry
department for all institutions operating within
the given ministry, etc.) ; what is the purpose of
validation or the extent of supervision;

when there is a decision about the establish-
ment of the national integrity/corruption risk
register, the law should prescribe obligations
of each institution to contribute to this process
(how, when and who);

timelines / deadlines, and

proportional and dissuasive sanctions for failing
to comply with the imposed obligations (includ-
ing the competent authority to impose and en-
force sanctions,if estimated that such measures
are proper and needed).

Further, the superior / management commitment
and staff commitment are crucial internal insti-
tutional prerequisites for an effective and quality
integrity plan.

On a systemic level, it is advisable to have a uni-
form model of integrity plans at the state level
which would enable the country to set up a nation-
al integrity/corruption risk registeras an impor-
tant tool to cope with the public sector integrity
issues, but also in corruption prevention (when in
electronic, digitalized form, the gathered infor-
mation in national (regional) integrity/corruption
risk registersfacilitate various analyses that can
also reveal systemic corruption/integrity risks). In
such case, the integrity plan methodology should
be uniform (to a reasonable extent,while taking
account of individual characteristics of each pub-
lic sector institution). It should be supervised by
a special (possibly central) authority that would
be also competent for setting up and managing
the national (or regional) risk integrity/corrup-
tion register. This can be an independent anti-cor-
ruption or integrity commission, an independent
governmental body or other (independent) state
authority with sufficient resources and knowledge.
In any case, it is advisable to appoint a state au-
thority or department (if possible, an autonomous
and independent authority/department) that has
sufficient resources and skills to help the public
sector institutions in the process of preparation

and constant development of integrity plan. It
should also have certain supervisory or validation
competences in the process. That would enable
the obliged institutions to receive expert advice
and help, if needed, and, at the same time, they
would be aware that their actual commitment to
the integrity plan process is being scrutinized. As
already explained, the proper legal basis (law) has
to be provided to make the system efficient.

5.2.3. RESPONSIBILITIES
REGARDING INTEGRITY PLAN

The responsibility for a public institution, organ-
isation, department, agency, etc. to have a quality
integrity plan lies on the superior (i.e. principal,
director, manager) of the institution. The superior
is responsible for the institution’s statutory tasks
to be carried out in an optimal way, in due time
and with the lowest possible costs for the treasury.
This includes responsibility for policy making, or-
ganisation of work, leadership and risk manage-
ment. Risks should be prevented, reduced and (if
possible) eliminated by setting up the control and
supervisory measures that include, among others,
an efficient mechanism for employees to report
the relevant facts on compliance or on departure
from the institution’s tasks and goals.

In the phase of developing the integrity plan or
immediately after the integrity plan has been set
up, it is advisable to appoint an ‘integrity offi-
cer’ (or an ‘integrity plan manager’) who should
be responsible for all the issues related to the in-
tegrity plan, including its full and comprehensive
implementation,its constant development, and
regular communication on the integrity plan issues
with the institution’s management and employees.
It is advisable for the integrity plan manager to be
actively engaged already in the development of
the integrity plan (e.g. as a member of the work-
ing group).'

All employees should be obliged to acquaint them-
selves with the integrity plan and to comply with
the related instructions of the management or in-
tegrity officer. However, in order to achieve the full
integration of the integrity plan in the institution’s
daily operation (life), it is advisable to convince (us-
ing soft measures) all employees to adopt this plan
as an inseparable part of the institution’s internal
culture and of their personal integrity at work.

121 See more on integrity officer below in subchapter 5.5.6.



5.2.4. INTEGRITY PLAN METH-
ODOLOGY

A comprehensive and holistic approach to integ-
rity plan (including concrete methodology) can be
seen above in the presentation of the system of
the Republic of Slovenia. In this country, a team of
dedicated experts has been working on the integ-
rity plan project implemented by the Commission
for the Prevention of Corruption. A model integ-
rity plan developed by this team is available at
the Commission’s website. It is available in Slo-
venian on https://www.kpk-rs.si/sl/preventiva-in-
nacrt-integritete/nacrti-integritete/izdelava-nacrta-
integritete (see the link ‘Vzorec nacrta integritete
- priporocljiv’'?? or ‘Vzorec naclrta integritete
- obvezen’'?®) and in English on https://www.kpk-
rs.si/en/prevention (see the link ‘Integrity plan -
sample’).

5.2.5. PROS & CONS OF
INTEGRITY PLAN APPROACH

In the countries that have implemented or that
are currently implementing the nation-wide in-
tegrity plan approach, no empiric or comprehen-
sive analyses have been concluded yet on the final
impact of this method. Therefore, the pros and
cons of this approach are based only on general
observations and predictions. A quality integrity
plan is a suitable tool for ‘putting one’s house in
order’given that it is based on an individual ap-
proach and tailored to the specific needs of an
institution. If it is properly integrated into daily
operation of the public sector institution, it will
both enhance the awareness of due conduct of the
employees and indicate which areas require spe-
cial attention in terms of being more risky.

On the other hand, integrity plan demands high
level of expert knowledge in this filed, constant
devotion and a lot of time for preparation, reg-
ular monitoring and updating. The fact that the
responsible staff often lacks the necessary knowl-
edge/capacity/training can be quite an issue be-
cause the final effect of the integrity plan on in-
stitutional level largely depends on the skills and
commitment of the integrity plan manager / in-
tegrity officer and other staff engaged in the pro-
cess. The integrity plan cannot achieve its goal if
the responsible staff is unresponsive, negligent or
lacks knowledge. The same is true if there is no su-
perior / management commitment to the process.

122 Meaning: ‘Model integrity plan - recommended.’

123 Meaning: ‘Model integrity plan - obligatory.’
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5.3. SECTORAL
CORRUPTION RISK
ASSESSMENT

5.3.1. BASIC
CHARACTERISTICS OF
SECTORAL CRA

Sectoral corruption risk assessment is, unlike the
integrity plan, oriented more towards systemic
characteristics and the position of a certain sec-
tor (e.g. energy, health, justice, customs, oil and
gas industry, building and infrastructure, etc.)
rather than towards the individuals. While the
integrity plan addresses concrete organisational
risk factors, factors arising from specific working
processes and individual risk factors, the sectoral
CRA is focused on systemic risk factors, risks and
risk factors (individual, working processes) that
are essentially similarwithin all institutions inside
the sector (e.g. risk factors that refer to the public
procurement system, to budgeting and pricing or
to human resources management).

Given that sectors are very different,'?* it is hard
to say more about sectoral corruption risk assess-
ment in terms of its definition as it is a ‘corruption
risk assessment of a certain sector.” Such CRA can
be hardly brought down to a common denominator
as regards the content because of the fact that
public and private sectors often mix here.'?®

CRA is a useful tool, especially for the sectors with
large public presence, i.e. the sectors that are en-
tirely or partly regulated by the state or operated
by the government or the government has major
influence on the decision-making process in (pub-
lic) companies operating in the sector. In many
cases in Southeast Europe, important sectors such
as banking and insurance sector, telecommunica-
tions, energy sector, transportation, education,
health, water, etc. are state-owned or state-

124 A comprehensive study of corruption issues in different
sectors is available in the collection of papers, edited by J.
Edgardo Campos and Sanjay Pradhahn: The Many Faces of
Corruption. The book is available online on http://elibrary.
worldbank.org/doi/book/ 10.1596/978-0-8213-6725-4, and it is
advisable to use it when preparing the methodology for corrup-
tion risk assessment of a certain sector.

125 See for example Corruption Risk Assessment in the
Nigerian Port Sector (available on: http://www.se.undp.org/
content/dam/denmark/docs/BSR_MACN_Summary_Corrup-
tion_Risk_Nigerian_Ports.pdf) Corruption Risk Assessment of
Forestry Sector in Kenya (available on: http://www.unredd.
net/index.php?option=com_docmané&task=doc_download&gid
=11014&Itemid=>53etc).




dependent (to a greater or lesser extent). Some
of these sectors appear to face particularly sig-
nificant corruption risks because of their relatively
high financial ability and stability (often based on
monopoly) that attracts the corrupt government
authorities or officials.

Most of the corruption risks, risk factors and other
issues can be addressed either on the sectoral level
or on the level of an individual institution from the
sector in question (e.g. by integrity plan). Which
one to use depends on the scope of the problem.
If it is more likely that corruption factors are of
systemic nature, the sectoral approach should give
better results; however, there is no reason why it
should not be combined or complemented with
integrity plan or other form of self-assessment
of particular institution inside this sector. For ex-
ample, general sectoral corruption risk assessment
can be done for the health sector; subsequently,
every (or at least larger and more exposed) health
institution such as public hospital, health cen-
tre, etc. should prepare e.g. integrity plan.In this
case, the sectoral CRA should identify the corrup-
tion risks on a macro level whereas the integrity
plan should further address them on a micro level
where very concrete measures can be taken to
avoid or mitigate certain risks. Of course, the sec-
toral CRA, when conducted properly, should also
include a review of a representative sample of the
institutions operating in the sector. However, the
focus of the review is identification of the risks
and measures primarily at the sectoral (not insti-
tutional) level. If both approaches are used, the
methodologies should be harmonized so that the
same risk and risk factors are either addressed in
the same way (but from different perspective) on
both levels or not addressed twice. The measures
within the scope of risk management should be
also harmonized and complemented.

As stated, the combined approach implies that the
same categories of risks will be, as a rule, handled
from different perspectives. For example, the
identified risk of bribing doctors will, at the sec-
toral level, call for systemic measures connected
with the working environment and conditions,
awareness raising, transparent system of offer-
ing public health service, supervision or licens-
ing system for doctors etc.whereas specific work
process(es) in the individual heath sector institu-
tions that are more risky in terms of bribery can
be identified and addressed with a proper mea-
sure. However, there are some risks that will not
overlap at all. The integrity plan can address very
concrete and specific issues (including integrity is-
sues) from the viewpoint of internal environment
and the working processes in the individual health

institutions that cannot be properly addressed at
the sectoral level. Sectoral CRA should, on the
other hand, identify also systemic corruption risks
and risk factors connected with the sector in ques-
tion. Those have, of course, influences on a mi-
cro level as well, but they cannot be mitigated or
eliminated there. Sectoral CRA should, therefore,
reveal the actual state of affairs in the sector as a
wholeand as such it is also an important orienta-
tion for the institutions operating in the sector.

The same is applicable to other sectors that pri-
marily offer public services, such as education,
judiciary and prosecution, tax and customs, econ-
omy, agriculture, research and science, infrastruc-
ture, public administration, etc.

5.3.2. PREREQUISITES FOR
SECTORAL CRA

Sectoral corruption risk assessment can be con-
ducted without special law or other legal base;
however, there is no harm if such tool is provided
(at least as an option) in the law regulating certain
sector.

The sectoral CRA requires sufficient financial and
staff resources to be ensured, including reason-
able time that will enable all persons involved in
the process to do their job in a professional man-
ner. Staff commitment and sufficient resources
are also the necessary institutional prerequisites
for effective and quality sectoral corruption risk
assessment; however, it is crucial to engage ex-
perts in this type of assessment who have in-depth
knowledge and experience in the sector under
assessment. It is only with such experts on board
that all crucial risks, risk factors and adequate
measures for their suppression can be identified.
In the event that the experts work in the sector
under assessment or they are otherwise connected
with it (e.g. on business) , special attention must
be paid to the potential conflict of interest and
the measures to avoid it.

5.3.3. RESPONSIBILITIES
REGARDING SECTORAL CRA

Many sectoral corruption risk assessment are car-
ried out by private sector or international donor
organisations'?, but they are not the focus of this
paper. The risk assessment approach presented
here should serve as the basic orientation when
deciding whether to assess the sectors in the coun-

126 See the examples in subchapter 1.2. (state of research).



try that are expected to be exposed to a larger risk
in terms of corruption or they are already exposed
to such risk based on the available data. These
sectors may be part of the public sector (i.e. with
the exclusive or prevailing influence of the state)
or mainly financed from the budget.

The responsibility for or ‘ownership’ of such sec-
toral CRA depends on the circumstances of the
concrete case. Given that there are usually more
individual entities working in a certain sector, the
self-assessment is hardly feasible, but the exter-
nal CRA seems more suitable. Such CRA can be,
for example, conducted by the ministry compe-
tent for the sector under assessment, the minis-
try of finance and/or economic affairs, ‘umbrella’
authority of the sector (where it exists) or other
state authority that has interest in the corruption

Build
Capacity

Set Objectives
and Scope

Select ports Train 70 local assessors

Determine engagement Develop tools and

guides

Involve stakeholders

5.3.5. PROS & CONS OF
SECTORAL CRA

When oriented at the specific sector (e.g. energy,
health, etc.), the corruption risk assessment can
directly address concrete aspects of the sector
and therefore offer an in-depth understanding of
how and to what extent the corruption could af-
fect the sector’s operations and reputation.

However, this type of corruption risk assessment
is quite time consuming; it requires qualified
staff (including experts that are familiar with the
specificities of the sector being assessed) and suf-
ficient resources in terms of time and finance.
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risk management in a certain sector. Independent
anti-corruption agencies can be also included in
such CRA given their expert knowledge.

5.3.4. SECTORAL CRA
METHODOLOGY

The framework methodology presented below can
be used and adapted to the specifics of the sec-
tor being assessed in the sectoral CRA. Here is,
for example, a short and simple summary of the
methodology used in 2012 - 2013, when the United
Nations Development Programme (UNDP) and the
Maritime Anti-Corruption Network (MACN) joined
forces to undertake a comprehensive risk assess-
ment across six Nigerian ports:'?

DEE
Assessment

Develop
Recommendations

Conduct desk-based
IGUEYS

Draft general and
policy-related
recommendations
Interview stakeholders
Draft specific
recommendations,
including environmental,
organizational,
and personnel

Organize focus groups

Conduct surveys

5.4. TARGETED (AD
HOC) CORRUPTION RISK
ASSESSMENT

5.4.1. BASIC
CHARACTERISTICS OF AD HOC
CRA

‘Ad hoc’ or ‘targeted’ corruption risk assessment
could / should be employed in the countries that
already have nation-wide integrity plans or other
form of (self-)CRA, on one hand, or in the coun-
tries that are considering to implementa nation-
wide CRA tool. The technical and methodological

127 See Corruption Risk Assessment in the Nigerian Port Sec-
tor, p. 4 (available on: http://www.se.undp.org/content/
dam/denmark/docs/BSR_MACN_Summary_Corrup-
tion_Risk_Nigerian_Ports.pdf).




aspects of targeted corruption risk assessment are
similar to the methodologies and standards pre-
sented in the previous sections. What differs is a
targeted dedication of resources to conduct a cor-
ruption risk assessment and follow up on a particu-
lar project, department, working process, policy,
etc. This could be triggered by:

conducting a CRA on a project, department /
institution whose management shows the ini-
tiative to do it (this approach is usually part of
the ‘integrity pact’ at the level of local self-gov-
ernment or an initiative of a newly appointed,
reform-minded head of a certain department,
etc.);

implementation of a new project of any kind
(e.g. governmental policy in the area of financ-
ing, licensing or similar);

individual corruption incident or a scandal (e.g.
strongly publicized arrest for corruption criminal
offence or other media corruption scandal, re-
port of an audit institution, etc.). An individual
corruption incident should be, in any case, seen
as an opportunity, obligation and a challenge for
corruption risk assessment. In this case, the tar-
geted (ad hoc) type of CRA is a tool to provide
answers to the questions: What went wrong?
Why did it go wrong? What can we learn from
it? Could it be prevented? What can we do to
minimize its reoccurrence?

etc.

When targeted at a certain project, the public sec-
tor institution can take - by conducting a corrup-
tion risk assessment at an early stage of the proj-
ect - effective steps to manage corruption risks.
Such an assessment will determine the level of cor-
ruption risk the project is likely to face (including
rigorous analysis of the likelihood of corruption oc-
curring), and identify any particularly challenging
areas at a specific stage of the project cycle. This
will enable timely, effective and prompt response
and measures to mitigate or suppress the risks.

5.4.2. PREREQUISITES FOR AD
HOC CRA

A targeted (ad hoc) corruption risk assessment can
be conducted without special law or other legal
base in place (but, of course, the country can de-
cide to provide for this approach in a law, e.g. a law
or other legal act introducing specific project). A
superior or management of any public sector insti-
tution can order ad hoc corruption risk assessment
of any project, department, working process, etc.
within their management position and in line with
good governance standards. It can be ordered or
arranged at an inter-institutional level.

With regard to the targeted (ad hoc) CRA, it is also
important to ensure sufficient financial and staff
resources and reasonable time that will enable all
persons involved in the process to do their job in a
professional manner. Commitment of the superior
/ management and staff and sufficient resources
(including qualified staff and sufficient time) are
the necessary institutional prerequisites for effec-
tive and quality targeted (ad hoc) corruption risk
assessment.

5.4.3. RESPONSIBILITIES
REGARDING AD HOC CRA

The responsibility for or ‘ownership’ of the ad hoc
corruption risk assessment depends on the order.
Ad hoc CRA can be internal, external or mixed.
The main responsibilities for its implementation
are divided between the person/institution who
ordered the assessment and the persons/institu-
tions/departments that carry out the project,
working process etc. that is being assessed. As can
be seen from the case study below, independent
anti-corruption agencies can be also included in
such CRA given their expert knowledge.

When the targeted (ad hoc) CRA represents a re-
sponse to a corruption incident, it is very impor-
tant to ensure that the assessment is performed
independently, without engagement of the per-
sons directly or indirectly involved in the incident
(or affected by it).

5.4.4. AD HOC CRA
METHODOLOGY

Given that the targeted corruption risk assessment
is performed on an ad hoc basis, the methodology
should be also ad hoc, i.e. adapted to the par-
ticular project being assessed and set up for the
needs of the project. The framework methodology
presented below can be used as a basis for estab-
lishing concrete methodology in question.

The easiest way to explain what exactly is meant
by a targeted (ad hoc) corruption risk assessment
is to present it in a case study. Based on the au-
thor’s experience, a case from the Slovenia is se-
lected, i.e. ad hoc corruption risk assessment of
the implementation of the measures addressing
the problems of the financial sector in Slovenia
and of the implementation of the corresponding
legislation - which the corruption risk assessment
identified as significantly flawed.



Case study - The Bank Assets Manage-

ment Company (BAMC) Slovenia

The Act on the Measures of the Republic of Slove-
nia to Strengthen the Stability of Banks (ZUKSB'%)
was adopted in December 2012 in order to ensure
a long-term stability of the Slovenian financial sys-
tem. It defined the model chosen by the Slovenian
Government to address significant losses in the
state-owned banks.

The ZUKSB regulates the Bank Assets Management
Company (BAMC'), the Bank Stability Fund (BSF)
and the measures to enhance bank stability in the
Republic of Slovenia. It determines the following
measures intended to enhance the stability of the
banks:

1. the purchase or takeover of bank assets by
payment;
2. guarantees by the state to enhance bank sta-
bility, i.e.:
for claimed liabilities of the BAMC,

for the liabilities of a dedicated company
established by the banks, or the BAMC to-
gether with the banks for the purpose of as-
suming risks, and

for the liabilities of banks arising from the
borrowings made at the Bank of Slovenia
following the enforcement of measures to
guarantee the necessary liquidity of banks in
emergency cases;

3. the increase of share capital of banks and the
payment of other capital instruments issued by
the banks which, pursuant to the act regulat-
ing banking, must be considered in the calcu-
lation of the bank’s core capital.

In order to implement these measures, the ZUKSB
provides for the main mandate of the BAMC and
the BSF to ensure prudent spending of the pub-
lic funds, reimbursement of budget funds, to en-
hance granting of loans to the non-financial sector
by guaranteeing the conditions for the sale of the
state capital investments in banks and to estab-
lish responsibility for the emergence of loans and
investments which are kept as impairments on
banks’ balance sheets and are subject to the mea-
sures stipulated in the ZUKSB.

The Bank Assets Management Company (BAMC)
was established in March 2013 as a government-

128 The original title of the Act is »Zakon o ukrepih Republike
Slovenije za krepitev stabilnosti bank«. The English translation
of the Act is available on: http://www.dutb.eu/en/about-us/

legal-foundation-for-the-bamc.

129 Bank Assets Management Company (BAMC) is a type of
subject known also under the term »bad bank«. For more
information on BAMC see their website: http://www.dutb.eu/
en/.
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owned company with the task of facilitating the
restructuring of banks with systemic importance
that were facing severe solvency and liquidity
problems. By the end of 2013, the two largest
banks were recapitalized by the government and
a substantial part of their non-performing assets
were transferred to the BAMC. For the purpose
of implementing the measures stipulated in the
ZUKSB, the BAMC formed a Bank Stability Fund
(BSF) as dedicated assets, with no legal personal-
ity. The assets of the BSF can be used exclusively
to finance the measures as stipulated in the ZUKSB
and to cover losses arising thereof. The BAMC is
obliged to manage the BSF’s assets in a way that
their real value is maintained in accordance with
the investment strategy and policy adopted by the
Management Board of the BAMC.

Establishing the context

The establishment of the BAMC or a ‘bad bank’
was under major public scrutiny in Slovenia. It was
known that the two largest state-owned banks
faced significant losses despite several strong fi-
nancial injections from the state budget received
in the past years. It was also known that the tax-
payers would have to bear not only the conse-
quences of the global economic crises impact on
the banking system, but also the consequences of
improper bank management that had neglected
establishment of financial risk assessment mecha-
nisms and failed to pay due attention to the pre-
cautions (sometimes by negligence and sometimes
intentionally based on the personal interests or
the interests of powerful networks).

Some important companies and natural persons
with the connections in the Slovenian political
circles were/are large debtors to the state banks.
Based on the known mechanisms of ‘modus ope-
randi’ in Slovenia when it comes to spending pub-
lic (budgetary) money, it was reasonable to expect
that these networks would try to benefit from the
establishment of the BAMC (e.g. by buying back
their property from the BAMC for a low price via
their companies in the offshore centres) and that
they would also influence its operation and man-
agement decisions. The BAMC could resist such in-
fluence only by establishing an efficient model for
identification of (corruption) risks and instruments
for treating such risks.

Soon after the BAMC had been established, the
Slovenian central anti-corruption authority, i.e.
the Commission for the Prevention of Corruption
(CPC), received some credible and reliable indi-
cations that BAMC was not giving any priority to
the corruption risk assessment of its structure and
processes. According to the CPC’s estimate, there
was a real danger (risk) that such inactivity of the




BAMC could pave the way to the second (and fi-
nal) phase of ‘wild privatisation’ in Slovenia and,
again, to major budgetary detriment.

Therefore, the CPC welcomed the initiative of the
Ministry of Finance (i.e. the competent ministry
with regard to the Act) to prepare a comprehen-
sive corruption risk assessment in the implementa-
tion of the ZUKSB. It had launched the project that
resulted in issuing the principles and recommenda-
tions for assessment and controlof the corruption
risks in the implementation of the ZUKSB (herein-
after referred as ‘the project’).

The CPC based its approach on the provisions of the
Integrity and Prevention of Corruption Act (IPCA)'*
that regulates the tasks and powers of the Com-
mission. According to Article 12 of IPCA, the Com-
mission is, inter alia, empowered to prepare the
expert groundwork for strengthening the integrity,
to provide advice on strengthening the integrity,
preventing and eliminating the risks of corruption
in the public and private sectors.

Methodology

It was the first CPC’s activity of this kind and
therefore it was not based on any of the existing
methodologies. The CPC’s team working on the
project developed ad hoc methodology based on
the provisions of IPCA and the framework from
SIST 1SO 31000:2011 Standard that is based on ISO
31000:2009 standard.

The project started in late spring 2013 and the rec-
ommendations were issued on 20 August 2013. The
most important methodological and contextual
starting point was the following: the aim of the
project and CPC’s intervention was not that the
CPC takes over the responsibility from the BAMC
to asses and deal with the corruption risks related
to the BAMC competences, but rather to draw the
BAMC management’s attention to the urgency of
proper and due approach to the corruption risk as-
sessment from the onset of their work.

The methodology can be seen from the workflow
of the project:

first, CPC project team was appointed by the
CPC’s leadership (the work of the project team
was directed and supervised by the CPC’s lead-
ership),

the project team analyzed the legal background
of the BAMC and all available sources of its work
with the aim of identifying the areas that are
sensitive to potential corruption risks. In that
phase, a broad definition of the ‘corruption risks

130 The original title of the Act is »Zakon o integriteti in
preprecevanju korupcije«. The English translation of the Act is
available on: https://www.kpk-rs.si/upload/datoteke/ ZintPK-
ENG.pdf.

profile’ was adopted by the CPC team which
served as the basis of the analyses (profile of
corruption risks for the particular project in-
cludes: bribery, conflict of interests, threats or
other illegal influences on any person to violate
or abandon their due conduct, threats or other
illegal influences on potential whistleblowers,
illegal lobbying, unclear or non-transparent
decision-making or supervision procedures, and
other illegal and unethical behaviour that can
threaten the aims of strengthening bank stabil-
ity system);

having identified the main areas of supervision,
the CPC team members had numerous meetings
with the BAMC employees and its management
to collect sufficient data on the actual process-
es performed inside the BAMC. That enabled
the CPC team to recognize deficiencies in the
BAMC’s processes that needed in-depth corrup-
tion risk assessment,

finally, the CPC project team prepared the writ-
ten document titled Corruption Risk Assessment
in the Implementation of the Act on Measures
of the Republic of Slovenia to Strengthen the
Stability of Banks (ZUKSB) - findings and recom-
mendations”. It was adopted by the CPC’s lead-
ership and sent to the BAMC,the Government,
the Ministry of Finance and the Bank of Slovenia.

The corruption risk assessment document includes:

Part I. introduction with the example of a ‘mod-
el and framework for corruption risk self-assess-
ment’ developed specifically for the BAMC;

Part Il: identification of risk sources and factors
(on a general level) in the most important BAMC
processes, including possible risks arising in the
banks that are subject to the measures as stipu-
lated in the ZUKSB, in the work of inter-ministe-
rial committee that is part of decision-making in
these processes, in the work of the Bank of Slo-
venia and the role of the Government -all levels
involved in the processes of transferring bad as-
sets from certain bank to the BAMC and in other
processes on granting measures provided by the
ZUKSB were included;

Part Ill: identification of concrete corruption
risks and integrity risks and recommendations
how to address them. Again, corruption and
integrity risks were investigated separately for
each institution that played part in the decision-
making processes regarding the ZUKSB mea-
sures:

+ the bank that is subject to the measures as
stipulated in the ZUKSB (7 different risks were
identified and 8 recommendations were pro-
vided on how to treat them),

+ inter-ministerial committee (6 different risks
were identified and 9 recommendations was
provided on how to treat them),



+ the BAMC, where the following levels were
exposed:

& Management Board (12 recommendations
were provided on how to establish the good
governance principles in the BAMC),

& The BAMC employees (13 recommendations
were provided on how to ensure their in-
tegrity and transparent work),

& external co-operators (7 recommendations
were provided on how to act in the event of
outsourcing services) , and

<& operational costs (1 general recommenda-
tion was provided regarding the costs).

Part 1V: Analysis of legal grounds for possible li-
ability (including criminal liability) of individuals
who take part in the decision-making processes
on the measures stipulated by the ZUKSB (this
part was meant for the Government to take due
care in drafting legislation);

Part V: Executive summary and call for the im-
plementation of the recommendations provided
in Part Ill

Follow-up
When the above mentioned report and the rec-
ommendations were presented to all relevant
stakeholders, they welcomed the CPC’s approach
and the efforts. The commitments were made to
implementthe recommendations. However, the
CPC followed up the processes in the BAMC dur-
ing the following six months on a regular basis and
noticed that the actual operation of the BAMC was
not in accordance with recommendations. Con-
sequently, certain identified risks materialized.
Therefore, the CPC prepared another assessment
of the BAMC’s operational processes and identified
some irregularities and serious risks in the follow-
ing areas:
procedures of outsourcing services (those proce-
dures were not always rational in terms of finan-
cial resources and the conflict of interest was
present in some cases);

recruitment procedures for the new BAMC em-
ployees (there were no precise criteria for the
positions);

remunerations of the BAMC Management Board
members (some members had much higher sala-
ries than the others, and it was not possible to
establish either the legal grounds or the actual
reasons for such discrepancies);

corporate governance in the BAMC was below
the expected level, and

the supervision procedures over the BAMC were
ineffective.

The CPC sent its assessment to the Prime Minis-
ter, the Minister of Finance and the Governor of
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the Bank of Slovenia at the end of January 2014
and urged for more integrity and transparency in
the BAMC operation. As a result,the public and
parliamentary debates took place and a number
of issues were addressed in the functioning of the
BAMC, which also remained on the public and me-
dia agenda.

5.4.5. PROS & CONS OF AD
HOC CRA

Targeted corruption risk assessment can be a very
effective tool to respond to a corruption incident.
If used on time, it may prevent such incidents on
the level of very concrete and, as a rule, narrow
field.

When targeted at a specific project (e.g. imple-
mentation of the ‘bad bank’ into the system), the
approach that takes into account of the specific
aspects of a project will provide an in-depth un-
derstanding of how and to what extent corruption
could affect an institution’s specific operations
and reputation. Besides, this approach is a cru-
cial step toward meeting ‘adequate procedures’
(for example, in UK such procedures consist of six
anti-corruption general principles: 1) risk assess-
ment, 2) top-level commitment, 3) due diligence,
4) clear practical and accessible policies and pro-
cedures, 5) effective implementation and 6) moni-
toring and review ). It will also demonstrate the
engagement of the institution’s superior or man-
agement in preventing corruption.

Compared with the integrity plan and the sectoral
CRA, this type of corruption risk assessment is less
time consuming; however, it still requires qualified
staff and sufficient resources.

5.5. SOME PRACTICAL
ASPECTS OF
IMPLEMENTING
CORRUPTION RISK
ASSESSMENT

The selected questions and answers are intended
to provide short and precise views on some issues
that are either systemic and general or rather

131 See Assessing Corruption Risks, p. 7 - 8 (available on:
http://www.controlrisks.com/~/media/Public%20Site/Files/
Our%20Thinking/ risk_assessment_published.pdf).




concrete and specific. They are substantive (and
therefore placed in this chapter), but most of
them are directly or indirectly relevant from the
methodological point of view as well.

5.5.1. CAN CORRUPTION
RISK ASSESSMENT BE
SUCCESSFULLY IMPLEMENTED
IN AN ENVIRONMENT WITH
ENDEMIC OR HIGH LEVEL OF
SYSTEMIC CORRUPTION?

No exact ‘yes’ or ‘no’ answer could be given to this
question, but the fact is that the corruption risk
assessment can hardly be employed in an environ-
ment of systemic, endemic or widespread corrup-
tion.

In an environment where corruption is rampant
nationwide, corruption risk assessment strategies
and models (tool), including integrity plans, will
likely be counterproductive. In an environment
where obvious systemic risks to corruption exist
across different sectors and where other preven-
tive tools (such as anti-corruption strategies and
plans, assets declaration systems, conflict of inter-
est prevention tools, internal and external audits,
etc.) are in place but are not functioning properly,
introduction of any corruption risk assessment
model or tool will likely create just another layer
of anti-corruption bureaucracy and discredit the
idea. On the other hand, even in such environ-
ments, there are islands of integrity or sectoral
commitment to reform and change. In such cir-
cumstances, corruption risk assessment can be ap-
plied successfully and can be used as good prac-
tice or pilot projects.

One should keep in mind, however, that in an en-
vironment where there is high cynicism in relation
to anti-corruption measures, corruption risk as-
sessment won’t work nation-wide; it will not work
in the environment of endemic corruption either.
In this sense, there is a parallel with ethical codes.
Their existence on paper in an environment of ac-
ceptable and endemic lack of integrity standards
does more harm to the idea of ethics and integrity
than it brings results.

5.5.2. DOES CORRUPTION
RISK ASSESSMENT REQUIRE A
SEPARATE LEGAL BASIS?

Every CRA approach presented above includes ex-
planation of potential benefits of introducing cer-

tain CRA approach through a law or other manda-
tory legal base and what it should include.

However, on a general level, it has to be said very
clearly that corruption risk assessment (any type
or approach) in specific public sector institution,
organisation, department or agency can be con-
ducted without specific legal basis. But, taking
into account the main characteristics of the pub-
lic sector institutions and (generally rather weak)
public officials’ attitude towards anti-corruption
and integrity issues in the SEE region, it is strongly
advised to introduce corruption risk assessment-
through the law. Given that the public sector in-
stitutions do not depend on the market rules and
therefore cannot advertise their commitment to
anti-corruption, integrity and compliance as their
market or competitive advantage, it is not reason-
able to expect that they will adopt the corruption
risk assessment process on a completely voluntary
basis. They will mostly do that only if obliged or
at least recommended by the law. This could be
a special integrity or anti-corruption law, general
law regulating the public sector institutions and
their tasks, special law regulating certain public
sector institution, etc. - it depends on the legal
system in force for the regulation of public sector
in individual country. When providing for corrup-
tion risk assessment by a law, it is advisable to
leave enough space to the obliged entities to tai-
lor their corruption risk assessment model (tool)
or strategy to their specific characteristics and
needs.

5.5.3. SHOULD CORRUPTION
RISK ASSESSMENT BE
MANDATORY OR VOLUNTARY
(RECOMMENDED)?

Pros and cons of mandatory or voluntary nation-
wide system of corruption risk assessment are rel-
atively balanced, and is therefore not possible to
give a final advice on this question.

When prescribed as mandatory, corruption risk as-
sessment (any type) can easily become a formalis-
tic check-list of measures that will be applied by
major part of public sector institutions formally
and uniformly, and will therefore have no posi-
tive effect on anti-corruption efforts and integrity
strengthening (or will even be counter- productive
by imposing additional bureaucratic burden on the
institution). When there is no legal obligation of
public sector institutions to implement some form
of corruption risk assessment, it is an institution’s
decision as to whether corruption risk assessment
and management would be a separate exercise



or properly included in routine risk management
processes (e.g. in finance or human resources risk
management plans). This decision should depend
on the factors such as size of the institution, num-
ber of activities or functions that are particularly
vulnerable to corruption risks, institution’s re-
sources, etc. This is the theory. However, if there
is no obligation to apply corruption risk assess-
ment, it is very likely that only institutions that
have no major corruption or integrity issues will be
interested in introducing or testing such mecha-
nism whereas the ones that are critical will show
no interest in it.

The solution might be to introduce a system where
corruption risk assessment would be prescribed as
mandatory (obligatory) by the law or in another
way with regard to the most (or more) corruption
exposed public institutions, sectors, processes or
projects. As for other public bodies, it may be pro-
vided as an option (i.e. they can choose on a vol-
untary basis whether to implement it or not), but
strongly recommended.

In case of mandatory corruption risk assessment,
prescribed by the law, it is advisable to leave
enough space to the obliged institutions to tailor
the assessment to their specific characteristics and
needs; yet, the responsibilities regarding prepara-
tion, constant monitoring and upgrading corrup-
tion risk assessment strategy and documents have
to be defined very clearly by the law and propor-
tionate and dissuasive sanctions can be prescribed
for noncompliance with these obligations.

5.5.4. SHOULD FINAL
CORRUPTION RISK
ASSESSMENT DOCUMENTS
(SUCH AS INTEGRITY PLAN) BE
PUBLIC OR INTERNAL?

The answer to that question seems obvious. It
should be a public document. However, the prac-
tice has shown that some aspects of the corruption
risk assessment could be considered internal and
not widely publicized. This can be true for specific
sectors of law enforcement, prosecution, defence
or intelligence. A detailed and well researched cor-
ruption risk assessment (e.g. integrity plan) uncov-
ers institutional, regulatory and procedural weak-
nesses of institutions and identifies specific risks
and vulnerabilities that are not necessary known
to the public (this could be compared e.g. by dis-
covering of a specific vulnerability for attack or
illegal access to the computer system or software
- it is not always prudent to publish it in detail
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before mitigation actions are put in place, hence
they could be abused from the outside or from the
inside before they are addressed and managed). In
addition, the overwhelming sub-culture in public
institutions is not to admit mistakes or problems to
the general public, but rather to portray a picture
that is better than the reality. So, in cases when
corruption risk assessment is part of the internal
self-evaluation mechanism, full publicity will in-
herently restrain self-criticism.

Therefore, it is acceptable that a part of the cor-
ruption risk assessment (in any form) is of internal
nature. Main elements and core findings should,
however, always be public.

5.5.5. HOW TO ENSURE
PROFESSIONAL DISCIPLINE
OR COMMITMENT OF
PARTICIPANTS INVOLVED
IN CORRUPTION RISK
ASSESSMENT PROCEDURE?

This is a tough nut to crack. Corruption risk assess-
ment is a rather technical, detailed process that
requires human resources and specific knowledge
to be implemented properly. It is not something
the country prescribes by the law and it will work
on its own, regardless of people’s commitment.
If not implemented properly and with attention
and modification to realities of the environment,
corruption risk assessment can create only an ad-
ditional layer of anti-corruption bureaucracy or
serve as window-dressing, and consequently in-
crease cynicism about anti-corruption, integrity
and ethics both in public opinion and inside public
sector.

It is not possible to predict, on a general level,
what approach would be the best to ensure profes-
sional discipline and commitment of participants
involved in corruption risk assessment procedure.
This depends not only on the environment but also
on the people involved. In most public sector in-
stitution there are individuals with high level of
integrity (at work and in personal life) who do not
need any extra guidance or push to actively par-
ticipate in corruption risk assessment because in-
tegrity is their way of life. If such individuals are
prevailing, institutional integrity is consequently
high, and the procedures such as corruption risk
assessment should be easy to carry out. However,
if such individuals are rare and unrecognizable in
the system, some sort of measures should be used
to convince public sector employees not only to




take corruption risk assessment seriously, but also
why professional integrity at work is important for
them as well for the institution and public sec-
tor as a whole. In some cases, soft measures like
additional training and explaining of the matter
(using also psychological methods), praise for a
well done job, better possibilities of promotion
etc. will be more effective than threat with sanc-
tions (fine, disciplinary measures, etc.). However,
in some cases it might be vice-versa. The use of
any of personal integrity assessment tools might
be useful sometimes, such as integrity testing (ac-
cording to the OECD, integrity testing is a tool by
which public officials are deliberately placed in
potentially compromising positions without their
knowledge, and tested, so that their resulting
actions can be scrutinised and evaluated by the
relevant authorities) or asset consistency check
(asset consistency check or ‘lifestyle check’ is an
investigation into the ways of living or lifestyle of
government officials to determine consistency of
such lifestyle with their income. 3

If country is serious on making a progress in its
anti-corruption efforts, it should provide changes
on the systemic level that would enable or ensure
people with high level of personal and professional
integrity to take crucial positions in public sector
institutions. If superior, director, manager, mem-
bers of managing council, etc. is a good example
of integrity, the possibilities for him or her to con-
vince (in soft or harder way) other employees to
follow this example, are certainly higher than in
the case when the top levels of institution have
no (or wrong) attitude to anti-corruption and in-
tegrity issues.

5.5.6. WHO IS INTEGRITY
OFFICER AND WHAT SHOULD
(S)HE DO?

In the phase of institutional corruption risk assess-
ment (e.g. integrity plan) procedure or immedi-
ately after the measures based on the assessment
are set up, it is advisable for public sector institu-
tion to appoint an integrity officer (in the coun-
tries were the basic model of CRA is integrity plan,
this person is also called ’integrity plan manager’)
who should be responsible for all issues regarding
this assessment and its results, including full and
comprehensive implementation of measures, their
constant revision, regular communication on CRA
issues with institution’s management and employ-
ees, etc.

132 See more on U4: Overview of integrity assessment tools,
p. 2 - 4 (available on: http://www.u4.no/publications/over-
view-of-integrity-assessment-tools/downloadasset/2888).

Integrity officer should be a person who enjoys
high level of trust and reverence inside the institu-
tion (from employees as well as management) and
has certain knowledge in the field or attitude to
get it. However, it is not advisable to employ a full
time integrity officer because the person might
lose one of the crucial elements of a successful
integrity officer, i.e. to be an integral part of the
institution and to have the first hand knowledge
of the working field and the life of the institution
based on his or her own experience. On the oth-
er side, the appointed integrity officer should be
given enough time within his or her daily, weekly
or monthly working activities to do all the tasks
entrusted to him/her.

The main responsibilities of an integrity officer
should be, for example:

drawing attention to the constant implementa-
tion of the measures for recognition and pre-
vention of all sorts of risks identified in the cor-
ruption risk assessment procedure (corruption
risks, risks of conflict of interest, risks of illegal
lobbying or other influence, risks of unethical or
illegal conduct inside the institution or in rela-
tion to other stakeholders, other integrity risks,
etc.),

awareness raising, training and advising on in-
tegrity strengthening, compliance with the
rules and ethical codes and on elimination of
wide range of corruption risks and risks of un-
ethical or illegal conduct,

reporting to the superior, supervisory bodies and
internal review service on integrity strengthen-
ing, compliance with the rules and ethical codes
and on elimination of wide range of corruption
risks and risks of unethical or illegal conduct,

protection of whistleblowers,

cooperation with the competent state or local
authorities dealing with corruption prevention,
integrity issues, auditing, access to public infor-
mation, etc.

cooperation with law enforcement authorities,
when needed,

other tasks and duties connected to the integ-
rity and corruption prevention issues.

Depending on the size of the institution, the ex-
tent of corruption risk management in force, im-
mersion of integrity issues, etc. the working obli-
gations of integrity officer should be divided, for
example, as follows: 50% for regular work and 50%
for the integrity officer function, or maybe 70 %
for regular work and 30 % for the integrity offi-
cer function (or vice versa - the percentage and
relation is completely dependent on the concrete
case) - by all means this division should be flexible
and adapted to the needs of a certain moment.



Regarding the question whether integrity officer
should receive additional payment for this func-
tion, there is (or should be) no need for extra
payment as the entire work load of an individual
should not increase (as said before, it is advisable
to make clear what percentage of the regular work
still has to be done by the employee after his/
her appointment as an integrity officer). However,
if it is reasonable to expect that certain smaller
amount of additional payment would increase the
person’s commitment to the job, and, if provided
for in the public finance regulation, extra payment
would not be against the function and the idea of
integrity officer.

5.5.7. LAST BUT NOT LEAST:
WHY CORRUPTION RISK
ASSESSMENT IS NEEDED IF ALL
THE STANDARD CONTROLS
ARE ALREADY IN PLACE?

Standard controls are usually of general nature.
Every public sector institution, however, has a dif-
ferent operating environment and consequently
may have some different corruption risks com-
pared to other institutions involved in the same
type of work. Each institution needs to understand
its own context and its own risks to be sure that
the (corruption) risk management strategies (or
controls) it has in place are appropriate and ef-
fective. Besides, all organisations are dynamic
and work in the contexts that change constantly -
sometimes in subtle ways. The controls that work
at a certain point in time may not be so effective
over time. Therefore, every public sector institu-
tion should have risk assessment and management
procedure adapted to its own functions, features
and environment. Here, the attention is drawn to
considerable potential positive benefits of corrup-
tion risk assessment that include: 3

providing a realistic and comprehensive over-
view of key areas of corruption and/or integ-
rity risk to assist with the design of mitigating
processes and controls, training and other com-
munications, and monitoring and review of the
activities,

focusing attention and effort on those activities
and relationships which are considered to be
most risky,

enabling an institution to recognise where there
may be an excessive controls burden in relation

133 See Transparency International UK: Diagnosing Corrup-
tion Risk, p. 4 (available on: http://www.transparency.org.
uk/publications/ 15-publications/678-diagnosing-corruption-
risk/678-diagnosing-corruption-risk).
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to relatively low risk activities and to reduce
effort in those areas and/or redeploy resources
where there is a greater need,

helping to determine the level of risk-based due
diligence that will be appropriate for particular
third parties, building on an informed appraisal
of the risks associated with the activities such
parties are being asked to undertake,

identifying opportunities for efficiency, not only
in controls but also in the underlying public sec-
tor institution’s activities themselves, and

supporting the promotion of risk awareness
generally and supporting a structured, informed
approach to ethical decision making in the pub-
lic sector institution.




6. CORRUPTION RISK
ASSESSMENT METHODOLOGY:
PART Il - PROCEDURAL AND
SUBSTANTIAL ASPECTS

6.1. GENERAL
OBSERVATIONS

As mentioned in the introduction on the un-
derstanding of CRA, the process of corruption
risk (self)assessment should include, inter alia,
clarification of what is meant by corruption
(preferably,unethical behaviour and integrity
breaches should be included) and what is meant
by incidence and seriousness of corruption (there
are various methods for assessing the incidence
of corruption such as direct observation, proxies,
surveys, interviews etc.'*4). Further, a risk assess-
ment should identify the contributory and facili-
tating factors underlying corruption in the partic-
ular institution, sector, project or process being
assessed and specific risks and develop measures
for the suppression of the identified risk factors
and risks. Typical ‘assessment journey’ (as defined
by OECED) should therefore include the following
phases: '

Step 1. Defining the purpose: Why assess?
Step 2. Selecting the subject: What to assess?

Step 3. Planning and organizing the assess-
ment: Who will asses?

Step 4. Agreeing on methodology: How to as-
sess?

Step 5. Ensuring impact: How to integrate as-
sessment results into the policy cycle?

134 See for the details Council of Europe: Project against Cor-
ruption in Albania (PACA), Technical paper on the Corruption
Risk Assessment Methodology Guide (2011), p. 5 - 10 (avail-
able on: http://www.coe.int/t/dghl/cooperation/economic-
crime/corruption/projects/Albania/ Technical%20Papers/
PACA_TP%202%202011-Risk%20Assessment%20Methodology.
pdf).

135 See OECD Framework for Assessment of Public Sector
Integrity, p. 12 (available on: http://www.keepeek.com/
Digital-Asset-Management/oecd/governance/public-sector-
integrity_9789264010604-en#page1).

We learn from
experience that men
never learn anything

from experience.

(George Bernard Shaw)

On a concrete level, the depth of a particular
CRA depends on the size and scope of the insti-
tution, organisation, department, sector, project
or process being assessed. Thus, the sophistica-
tion of risk assessment ranges from identification
of corruption (or integrity) and/or institutional
weaknesses/gaps as an indicator of risk of further
corruption to an analysis of the impact and esti-
mation of the likelihood of corrupt practices. Mov-
ing from the identification of risks to actionable
information, further stages in the assessment may
include prioritization of risks and identification of
tools to address the identified risks. In many cases,
the first stage serves to identify broad risk areas
(usually through secondary sources) which are
then analysed in more detail in the second stage.
In some cases, intermediate steps in the analysis
are left out, such as the assessment of impact and
likelihood of corrupt practices. In other cases, the
analysis stops at the risk identification stage, or
even at the point of identifying institutional weak-
nesses. '3

Below is general framework methodology for com-
prehensive corruption risk assessment. It is not
based on some completely new (and untried)ap-
proach, but rather follows some already developed

136 McDevitt, A.: Corruption Risk Assessment Topic Guide
(2011), p. 2 (available on: http://gateway.transparency.org/
files/uploads/Corruption_Risk_Assessment_Topic_Guide.pdf).



concepts, and tries to improve, deepen and adapt
them in a way to be useful for all the above pre-
sented approaches to corruption risk assessment.

6.2. GOOD PRACTICE
PRINCIPLES FOR
CORRUPTION RISK
ASSESSMENT

As already explained, most corruption risk assess-
ments take an institutional approach, i.e. they
aim to identify weaknesses in (the enforcement
of) rules and regulations in the institution, sec-
tor and/or process being analyzed. Transparency
International developed 10 good practice prin-
ciples for effective corruption risk assessment
that are of general nature and fully applicable to
the Southeast European (SEE) region as well. Ac-
cording to these principles, effective risk assess-
ment (especially the institutional one) should: '¥7

1. have the full support and commitment from
the superior or other senior management,

2. involve the right people to ensure a suffi-
ciently informed and complete overview of
the institution and its risks ,

3. be comprehensive, taking account of all ac-
tivities of the institution which may create
significant corruption risk,

4. avoid preconceptions about the effectiveness
of controls or the integrity of employees and
third parties, and therefore focus on inher-
ent risk,

5. identify and describe corruption risks in ap-
propriate detail,

6. evaluate corruption risks by reference to a
realistic assessment of likelihood and im-
pact,

7. prioritise corruption risks to the extent that
this is practical and meaningful,

8. be documented in such a way as to demon-
strate that an effective risk assessment
process has been carried out,

9. be regular, performed at appropriate inter-
vals and otherwise in the event of significant
changes affecting the public sector,and

137 See Transparency International UK: Diagnosing Bribery
Risk, Guidance for the Conduct of Effective Bribery Risk
Assessment, p. 2 (available on: http://www.transparency.
org.uk/publications/ 15-publications/678-diagnosing-bribery-
risk/678-diagnosing-bribery-risk).
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10. be communicated effectively, and designed
in a way that facilitates effective communi-
cation and the design of appropriate policies,
programmes and controls.

In addition to TI principles, the following princi-
ples (or principled advice) are applicable to the
SEE region regarding practical implementation of
corruption risk assessment:

11. take broad approach, be innovative and
find the best option for the corruption risk
assessment in concrete institution, sector,
project or process,

12. establish adequate supervision or control
mechanisms over (self-)CRA quality,

13. engage modern technologies and advanced/
adapted software solutions or tools in cor-
ruption risk assessment, where applicable,

14. engage knowledge and experiences of au-
dit and other supervisory institutions in
developing corruption risk assessment,

15. use corruption risk assessment to orient
mindset changes towards zero tolerance to
corruption and to stimulate integrity-based
behaviour.

6.3. FRAMEWORK
METHODOLOGY

This framework methodology is designed as a kind
of a check-list and it is intended to guide those
charged with organising and carrying out a corrup-
tion risk assessment through all crucial phases of
the process.'® The framework methodology con-
sists of 5 phases with altogether 27 steps. How-
ever, the steps are neither exclusive nor absolute,
but systematic in a way that the methodology can
be adapted, expanded, altered or otherwise tai-
lored to concrete procedure of corruption risk as-
sessment easily. The framework methodology can
be used for any CRA type or approach (integrity
plan, sectoral CRA, ad hoc CRA); however, the ap-
proach should be selected in advance.

138 Compare also UN Global Compact Guide for Anti-Cor-
ruption Risk Assessment Guide (available on: http://www.
unglobalcompact.org/docs/issues_doc/Anti-Corruption/
RiskAssessmentGuide.pdf) and Transparency International
UK: Diagnosing Bribery Risk, p. 12 (available on: http://www.
transparency.org.uk/publications/ 15-publications/678-diag-
nosing-bribery-risk/678-diagnosing-bribery-risk).




Please note (!) that regarding the steps marked with asterisk (*) in the methodology, some rel-
i evant content is presented in more detail below in the paper.

Please note (!) that propositions on who is responsible for certain activity only refer to typical
(as a rule) situations and are not of absolute nature. Who should be responsible
f for certain activity depends on the nature of the concrete activity, organisational
structure of the institution, specific circumstances of the sector or project being

assessed, etc.

Please note (!) that the timeframes, deadlines, eventual resource requirements, reporting re-
quirements, etc. related to each task have to be specified next to the task and
i designated person(s).

Phase 1: Planning, scoping and mobilisation of resources
- the result of this phase should be an effective work plan for corruption risk assessment and clear
responsibilities of individuals in this process -

1  Obtain superior or top level management support for corruption risk assess-
ment, including:
a. commitment to investment of appropriate time and resources,

b. commitment to personal participation of superior or top level manage- management
ment as appropriate in the process,

c. commitment to top level communication with relevant internal stake-
holders on importance of the assessment task

2  Appoint CRA project leader and members of the working group that will carry
out corruption risk assessment

(all sectors or departments of the institution should be properly and propor-
tionally represented in the working group. In addition, responsible individuals
for the task in question can be designated by names)

management

3  Define working group’s responsibilities and reporting lines

Define the scope of the assessment by defining which approach will be taken,
what is meant by the term ‘corruption’ and whether integrity issues are going
to be included as well

working group

4* Select the way to collect all relevant information for risk identification and

define methods to be used for risk identification working group

5* Prepare methodological work plan, including templates of the planned assess-
ment documents

Set timeframes for individual activities and prepare time table of the assess-
ment

Communicate work plan and timeframes to the institution’s management em-
ployees or other stakeholders

Define the method for presentation of the CRA results
Schedule workshops or other information gathering exercises (if applicable)

working group
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6  Formulate and communicate instruction to those contributing to the process,

including:
a. explanation of the aims and nature of corruption risk assessment in
force

working group,

detailed information on the tasks to be undertaken
management

explanation of templates to be completed (if they refer to contributing
persons)

d. information on the corruption risk assessment workshops and sessions
(if applicable) and how to prepare for them

Phase 2: Identification and analysis of risks
- the result of this phase should be a clear list of identified risks and assessment which risk factors are
under control and which are not and should be subsequently subject to risk management -

7  Gather, review and analyse all existing internal and external documents and
data relevant for the corruption risk assessment*®

Conduct workshops or other information gathering exercises focused on risk
identification (if applicable)

working group

8 Consider in-depth the following questions: which, where, when, why and how
events could prevent, degrade, delay or enhance the achievement of tasks working group
and objectives (of institution, sector, project or working process)

9 * Based on the findings in previous steps, map areas to be assessed because of
their vulnerability to corruption, integrity violations or other unethical be-
haviour. Pay special attention to:
& sensitive processes, working group

& sensitive functions, and
& other areas and points where there is significant vulnerability to corrupt
and unethical behaviour
10 * Identify and consider all groups of risk factors in every area:
& external or systemic risk factors,
® institutional (organisational) factors and conditions, working group
© individual factors (personal base - staff),
© working processes and procedures.
11 * Consider relevant groups/types of risks that can be driven / facilitated by

indentified risk factors. Pay special attention to the following risks:
bribery risk,

risk of abuse of power or position for private interests,
risk of abuse of public resources for private interests,

risks regarding the possible influences and claims for the public official to
perform illegal or unethical conduct or for such official to be subject to
psychological or physical violence to that end (external and internal pres-
sure or influence),

risk of conflict of interests,

other risks regarding the special tasks or mission of the institution, proj-
ect or working process or sectoral-specific risks.

KRR

working group

2
2

12 Identify risks that need to be managed (based on activities and findings in

previous steps) working group
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Evaluate existing controls in respect of identified risks (assess which of the
existing measures are sufficient and effective and whether these measures
are appropriate depending on the degree of likelihood and consequence that
may arise)

working group

Phase 3: Measurement, evaluation and ranking of identified risks
- the final result of this phase should be assessment of each individual risk. This phase is tightly
connected to the phase of identification and analysis of risks and provides basis for the next phase -

14 *

15 *

16 *

Measure or evaluate level of every identified risk, based on combination of
likelihood of separate risk to occur and gravity of impact (detriment) in case
of occurrence (e.g. using heat map)

Asses possible risk interaction

working group

Prioritise risks according to the impact their occurrence (including interac-

tion) may have working group

Develop document with comprehensive assessment of each identified risk and

its final evaluation (risk register) working group

Phase 4: Risk management plan and risk register

- the final result of this phase should be a risk management plan and a risk register or other list of
risks (all risks that exceed acceptable level and can as such impede or prevent the achievement of the
objectives of the institution are inserted) -

17 *

18 *

19

20

21

22

Develop risk treatment and control activities (risk management plan) bearing
in mind available resources (in terms of finance, staff/human resources etc.)

Prepare recommendations for improvement of processes and procedures in
risky areas working group

Define measures for controlling identified risks and preventing their recur-
rence (including responsible persons and deadlines for implementation of
those measures)

Prepare risk management plan and set up priority list of risks to be addressed

and measures to be taken working group

Submit risk management plan with recommendations and measures to supe- working group
rior or top level management for adoption (lead)

Establish risk register or similar document, including:
& the list of identified risks and factors that facilitate them,

& the list of adopted and accepted recommendations, measures and priori-
ties for risk management, responsible persons and deadlines

working group

Present risk management plan, including risk register, to all employees or oth-
er stakeholder (comments are possible and the relevant ones can be added
to the risk register)

working group,
management

Prepare final report of the working group, including all relevant documents

from CRA process working group
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Phase 5: Programme for monitoring and follow-up
- the final result of this phase is a system or mechanism for constant monitoring, updating and follow-

up of risk register and risk management plan -

23 Develop mechanism for superior or top level management to constantly ob-
serve the implementation of the risk management plan

24  Appoint integrity officer (if applicable or if not already appointed)

25 Inform the superior or top level management on development, issues, etc. re-
garding the risk management plan on a regular basis (it is advisable to prepare
such reports every three months or more frequently, if needed)

26 Update CRA documents (including risk map and risk register) on a regular basis
(update is advisable in a three months period or more frequent, if needed)

27 Establish effective mechanism for communication between integrity officer,

management and employees

6.4. EXPLANATION
OF TERMS AND
ACTIVITIES FROM
METHODOLOGICAL
POINT OF VIEW

6.4.1. METHODS FOR
GATHERING RELEVANT
INFORMATION - STEPS 4, 7
AND 8 OF THE FRAMEWORK

METHODOLOGY

With regard to risk identification, in-depth infor-
mation and data are crucial, including their analy-
sis. In respect of the institution, sector or proj-
ect’s size (largeness) and complexity of its tasks,
mission and working procedures, a person or the
working group preparing corruption risk assessment
can use and combine several different methods of
work to gather relevant information for further
identification and disclosure of all relevant risks.
In most corruption risk assessments, a combina-
tion of secondary sources (legal-institutional anal-
ysis of key documents, desk research) and primary
sources (surveys and questionnaires, focus groups,
key informant interviews, checklists, etc.) is used
for risk identification. Secondary sources are often
used in the preliminary stages to give a picture of

working group,
management

management

integrity officer
or other compe-
tent employee

integrity officer,
working group,
management

integrity officer,
management

the overall environment in a country, institution
or sector, or to identify priority risk areas, and pri-
mary sources are used for deeper analysis of the
more critical corruption risks (or perceived risks).
In addition, some form of expert analysis is usually
required to assess the level of risk (e.g. likelihood
and probability of corruption).'

More concretely, possiblemethods to gather rel-
evant information that further (based on an in-
depth analysis) facilitate identification of risks are
the following:

139 McDevitt, A.: Corruption Risk Assessment Topic Guide
(2011), p. 4 (available on: http://gateway.transparency.org/
files/uploads/ Corruption_Risk_Assessment_Topic_Guide.pdf).

140 See an example in “Annex 1: sample institutional risk
questionnaire” developed in the scope of the Council of
EuropeProject against Corruption in Albania (PACA), Technical
paper on ‘Corruption Risk Assessment Methodology Guide’,
available on: http://www.coe.int/t/dghl/cooperation/
economiccrime/ corruption/projects/Albania/ Technical%20
Papers/PACA_TP%202%202011-Risk%20Assessment%20Method-
ology.pdf.




gathering and analysing in-
formation that already exist
within institution or sector

considering, among others,the
following issues:

+ What is the current situation?

+ What controls, preventive
mechanisms or training pro-
grams are in place?

+ Are they efficient?

+ Do public officials follow
these procedures and take
them seriously?

+ What is the level of engage-
ment / commitment of supe-
rior or management?

using experience and skills of
public officials or other em-
ployees

gathering and analysing experi-
ences of similar institutions,
sectors, projects or working
processes

‘What if’ analysis or other
method for discussing hypo-
thetical scenarios for response
if certain corruption risk occurs
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internal or external audit reports,
internal or external investigation reports,

inspection reports and measures imposed to institution and/or
its employees by supervisory state authorities,

court decisions against institution’s decisions or other activities
in its work field,

disciplinary or similar coercive measures against institution’s
employees,
reports on incidents,

records on staff or/and users complaints (e.g. complaints book)
or other feedback,

media reports on institution (and its employees) or sector,

existing controlling mechanisms or solutions already in place
for elimination of separate risks,

other documents that contain relevant information for risk
identification.

personal interviews (officials should be asked to identify the
ways that the existing controls could be annulled or bypassed),

surveys and questionnaires,’! including risk identification
sheets,

focus group discussions.

publically available reports or other available sources,
on-site visit or other way of direct contact,

studies or reports on the experience in similar institutions, sec-
tors, projects or working processes in the region and beyond,
if available (this is useful to get a sense of possible range of
corrupt behaviour that indicates possible corruption risks and
risk factors).

brainstorming,
focus group discussions,
establishment of narrowly focused sub-working groups.

Possible methods presented above are neither ex-
clusive nor exhaustive. Other methods (such as,
for example, workshops or other information gath-
ering exercises focused on risk identification) can
be used if they ensure identification and detection
of all relevant risks in a concrete case.

6.4.2. MAPPING OF AREAS TO
BE ASSESSED - STEP 9 OF THE
FRAMEWORK METHODOLOGY

Mapping of areas to be assessed is inseparably con-
nected with the phase of risk identification. Here

are some areas, field, processes etc. that should
be given special attention in this regard:



sensitive processes

sensitive functions

other areas or points where
there is significant vulnerabil-
ity to corruption, breach of in-
tegrity or unethical behaviour
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specific administrative proceedings such as licensing, grant-
ing visas, permissions for work, personal documents or simi-
lar documents important for individuals, imposing duties and
obligations to citizens (e.g. tax and customs duties), issuing
binding opinions or decisions, management of queue lines or
registers for public goods and benefits (such as social trans-
fers, non-profit rental of immobility, public health services
etc.),

delegation of work,

supervision over working processes,

public procurement proceedings,
recruitment or promotion of staff members,

enforcement of fines or other sanctions for misdemeanours or
other violations of law,

initiation of criminal proceedings and adjudication (in judi-
ciary sector),
etc.

public officials with a responsible role:
+ superior, manager,
+ supervisor,
+ decision maker,
+ official responsible for validation of decision,
+ etc.

financial and budgetary issues,

sector-specific areas (when not part of the processes),
investment decisions (when not part of the processes),
processes or sectors with large public presence,

other areas (dependent on the circumstances of a concrete
case).




The areas that should be assessed depend primarily on the approach in a concrete case, i.e. what is the
type and scope of CRA in question. Here are some examples: '

public sector in-
stitution

public sector

police

health sector

& sensitive processes:

+ all processes of daily police work (from traffic control to
investigation of serious forms of crimes),

+ superyvision over work,

+ recruitment procedures,

+ public procurement procedures,
@ sensitive functions:

+ head of police,

+ head of police units,

+ high public officials of ministry responsible for police (usu-
ally ministry of interior),

& other areas:
+ financial and budgetary issues,
+ public relationship.

& sensitive processes: '

+ investment decisions and procurement procedures for
drugs and medical equipment,

+ licensing of private health establishments,

+ recruitment procedures ,

+ delegation of work,

+ supervision over medical decisions,

& sensitive functions:

+ medical personnel responsible for drug selection / licens-
ng,

+ heads of public healthcare institutions (such as hospitals,
ambulances, also pharmacies),

+ medical personnel responsible for setting professional
guidelines in medical treatment and care,

+ high officials of ministry responsible for health,
& other areas:

+ finance and budgetary issues,

+ management of queue lines for medical services,

+ patient-doctor interaction,

+ public relationship.

141 See for example U4: Corruption in health sector, p. 5 (available at: http://www.u4.no/publications/corruption-in-the-
health-sector-2/, accessed on 19 September 2014) and the Project against Corruption in Albania (PACA), Technical paper on “Cor-
ruption Risk Assessment Methodology Guide” ( p. 23 - 25 (available at: http://www.coe.int/t/dghl/cooperation/ economiccrime/

corruption/projects/ Albania/ Technical%20Papers/ PACA_TP%202%202011-Risk%20Assessment%20Methodology. pdf).
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& sensitive processes:

+ phase of preparing a public tender, including technical
specifications and documentation,

+ phase of preparing selection and award criteria,

+ phase of invitation to tender or invitation to submit final
bids (in restricted procedure, when applicable),

public procure-
ment (in certain
institution or
sector)

process

+ competitive dialogue procedure (when applicable),
& sensitive functions:
+ members of procurement commission and other staff en-

gaged in preparation of technical specifications and docu-
mentation,

+ head of contracting authority,

& other areas:
+ preparing of public procurement legislation,
+ finance and budgetary issues.

6.4.3. IDENTIFICATION OF
RISKS - STEP 10 OF THE
FRAMEWORK METHODOLOGY

Identification of risks is closely connected with
eventual wrongdoings that can occur as a conse-
quence of identified risk factors. After risk factors
in every process, function or other area under as-
sessment are identified, it is essential to identify
eventual wrongdoings (corrupt behaviour, integrity
breaches, other unethical breaches etc.) that can

steam from those risk factors. Based on identified
possible wrongdoings, working group can create a
list of corruption risks, evaluate level of each risk
and develop measures to address those factors and
risks.

If the subject matter of corruption risk assessment
is e.g. public procurement procedure in a public
sector institution, the phase of risk identification
should be basically based on the following steps
(in all steps, the specificities and characteristics
of concrete institution should be considered; this
is a purely hypothetical example):

Identification of Eventual
risk factors wrongdoings
External and systemic member(s) of procure-

risk factors:

& public procurement
law is not clear on
whether any trans-
parency is needed in
public tenders of mi-
nor value,

& public procurement
law does not include
penalties for splitting
purchases

ment commission or su-
perior can take, demand
or accept bribe to favour
certain bidder

member(s) of procure-
ment commission or su-
perior can favour certain
bidder based on personal
or business connections

Identified
risks

bribery risk (on the level
of superior and members
of procurement commis-
sion)

risk of abuse of power
or position for private in-
terests (especially on the
level of superior)

risk of illegal lobbying
or trading in influence
(on the level of superior
and members of procure-
ment commission)

Further
procedure

measurement, eval-
uation and ranking
of risks

recommendations
and risk manage-
ment plan (should
be based especially
on increasing of
transparency  and
decreasing of dis-
cretion in procure-
ment procedure)




Organisational risk fac-

tors:

® no internal regula-
tion prescribes due
dealing with bids
before they are
publically or offi-
cially opened,

©® no procedure on
how members of
procurement com-
missions are ap-
pointed,

& no internal regu-
lation/instruction
exist on how to
proceed in case of
conflict of interest,

@ internal regulation
allows superior to
chose  contractor
other than the one
proposed by pro-
curement commis-
sion,

Individual risk factors

&® - several employees
complain about low
salaries,

Working processes risk

factors

& - procurement
commission is not
obliged to keep
minutes on decision
making,

& - superior is not
obliged to docu-
ment his/her final
decision on con-
tractor.

member(s) of procure-
ment commission or su-
perior can manipulate
the public procurement
procedure or decision
in favour of one bidder
based on his/her gener-
ous behaviour during the
procedure (gifts, hospital-
ity etc.)

member(s) of procure-
ment commission or su-
perior can manipulate the
public procurement pro-
cedure or decision based
on their personal prone-
ness to certain product

(e.g. certain mark of
product)
Etc.

6.4.4. EXAMPLES OF TYPICAL
CORRUPTION AND INTEGRITY
RISK AND RISK FACTORS

IN PUBLIC SECTOR AND
EXAMPLES OF MEASURES TO

MANAGE THEM -

RELEVANT

FOR STEPS 10, 11 AND
17 OF THE FRAMEWORK

METHODOLOGY

risk of conflict of inter-
ests (on the level of su-
perior and members of
procurement commission)

& monitoring and fol-
low up

Below are some typical corruption and integrity
risks, typical risk factors that can facilitate them,
and some possible measures to suppress them. The
risks and risks factors that can, as a rule, occur
in different areas and levels inside the public sec-
tor (i.e. in individual public sector institutions,
specific sectors, projects, working processes, etc.)
are selected. As it was already emphasized in the
introductory part,"only general content and pre-
dictable features of corruption and integrity risks
and risk factors can be presented on a general level
(including the papers such as this).

142 For the examples of risk factors, see also subchapter
2.2.2.

143 See subchapter 2.2.3.



As regards measures and recommendations for im-
proving processes and procedures in the risky areas
and measures to suppress the identified corruption
risks, they can be of legal or of practical nature
and can refer to:

legislation, regulation or rules that are not de
facto applied or are not implemented efficiently
and consistently,

areas that are over- or under- regulated,
internal policies,
employees or human resources management,

conditions or criteria for employment or promo-
tion of employees in public sector,

working procedures and processes,

general governance of the institution, sector or
project,
financial operation,

strengthening of integrity, expert knowledge
and ethical behaviour of public officials,

other measures appropriate for coping or pre-
vention of corruption, integrity violations and
other illegal or unethical behaviour or practice
in public sector.

external and systemic risk factors:

& absence of basic legal framework needed to
fight corruption, including strict incrimination
of bribery criminal offences, rules on asset
declaration, free access to public information
rules and whistleblower system,

absence of penalties for breaching anti-corrup-
tion laws and regulation,

inefficient law enforcement and prosecution,

poor or bad understanding of due public sector
functioning by potential bribe-givers,

unclear wording in relevant legislation, that
enables corrupt interpretations of law,

® oo @
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Some ideas of measures and recommendations are
presented in relation to the risks below; however,
they are only meant as guide-points given that
the measures are in the first place dependent
on the level of the risk in a concrete case. If the
level of the risk is high, stricter or even repres-
sive measures are needed; if the risk level is low,
preventive measures such as training, awareness
raising, soft supervision, etc. might be sufficient.
In practice, it is recommended for every risk factor
and risk to identify and use all measures that are
legal and are expected to give positive results in
terms of mitigating the degree or level of risk.

6.4.4.1. BRIBERY RISK

Bribery risk (i.e. the most serious and at the same
time typical corruption risk) includes:

risk of public official or employee taking or de-
manding a bribe or accepting an offer or prom-
ise of a bribe or other undue advantage for a
legal decision or breach of duty within his or her
position in the public sector.

Dependent on the risk level in a concrete case,
the following measures might be used:

systemic level:

& clear incrimination and effective, proportion-
ate sanctions for bribery criminal offences,

& adopting or improving anti-corruption legisla-
tion (including rules on asset declaration, free
access to public information or similar rules
on public sector transparency, and proportion-
ate penalties for breaching anti-corruption
laws and regulation) and ensuring its efficient
implementation,
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organisational risk factors:
chronic failure to follow existing institutional
policies, procedures or systems (including top
level public officials),

bad or inconsistent internal acts and regula-
tion,

inadequate oversight or supervision mecha-
nisms,

supervisors/management don’t recognise that
corrupt activity is happening or they facilitate
corruption by tolerating low level non-com-
pliance with all kind of rules (when not them-
selves engaged in it),

poor organisational culture including unclear

messages about what is acceptable and exam-
ples set by management,

public officials have high level of power or in-
fluence, not consistent with their actual posi-
tion,

individual risk factors:
lack of integrity,
inadequate work review or supervision over
concrete public official,

feelings of dissatisfaction or perceptions of un-
fairness at work (including low salary),

working process risk factors:
public official is having high level of personal
discretion and autonomy in decision making,

non-transparent or unrecorded decision mak-
ing,
poor organisation of working processes,

lack of vertical or horizontal controls inside
working processes.

etc.

6.4.4.2. RISK OF ABUSE OF POWER OR
POSITION FOR PRIVATE INTERESTS

Risk of abuse of power or position for private in-
terests includes (some forms can overlap with

bribery):

&
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establishing whistleblower system and protec-
tion,

measures / rules for strengthening responsi-
bilities of superiors or other top level public
officials,

measures for strengthening role and efficiency
of law enforcement and prosecution,

awareness raising programmes for public or
different stakeholders,

corruption proofing of laws and regulation,
etc,

organisational (institutional, project, etc.)
level including working processes and indi-

vidual factors:

adoption or improvement of internal policies,
rules and regulations with strong anti-bribery
connotation, including written standards such
as the code of conduct and anti-corruption
policies),

establishment of efficient oversight, supervi-
sion, review or audit anti-corruption mech-
anisms (regular and random) in all levels or
processes, including additional supervision of
public officials on positions that are exposed
to higher bribery risk,

introduction of transparency into all internal
processes - proper records should be kept for
all decisions, and also reasons for all impor-
tant decisions should be documented, includ-
ing name(s) of person(s) responsible for the
decision,

establishment of complete electronic audit
trail regarding electronic documents (on their
creation, access, copy, print, altering and/or
deletion) and regular supervision of this trail,

clear rules on organisational structure and re-
porting lines (especially rules on who public
officials report to, and are supervised by),

verification system of key decisions,

mandatory rotation of public officials in high
bribery risk positions,

employee background checks,
anti-corruption and integrity trainings,
etc.

nepotism,

cronyism,

patronage,

other forms of favouritism,

irregularities in public sector recruitment pro-
cedures,



Corruption

self-dealing,
shirking,

falsification of information in institution data-
bases for private interests and

similar forms of abuse of power in public sector.

external and systemic risk factors:
absence of basic legal framework needed to
fight corrupt forms of abuse of power or in-
tegrity breaches, including absence of merito-
cratic hiring rules and whistleblower system,

absence of penalties for breaching anti-corrup-
tion or integrity laws and regulation,

unclear competences of authorities,

unadjusted or disharmonized work of public
sector institutions,

& @

organisational risk factors:
poor strategic and operational guidelines (pol-
icy) or inadequate policies, procedures or sys-
tems, including weak managerial and admin-
istrative measures and absence of rules that
promote ethical behaviour and transparency,

chronic failure to follow existing policies, pro-
cedures or systems (including top level public
officials),

bad or inconsistent internal acts and regula-
tion,

inadequate or weak work review, oversight and
audit mechanisms,

superior or management don’t sufficiently un-
derstand the work to recognise that abuse of
power is happening or they facilitate such ac-
tivity by tolerating low level non-compliance
with all kinds of rules (when not themselves
engaged in it),

public officials have high level of power or in-
fluence, not consistent with their actual posi-
tion,

individual risk factors:
lack of integrity,

inappropriate relationships with clients,
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Dependent on the risk level in concrete case, the
following measures might be used:

systemic level:
adopting or improving anti-corruption legisla-
tion (including clear rules on public sector re-
cruitment, transparency rules and effective,
proportionate and dissuasive penalties for any
form of abuse of power) and ensuring its ef-
ficient implementation,

establishing whistleblower system and protec-
tion,

measures / rules for strengthening responsi-
bilities of superiors or other top level public
officials,

efficient, proportionate and dissuasive crimi-
nal, civil (including labour) or administrative
sanctions for different types of abuse of pow-
er,

etc,

organisational (institutional, project etc.)
level including working processes and indi-
vidual factors:
& broad advertising of public sector positions,
preparation of appropriate selection criteria
and their publication in advance,

& verification system of key decisions,

& introduction of transparency into all internal
processes - proper records should be kept for
all decisions, and also reasons for all impor-
tant decisions should be documented, includ-
ing name(s) of person(s) responsible for the
decision,

clear rules on organisational structure and re-
porting lines (especially rules on who public
officials report to, and are supervised by),

@




working process risk factors: & establishment of efficient oversight, super-

% public officials have high level of personal dis- vision or review mechanisms (regular and

cretion and autonomy in decision making, ranglqm) in all leygls Or processes, i.nf:luding
additional supervision of public officials on

positions that are exposed to greater risk of
abuse of power,

© introduction of safeguard measures such as an-
ticipated workload (per day, week or month),
electronic registration of presence at work
etc., and efficient supervision over it,

& establishment of complete electronic audit
trail regarding electronic documents (on their
creation, access, copy, print, altering and/or
deletion) and regular supervision of this trail,

< mandatory rotation of public officials in key

& non-transparent or unrecorded decision mak-
ing,

@ lack of vertical or horizontal controls in work-
ing processes.

positions,
© anti-corruption and integrity trainings,
& etc.
6.4.4.3. RISK OF ABUSE OF PUBLIC irregularities in public procurements such as
RESOURCES FOR PRIVATE INTERESTS kickback, bid-rigging, excluding qualified bid-
ders, leaking a bid information to help a fa-
Risk of abuse of public resources for private inter- voured bidder, manipulation of bids, split pur-
ests includes (some forms can overlap with bribery chase, fraudulent invoicing (they can overlap
or abuse of power): especially with bribery), and
misappropriation, other forms of abuse of public resources for pri-

vate interest or gain
embezzlement,

other forms of (ab)using public resources (e.g.
work time, vehicle, office equipment, etc.) for
private interests,

external and systemic risk factors: Dependent on the risk level in concrete case, the
& absence of basic legal framework needed to following measures might be used:
fight corruption such as asset disclosure rules, systemic level:
& inefficient law enforcement and prosecution, ¢ adopting or improving anti-corruption legisla-
% inefficient or incompetent oversight institu- tion (including rules on asset declaration) and
tions, ensuring its efficient implementation,
@ non-transparent publ]c ﬁnance processes, <> measures for Strengthening role and efﬁciency

of law enforcement and prosecution,

& efficient and dissuasive criminal or/and civil-
law sanctions for all kinds of misuse of public
funds,

@ etc,




internal (organisational) risk factors:
© bad or inconsistent internal acts and regula-
tion,
© inadequate work review, oversight and audit
mechanisms,

© superior / management don’t sufficiently un-
derstand the work to recognise that abuse of
public funds is happening or they facilitate
such activity by tolerating low level non-com-
pliance with all kinds of rules (when not them-
selves engaged in it),

& public officials have high level of power or in-
fluence, not consistent with their actual posi-
tion,
individual risk factors:

lack of integrity,
inadequate supervision or work review over
concrete public official,

working process risk factors:
public officials have high level of personal dis-
cretion and autonomy in decision making,

non-transparent or unrecorded decision mak-
ing,

lack of vertical or horizontal controls in work-
ing processes.

etc.
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6.4.4.4. RISK OF ILLEGAL OR UNETHICAL
EXTERNAL INFLUENCE OR PRESSURE ON
PUBLIC OFFICIAL

Risk of illegal or unethical external influence or
pressure on public official includes:

external and systemic risk factors:
© bad or inconsistent legislation regulating cer-
tain sector, working field of the public sector
institution, specific project etc.,

Corruption Risk Assessment in Public Institutions in South East Europe
Comparative Research and Methodology

organisational (institutional, project etc.)
level including working processes and indi-
vidual factors:

& consistent policy guidelines regarding use of

allocated resources including clear rules that
public officials are not permitted to approve
allocation of resources to themselves,

& verification system of key decisions on public

resources disposal,

introduction of transparency into all internal
processes - proper records should be kept for
all decisions, and also reasons for all impor-
tant decisions should be documented, includ-
ing name(s) of person(s) responsible for the
decision,

clear rules on organisational structure and re-
porting lines (especially rules on who public
officials report to, and are supervised by),

establishment of independent and efficient
internal audit service or improvement of its
independence and efficiency,

additional supervision of public officials on
positions that are exposed to greater risk of
abuse of public resources,

establishment of complete electronic audit
trail regarding electronic financial documents
(on their creation, access, copy, print, alter-
ing and/or deletion) and regular supervision
of this trail,

full internal and external transparency of pub-
lic procurement procedures,

anti-corruption and integrity trainings,
etc.

illegal or unethical lobbying,
pressures connected with trading in influence,

other forms of external pressure on public of-
ficial.

Dependent on the risk level in a concrete case,
the following measures might be used:
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absence of basic legal framework needed to
fight corruption such is clear lobbying regula-
tion,

inefficient law enforcement and prosecution,
inefficient or incompetent oversight institu-
tions,

poor or bad understanding of proper public
sector functioning by external community,

internal (organisational) risk factors:
unclear mandate of institution, project, etc.

superiors or management don’t sufficiently un-
derstand the work to recognise that external
pressure is happening,

inadequate or insufficient knowledge, skills or
experience of public officials or related supe-
riors or managers to resist or oppose the pres-
sure,

insufficient support mechanisms for public of-
ficials when exposed to external pressure,

individual risk factors:
lack of knowledge (e.g. on lobbying regula-
tion),

lack of practical skills (inexperience),

inadequate knowledge, skills of experience on
how to resist pressure,

pressures in the work environment,
inappropriate relationships with clients,
working process risk factors:

public officials are having high level of person-
al discretion and autonomy in decision making,

non-transparent or unrecorded decision mak-
ing,
poor organisation of working processes,

lack of vertical or horizontal controls in work-
ing processes.

etc.

6.4.4.5. RISK OF ILLEGAL OR UNETHICAL
INTERNAL INFLUENCE OR PRESSURE ON
PUBLIC OFFICIAL

Risk of illegal or unethical internal influence or

pressure on public official includes:

&

systemic level:
adopting or improving anti-corruption legisla-
tion (including rules on lobbying) and ensuring
its efficient implementation,

measures / rules for strengthening responsi-
bilities of superiors or other top level public
officials,

measures for strengthening role and efficiency
of law enforcement and prosecution,

efficient and dissuasive criminal or adminis-
trative sanctions for illegal lobbying, illegal
trading in influence or illegal forms of pres-
sure,

awareness raising programmes for public or
different stakeholders on lobbying,

etc,

organisational (institutional, project etc.)
level including working processes and indi-

vidual factors:
adoption or improvement of internal policies,
rules and regulations regarding dealing with
external pressure and introduction of efficient
safeguards against external pressure,

introduction of transparency into all internal
processes - proper records should be kept for
all decisions, and also reasons for all impor-
tant decisions should be documented, includ-
ing name(s) of person(s) responsible for the
decision,

clear rules on organisational structure and re-
porting lines (who public officials report ex-
ternal pressure to, and who will advise them
further proceeding),

establishment of efficient support mechanisms
in all levels or processes, including additional
support for public officials on positions that
are exposed to greater risk of external pres-
sure,

verification system of key decisions,
anti-corruption and integrity trainings, train-
ings on how to resist pressure,

etc.

various forms of illegal influences on subor-
dinated public officials to violate or abandon
their due conduct,

risk of taking detrimental actions against po-
tential whistle-blowers, etc.
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external and systemic risk factors:
© absence of basic legal framework needed to

Dependent on the risk level in a concrete case,
the following measures might be used:

fight corruption such as whistleblower system
and protection),

systemic level:

& adopting or improving anti-corruption legisla-

@ inefficient law enforcement and prosecution, tion (including rules on whistleblower protec-
& inefficient or incompetent oversight institu- tion and anti-mobbing rules) and ensuring its
tions, efficient implementation,
internal (organisational) risk factors: measures / rulgs for strengthening responsj-
& poor strategic and operational guidelines (pol- glf::itclieasisc’f superiors or other top level public
icy) or inadequate policies, procedures or sys- ’ ) o
tems, measures for strengthening role and efficiency
© chronic failure to follow existing policies, pro- of law enforcement and prosecution,
cedures or systems, efficient and dissuasive criminal or adminis-
& bad or inconsistent internal acts and regula- trative sanctions for mobbing or other forms
tion of internal pressure,
© inadequate work review, oversight and audit awareness raising programmes on anti-mob-
mechanisms bing and whistle-blowing,
& poor organisational culture (especially unclear ete,
messages about what is acceptable, examples organisational (institutional, project etc.)
set by management, inappropriate attitude to level including working processes and indi-
subordinates), vidual factors:
individual risk factors: © introduction of efficient safeguards against in-
& lack of knowledge (e.g. on wf.u'stle-blowers ternal pressure, such as written notifications
rotection) g 8 of duties and responsibilities, verification sys-
P R ) tem of key decisions etc.,
© lack of integrity by superiors, .
) ] ) anonymous staff surveys for assessing work-
& inadequate knowledge, skills or experience of place satisfaction and culture, and adequate
public officials to resist pressure, measures based on findings,
& pressures in the work environment, effective appeal system and anti-mobbing
© inadequate supervision or work review, measures,
working process risk factors: introduction of transparency into all internal
non-transparent or unrecorded decision mak- processes - proper records should be kept for
ing, all decisions, and also reasons for all impor-
& poor organisation of working processes tant decisions should be documented, includ-
. ’ ing name(s) of person(s) responsible for the
© unconnected working processes and procedural decision
gaps, causing in between no sense for responsi- ] . .
bility or ignorance of competences establishment of complete electronic audit
. . T trail regarding electronic documents (on their
& !ack of vertical or horizontal controls in work- creation, access, copy, print, altering and/or
INg processes. deletion) and regular supervision of this trail,
@ etc.

clear rules on organisational structure and re-
porting lines on who public officials report to,
and are supervised by,




© establishment of efficient oversight, super-
vision or review mechanisms (regular and
random) in all levels or processes, including
additional supervision of public officials on
positions that are exposed to risk of internal
pressures,

anti-corruption, integrity and anti-mobbing
trainings,

@ etc.

&

6.4.4.6. RISK OF CONFLICT OF INTERESTS risk of incompatible offices,

risk of illegal acceptance of gifts, benefits or
favours when they do not constitute a bribe,

etc.

Risk of conflict of interests includes:

risk that - when there is a conflict between his
or her public duty and private interest - public
official will favour his or her private (personal)
interests instead of duty to act in the public in-

terest),

external and systemic risk factors:

Dependent on the risk level in a concrete case,

& bad or inconsistent legislation regulating cer- the following measures might be used:
'tain' sector, worl'(i‘ng ﬁlgd of the public sector systemic level:
institution, specific project etc., ® adopting or improving anti-corruption legisla-

& absence of conflict of interest laws, tion (including conflict of interests laws) and

& inefficient or incompetent oversight institu- ensuring its efficient implementation,
tions, & measures / rules for strengthening responsi-

internal (organisational) risk factors: bilities of superiors or other top level public

& poor strategic and operational guidelines (pol- officials,
icy) or inadequate policies, procedures or sys- & efficient and dissuasive criminal or admin-
tems, istrative sanctions for acting in any form of

& chronic failure to follow existing policies, pro- conflict of interests,
cedures or systems, & awareness raising programmes on conflict of

& inadequate work review, oversight and audit interests and due avoidance,
mechanisms, & etc,

& poor organisational culture (this includes un- organisational (institutional, project etc.)
clear messages about what is acceptable, ex- level including working processes and indi-
amples set by management, lack of reinforce- vidual factors:
ment of ethical behaviour etc.), & reference to conflict of interests in relevant

individual risk factors: internal documents, including policy docu-

& lack of knowledge (e.g. ignorance of conflict of ments and codes of conduct,
interests rules),

@ lack of integrity (immorality),

© omission of conflicts of interest declaration

(where provided),



© inadequate supervision or work review of con-
crete public official,
working process risk factors:
© non-transparent or unrecorded decision mak-
ing,
© lack of vertical or horizontal controls in work-
ing processes.

® etc.

6.4.4.7. RISK OF (OTHER) ILLEGAL OR
UNETHICAL BEHAVIOUR

Risk of (other) illegal or unethical behaviour that
can threaten the mandate, objectives or reputa-
tion of public sector as a whole or particular insti-
tution, sector, project or working process includes:

risk of irresponsible, negligent, careless or un-
ethical performance of duties in public sector,
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obligation of public officials to complete (an-
nually or at another appropriate time) a state-
ment of private interests (secondary employ-
ment, business dealing, shares etc.) and/or
asset declaration,

establishment of a register of gifts, benefits or
favours given to public officials (not in form of
a bribe, but as a token of gratitude etc.),

verification system of key decisions,

introduction of transparency into all internal
processes - proper records should be kept for
all decisions, and also reasons for all impor-
tant decisions should be documented, includ-
ing name(s) of person(s) responsible for the
decision,

establishment of complete electronic audit
trail regarding electronic documents (on their
creation, access, copy, print, altering and/or
deletion) and regular supervision of this trail,

clear rules on organisational structure and re-
porting lines (especially on who public officials
report to, and are supervised by),

establishment of efficient oversight, supervi-
sion or review mechanisms (regular and ran-
dom) in all levels or processes, including ad-
ditional supervision of public officials that are
- on the basis of available information, e.g.
statement of private interests - exposed to
greater risk of conflict of interests,

establishment of a public register of gifts,
benefits or favours given to public officials
(not in form of a bribe, but as a token of grati-
tude etc.),

anti-corruption and integrity trainings,
etc.

risk of political corruption such as vote buying
at elections & campaign finance improprieties,

corruption risks arising from sponsorship or do-
nations,

risk of revolving door,
etc.




external and systemic risk factors:

bad or inconsistent legislation regulating cer-
tain sector, working field of the public sector
institution, specific project etc.,

absence of basic legal framework needed to
fight corruption and strengthen integrity (in-
cluding free access to public information laws,
political campaign financing laws, codes of
conduct, transparency laws etc.),

absence of administrative or labour penalties,

unclear wording in relevant legislation (en-
abling excuses for bad work, doubtful interpre-
tation of laws etc.),

unclear competences of authorities (enabling
excuses for bad work),

inefficient or incompetent oversight institu-
tions,

internal (organisational) risk factors:
poor strategic and operational guidelines (pol-
icy) or inadequate policies, procedures or sys-
tems,

chronic failure to follow existing policies, pro-
cedures or systems,

unclear mandate of institution, project, etc.

bad or inconsistent internal acts and regulation,
including absence of rules and procedures that
promote ethical behaviour and transparency in
organisation and its procedures and processes,

inadequate or weak work review, oversight and
audit mechanisms,

absence of warning and alert systems in case
of irregularities,

failures of management at all levels (supervi-
sors, middle managers or senior management
either don’t sufficiently understand the work
to recognise that work is not done properly or
they facilitate such activity by tolerating low
level non-compliance with all kinds of rules),

poor organisational culture (unclear messages
about what is acceptable, examples set by
management, inappropriate attitude to col-
leagues or subordinates, lack of reinforcement
of ethical behaviour, bad office habits and oth-
er uncultured workplace practices),

Dependent on the risk level in concrete case, the
following measures might be used:

®
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systemic level:

adopting or improving anti-corruption and in-
tegrity legislation (including free access to
public information laws, political campaign fi-
nancing laws, codes of conduct, transparency
laws, etc.) and ensuring its efficient imple-
mentation, including efficient, proportionate
and dissuasive penalties for disciplinary of-
fences or other breaches,

measures / rules for strengthening responsi-
bilities of superiors or other top level public
officials,

measures for strengthening role and efficiency
of law enforcement and prosecution,

awareness raising programmes for public or
different stakeholders,

corruption proofing of laws,
etc,

organisational (institutional, project etc.)
level including working processes and indi-
vidual factors:
adoption or improvement of internal policies,
rules and regulations with strong integrity
connotation,

introduction of transparency into all internal
processes - proper records should be kept for
all decisions, and also reasons for all impor-
tant decisions should be documented, includ-
ing name(s) of person(s) responsible for the
decision,

establishment of complete electronic audit
trail regarding electronic documents (on their
creation, access, copy, print, altering and/or
deletion) and regular supervision of this trail,

clear rules on organisational structure and re-
porting lines (especially on who public officials
report to, and are supervised by),

establishment of efficient oversight, supervi-
sion or review mechanisms (regular and ran-
dom) in all levels or processes,



& inadequate knowledge, skills or experience of
public officials or related superiors or manag-
ers,

inadequate human, finance, time etc. institu-
tional resources,

individual risk factors:
lack of knowledge (ignorance),

lack of integrity (immorality),
lack of practical skills (inexperience),
pressures in the work environment,

inadequate supervision or work review of con-
crete public official,
inappropriate relationships with clients,
feelings of dissatisfaction or perceptions of un-
fairness at work,

working process risk factors:
non-transparent or unrecorded decision mak-
ing,
poor organisation of working processes,
unconnected working processes and procedural
gaps, causing in between no sense for responsi-
bility or ignorance of competences),

& lack of vertical or horizontal controls in work-
ing processes.

& etc.
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6.4.5. OPTIONS FOR
PRESENTATION OF RISK
ASSESSMENT RESULTS -

STEP 5 AND 22 OF THE
FRAMEWORK METHODOLOGY

The results of a risk assessment can be presented
in a number of ways. In some cases, risks are vi-
sualised through a corruption risk map which high-
lights key stages, actors and/or relationships in
the process under analysis. Another visual tool is
the corruption risk matrix which is often used to
prioritize risks. Often, results are either presented
in tabular form or as a checklist. Where the risk
assessment is part of a broader risk management
framework, these inform what preventative action
needs to be taken to mitigate the most critical
risks."* Some examples are provided below. In a
concrete case, it is reasonable to choose the type
of presentation of risk assessment results that best
suits the circumstances of that case.

144 McDevitt, A.: Corruption Risk Assessment Topic Guide
(2011), p. 3 (available on: http://gateway.transparency.org/
files/uploads/Corruption_Risk_Assessment_Topic_Guide.pdf).
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& written notifications of duties and responsi-
bilities,

verification system of key decisions,
introduction of other possible safeguards
against bad work (e.g. rotation of duties), in-
cluding effective sanctions, where appropri-
ate,

& establishment of clear policy and rules regard-
ing sponsorships or donations, including public
register of sponsorships or donations,

& constant education and training of public of-
ficials in their field of work,

anti-corruption and integrity trainings,
etc.
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6.4.6. EXAMPLE OF A
TEMPLATE HEAT MAP-
RELEVANT FOR STEPS 5 AND
14 OF THE METHODOLOGY

Heat map is used for overall risk evaluation and
not for assessing individual risk factors. Assess-
ment of risk level is based on a combination of
likelihood of an event occurring and the impact if
the event occurs.

Likelihood of the risk occurring is assessed using
a heat map with e.g. following scores (also addi-
tional or different scores are possible - insignifi-
cant, huge etc.):
Nil (also Zero) - possibility of a risk factor oc-
curring does not exist (risk factor is not identi-
fied/applicable);
Minor (also Low) - risk factor has never oc-
curred before, or it has occurred very seldom
in the past;
Moderate (also Medium) - risk factor could oc-
cur or could repeat several times;
Major (also High) - risk factor will occur and
will repeat several times.




Impact (consequences) of the risk occurring is as-
sessed using a heat map with e.g. following scores
(also additional or different scores are possible -
insignificant, catastrophic, etc.):
Nil (also Zero) - consequence does not exist
(consequence is not identified/applicable);
Minor (also Low) - there are practically no
consequences, only minor regulations are nec-
essary to eliminate risk factor

Moderate (also Medium) - consequences are
somewhat significant for the organisation as
problematic activities have to be reorganised
and damage has to be treated;

Major (also High) - consequences are signifi-
cant, core activities have to be reorganised,
significant funds are necessary to treat damage.

on
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Impact if the event occurs

When developing risk map or similar visualization tool for presenting specific risks, for example this scale

can be used:

B cen

6.4.7. TEMPLATE OF COMPRE-
HENSIVE RISK ASSESSMENT
AND ITS EVALUATION(RISK
REGISTER) - STEPS 12 TO 17
OF THE FRAMEWORK METH-
ODOLOGY

Please note (!): source of this template is Integrity
plan sample prepared by the Commission for the
Prevention of Corruption of the Republic of Slo-
venia. The risk factors are the oneswhich are
recognizable in the Republic of Slovenia and do
not necessarily exist in other countries given that
the risk factors are always dependent on the cir-
cumstances of a concrete case. In this sample, a

145 The whole Integrity plan sample is available on https://
www.kpk-rs.si/en/prevention (English version) and https://
www.kpk-rs.si/sl/preventiva-in-nacrt-integritete/nacrti-

integritete/izdelava-nacrta-integritete (Slovenian version).

Reduce

template for assessment of some other risks is also
available (i.e. for unlawful receipt of gifts, re-
striction on business activities due to the conflict
of interest, illegal lobbying, protection of whistle-
blowers and risks in public procurement). Such
assessment should be done for all corruption
risks identified in a concrete case, of course,
adequately concretized and adapted to a given
case.



No.

RISK FACTORS
(examples)

Regulation exists
(name it) but it is
not being used in the
institution

Employees are not
acquainted with the
regulation (name it)
regarding conflict of
interest

Lack of attention of
public officials on
the actual or poten-
tial conflict of inter-
est

Using the office or
service to achieve il-
legal private interest
for himself or anoth-
er person

Lack of notification
of the head of the
institution or com-
mission about the
existence of conflict
of interest (real or
potential) at the
start or during em-
ployment

Employees do not
cease the case where
conflict of interest
was found

Head of the institu-
tion does not act
although s/he was
informed of conflict
of interest

Head of the institu-
tion does not comply
with the provisions
on the prevention of
conflicts

[Add (an)other risk
factor/s]

EXSISTING
MEASURES
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RISK FACTOR ANALY-
SIS

O managed
4 partly managed
O not managed

0 managed
4 partly managed
O not managed

O managed
O partly managed
O not managed

O managed
O partly managed
O not managed

O managed
O partly managed
O not managed

O managed
U4 partly managed
O not managed

O managed
O partly managed
O not managed

O managed
O partly managed
O not managed

O managed
4 partly managed
O not managed

OVERALL RISK AS-
SESSMENT

Likelihood:

Consequence:

Overall risk
assessment:

RECOMMENDED MEASURES
(examples)

Establish the reason for
not complying with the
legal regulation, consid-
eration of eventual for-
mal dilemmas, adoption
of measures to suppress
reasons

Training of employees

Analysis of complaints
and other cases where
the question of exclusion
of officers is claimed, pe-
riodic supervision

Training of employees,
presentation of good
practices, adoption of
code of conduct

Adoption of code of con-
duct, training of employ-
ees, presentation of good
practices

Training of employees,
presentation of good
practices, adoption of
code of conduct

Establish the reason for
inactivity, presentation
of good practices for in-
creasing  responsibility,
call to account

Adoption of code of con-
duct, training, presen-
tation of good practices
for increasing responsi-
bility, call to account
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6.4.8. EXAMPLE OFRISK MANAGEMENT PLAN-PHASE 4 OF THE
FRAMEWORK METHODOLOGY

Identified risk and risk
factor mented

Responsible
person/s

Measure to be imple-

Priority Deadline

short description of
risk and risk factor
that should be man-
aged (based on risk

description of meas-
ure to address the
risk

Based on overall
assessment of the risk

based on pri-
ority

register) that demands the

measure:

Priority 1 / URGENT
(measure is critical
and should be
realized without
delay)

Priority 2 / HIGH
(measure is essential
and will be imple-
mented in 3 months)

Priority 3 / MEDIUM
(measure is important
and will be imple-
mented in 3 - 6
months)

Priority 4 / LOW
(measure is of lower
importance and will
be implemented in
longer period of time)
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/. LESSONS LEARNED - DO’S
AND DONT’S IN CORRUPTION
RISK ASSESSMENT

The best way to address the problem of any type
of corruption is to diagnose its causes and suppress
them (this cuts the corruption at its roots). At pres-
ent, (too) many anti-corruption programmes focus
on exposing and punishing corruption after the fact
rather than fighting the structural (underlying)
causes of corruption. Such approach cannot have
long-term effect. Criminal law or repressive mea-
sures (investigation, prosecution, adjudication,
sanctioning) can have effect against individual
corruption; but systemic and institutional corrup-
tion and state capture cannot be successfully sup-
pressed by such measures. System disease can be
cured only by systemic measures based on political
will to eliminate corruption from the system. In
this process, equally important as repression are
integrity and prevention. Prevention includes dif-
ferent forms of corruption risk assessment (CRA),
transparency (it is often said that transparency is
the greatest enemy of corruption), measures for
preventing ‘wolves from eating sheep’, awareness
raising, collective action, voice of civil society etc.

Combating corruption cannot be successful, if iso-
lated. Huberts (1998) identifies six strategies that
represent the range of policy levers available to
policy makers at the national level:'

economic - emphasises the need for the eco-
nomic stimuli for corruption to be reduced and
suggests that such might be achieved by, inter
alia, paying higher civil service salaries;
educational - aims at altering the attitudes and
values of the populace and civil servants alike
via training and education campaigns and en-
gagement of the media;

cultural - ensuring that the behaviour and atti-
tudes of those in power are subject to stringent
codes of conduct and their behaviour filters
down to civil servants;

organisational or bureaucratic - strengthening
internal control systems such as auditing to de-
tect corrupt activity, and staff rotation to re-

146 Huberts (1998) as cited in Mills May, A: Causes of corrup-
tion in public sector institutions and its impact on develop-
ment: turning what we know in what we do, p. 13 (available
on: http://unpant.un.org/intradoc/groups/public/docu-
ments/un-dpadm/unpan049589. pdf).

Rather fail with honour
than succeed by fraud.

(Sophocles)

duce the propensity for individuals to establish
themselves in entrenched corruption;

political - increasing in transparency in terms,
for example, of the monitoring of party finances
and more broadly, a clearer and more definite
separation of powers in terms of the judiciary
and the state; and

judicial or repressive measures - advocates
harsher penalties for corrupt practices but also
the creation of independent anti-corruption
agencies.

Corruption risk assessment is (or should be) an im-
portant part of organisational as well as educa-
tional and cultural efforts in terms of strengthen-
ing integrity of public sector institutions. Strong
integrity means low risk for corruption. Therefore,
it should be ultimate goal of every country to en-
sure that most people in civil service (and beyond)
have more reasons to join the integrity system
than the corruption system. This can be achieved
with the proper mixture of ethical reasons, for-
mal rules and measures that ensure it is easy and
safe to act with integrity, but difficult to be cor-
rupt, and with efficient enforcement and judicial
system (risk of detection and conviction in case
of corrupt behaviour should be unacceptable to a
rational person)."It has to be said straight and
clear that corruption risk assessment is not a silver
bullet (i.e. a direct and effortless solution) to a
problem of corruption prevention or prosecution,
but a comprehensive and suitable approach toCRA
and well prepared assessment proceduresshould

147 See Sampford, C.: Understanding the Relationship be-
tween Integrity, Corruption, Transparency and Accountability
(available on http://www.adbi.org/files/2009.03.10.cpp.
day2.sampford.integrity.corruption.transparency.account-
ability. pdf).




help in pointing out concrete measures to achieve
or at least near this ultimate goal on macro and
micro level.

Based on the state of research and conclusions
in this paper, two main lessons learned regarding
corruption risk assessment are as follows:

the most effective in dealing with corrup-
tion is expected to be a combined package of
strategies and tools that will include one or
more corruption risk assessment approaches
presented in this paper. The tools used to con-
trol a particular harm should not be based on
formalistic approach (such as a sheer check list
of measures, regardless of content), but should
be dictated by an understanding of the dynam-
ics and dependencies of concrete public institu-

tion, department, project etc.'® Corruption risk
assessment should therefore be effective and
life process, and not merely a ‘laundry list’ of
corruption risks and an equally long list of ‘miti-
gation measures;’

instead of using CRA as a once-and-for-all policy
initiative often seen in response to a major cor-
ruption scandal, it is more efficient and advan-
tageous to immerse corruption prevention
(including corruption risk assessment) into
public sector good governance so that pre-
venting and combating corruption will become a
permanent item of public sector management.
Such approach should, inter alia, prevent CRA
to become a labour-intensive, superficial or
even part of the anti-corruption bureaucracy.

148 See Spector (2005) and Sparrow (2008) as cited in Mills
May, A: Causes of corruption in public sector institutions and
its impact on development: turning what we know in what
we do, p. 14 (available on: http://unpant.un.org/intradoc/
groups/public/documents/un-dpadm/unpan049589. pdf).
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8. RECOMMENDATIONS

Based on the research and following the discussion
at the Regional Workshop for Validation of the Cor-
ruption Risk Assessment Methodology, the follow-
ing measures and steps are recommended:

Governments that have already implemented or
that are implementing in their legislation and
practice the integrity plans or other corruption
risk assessment tool or model should:

increase their efforts to secure political will to
back up corruption risk assessment as an inte-
gral part (tool) of not only corruption preven-
tion, but also of public sector good governance
and public sector reform;

take efforts in view of closer integration and co-
ordination of corruption risk assessment models
or tools with internal and external audit insti-
tutions;

secure sufficient resources in terms of finance,
time, training, knowledge (not only of integrity
officer but also other people engaged in the
process) and IT support for the implementation
of chosen corruption risk assessment tool (or
tools) and their constant monitoring, revising
and upgrading;

establish the procedures for using (an)other /
additional corruption risk assessment tool or ap-
proach, when applicable in a certain case, proj-
ect, sector, institution, etc.;

provide public officials, civil society, mass
media and business leaders with training, re-
sources and capacity to act effectively and with
adequate understanding of anti-corruption ini-
tiatives, strategies and preventive tools such as
corruption risk assessment.

In cases where any specific legislation or prac-
tice of integrity plans or other corruption risk
assessment tools or models does not exist, the
following is recommended:

ensure a designated body to design and imple-
ment the methodology for corruption risk assess-
ment (be it within the audit institutions,public
administration, anti-corruption legislation);

design a pilot project (on a voluntary basis) for
the implementation of the chosen corruption
risk methodology and the assessmentof its im-
pact, including sufficient resources in terms of
finance, time, training, knowledge and IT sup-
port;

provide public officials, civil society, mass me-
dia and business leaders with training, resourc-

There are seven things
that will destroy us:

wealth without work
pleasure without
conscience
knowledge without
character
religion without
sacrifice
politics without
principle
science without
humanity
business without
ethics.

(Mahatma Gandhi)

es, and capacity to act effectively and with
adequate understanding of anticorruption ini-
tiatives, strategies and preventive tools such as
corruption risk assessment.

Kk

Finally, a just question has to be raised: what if
a country is trying to do all these things and it
still does not seem to be working? At first sight,
some countries miss what might be seen as key
elements of a national integrity system but seem
rather corruption clean and others with everything




in place are highly corrupt.™ In general, it can
be said/anticipated that in such cases it is very
likely that anti-corruption and integrity system is
either inefficient in terms of resources and politi-
cal will or compromised (or maybe both) or even
captured and used against political enemies but
not against the ruling structures. But even in such
cases, progress is possible and efforts should be

149 See Sampford, C.: Understanding the Relationship be-
tween Integrity, Corruption, Transparency and Accountability
(available on http://www.adbi.org/files/2009.03.10.cpp.
day2.sampford.integrity.corruption.transparency.account-
ability. pdf).

made to that end. Here, especially integrity plans
and targeted (ad hoc) corruption risk assessment
can be beneficial given that they are oriented to-
wards individual institution or project rather than
to the system as a whole. When individual trees in
an ill forest start to heal and are getting better,
the forest may recover with timeas well.



9. ANNEXES

9.1. ANNEX 1:
SELECTED EXCERPTS OF
LEGAL PROVISIONS

9.1.1. BOSNIA AND
HERZEGOVINA

Law on the Agency for the Prevention of
Corruption and the Coordination of the
Fight against Corruption (Official Gazette,
No.103/2009)

Article 10
(Responsibilities of the Agency)
The Agency shall be responsible to:

a. develop the Anti-Corruption Strategy and the
Corruption Prevention Action Plan;

b. coordinate and monitor the implementation
of the Strategy and the Action Plan, and pro-
vide opinions and guidelines on the matter of
implementation of the Strategy and the Ac-
tion Plan;

c. coordinate the work of the public institutions
in preventing corruption and conflict of inter-
est, and make analyses of the final decisions
of the competent authorities in charge of pro-
cessing conflicts of interest in order to look
into the instances of corruptive practices,
inform the competent institutions about the
situation detected and take all the necessary
measures as provided by law;

d. monitor the instances of conflict of interest,
provide recommendations for the strategy of
managing the conflict of interest on a case-
to-case basis, and issue the guidelines for the
policy of managing the conflict of interest in
government institutions;

e. prescribe a uniform methodology for collec-
tion of the data about financial situation of
public servants;

f. in coordination with the competent authori-
ties, analyze the delivered data in order to
detect the instances of corrupt practices, and
take the necessary measures as provided by
law.

g. collect and analyze the statistics and other
data, and inform all relevant stakeholders in
Bosnia and Herzegovina of the results of the
inquiry;
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h. take action upon receiving the submissions
that contain indications of a corruptive con-
duct pursuant to the applicable regulations;

i. coordinate the work of the institutions with
public authorities in combating corruption;

monitor the effects of laws and bylaws aimed
at preventing corruption and provide opinions
and guidelines on the issue of their implemen-
tation, initiate activities in relation to amend-
ing the current legislative arrangements and
harmonize them;

k. cooperate with the national scientific and
professional organizations, public media, and
NGOs on the issue of corruption prevention;

. cooperate with international organizations,
institutions, initiatives and bodies;

m. establish and maintain the database contain-
ing the data collected in accordance with this
Law;

n. develop educational programs on the issue of
prevention of corruption and fight against cor-
ruption, and monitor their implementation;

0. issue publications to inform the public about
the corruption situation;

p. inform the competent institutions and the
public of the obligations contained in inter-
national legal acts and give recommendations
for their realization in relation to corruption
prevention;

g. prescribe a uniform methodology and guide-
lines for making integrity plans and providing
assistance to all public institutions in their
implementation; and

r. perform other activities relating to corruption
prevention.

9.1.2. MOLDOVA

Law no. 90-XVI on Prevention and Fight
Against Corruption
(Official Gazette No. 103-105)"°

Unofficial translation into English language:
Article7 Anticorruption expertise of draft and
legislative drafts Government regulations, assess-
ment of institutional corruption risks

150 The law in the Romanian language can be found at the

National Anti-corruption Centre website - http://lex.justice.
md/index.php?action=view&view=doc&lang=1&id=328131. No
English translation was found (the text was translated by the
author).




1. Anticorruption expertise of draft legislative
and normative acts of the Government is re-
quired.

2. Anticorruption expertise of draft legislative
and normative acts of the Government is an
evaluation of the compliance of their content
of national and international anti-corruption
standards in order to identify rules that fa-
vour or promote corruption and to develop
recommendations for exclusion effects.

3. Anti-corruption expertise of draft legislative
and normative acts of the Government is car-
ried out as prescribed by the Government,
according to the following criteria:

a. share the content of the project, and
the potential effect of the rules and
regulations blanket reference;

b. the regulatory tasks within the compe-
tence of public authorities;

c. identifying conflicts of law rules;

d. the degree of responsibilities and duties
given to civil servants;

e. assessment of administrative control
(the higher indoor);

f. the requirements imposed on recipients
of certain rights;

g. the transparency of the functioning of
public authorities.

4. Institutional corruption risk assessment is
carried out as prescribed by the Government,
which provides for the identification of orga-
nizational factors, predisposing or able to fa-
vour corruption, making recommendations to
exclude the effects of these risks.

9.1.3. MONTENEGRO

Civil Servants and State Employees Act
(Official Gazette No.39/2011 and 50/2011)"'

Integrity Plan
Article 68

A state authority shall adopt an integrity plan on
the basis of assessment of susceptibility of certain
job positions for occurrence and development of
corruption and other forms of partial actions of
civil servants and state employees regarding cer-
tain job positions, which shall include measures
preventing and eliminating the possibilities for
corruption occurrence and development, in ac-
cordance with the guidelines of administration au-
thority in charge of anti-corruption activities.

151 English translation of the act is available on: http://an-
tikorupcija.me/en/index.php?option=com_phocadownload&vi
ew=category&id=3&ltemid=301.

The state authority shall determine a civil servant
responsible for preparing and implementing the
integrity plan.

9.1.4. SERBIA

Anti-Corruption Agency Act
(Official Gazette No.97/2008)%

I. GENERAL PROVISIONS
Article 1

This Act governs establishment, legal status,
competencies, organization and operation of the
Agency for combating corruption (hereinafter “the
Agency”), rules concerning prevention of conflicts
of interest in discharge of public office and prop-
erty disclosure reports of persons holding public
office, introduction of integrity plans, as well as
other issues of relevance for the work of the Agen-
cy.

Competencies of the Agency
Article 5
The Agency:
supervises implementation of the National
Strategy for Combating Corruption (hereinafter
“the Strategy”), the Action Plan for Implemen-
tation of the National Strategy for Combating
Corruption (hereinafter “the Action Plan”) and
sector action plans;

institutes proceedings and pronounces mea-
sures for violation of this Act;

rules on conflict of interest;

performs tasks in accordance with the law gov-
erning financing of political parties;

issues opinions and directives for enforcing of
this Act;

launches initiatives for amending and enacting
regulations in the field of combating corruption;
gives opinions related to implementing of the
Strategy, Action Plan and sector action plans,
monitors and organises coordination of the gov-
ernment bodies in the fight against corruption;
keeps a register of the officials;

keeps a register of property and income of of-
ficials (hereinafter “Property Register”);
extends expert assistance in the field of com-
bating corruption;

cooperates with other government bodies in

drafting regulations in the field of fight against
corruption;

152 English translation of the act is available on: http://
www.anticorruption-serbia.org/legislation.



issues guidelines for developing integrity plans
in the public and private sector;

introduces and implements education programs
concerning corruption, in accordance with this
Act;

keeps separate records in accordance with this
Law;

acts on complaints submitted by legal entities
and natural persons;

organises research, monitors and analyses sta-
tistical and other data on the state of corrup-
tion;

in collaboration with competent government
bodies monitors international cooperation in
the fight against corruption;

performs other tasks set forth by law.

VII. INTEGRITY PLAN
Article 58

The integrity plan shall include legal and practical
measures that eliminate and prevent possibilities
for the occurrence and development of corrup-
tion, in particular:
assessment of exposure to corruption for a par-
ticular institution,

data on the person responsible for the integrity
plan,

description of the work process, decision mak-
ing procedures and

identification of activities that are particularly
exposed to corruption,

preventive measures for the reduction of cor-
ruption, and

other parts of the plan defined in the guidelines.

The Obligation of Adopting Integrity Plan
Article 59

Integrity plans are adopted by the government
bodies, territorial autonomy bodies and local gov-
ernment bodies, public services and public com-
panies.

The Agency [i.e. the Agency for Combating Cor-
ruption] shall make and publish assessments of
integrity, i.e. guidelines for development and
implementation of integrity plans, specifying time
frames.

Government, territorial autonomy and local gov-
ernment bodies, public services and public compa-
nies shall adopt integrity plans in accordance with
the guidelines referred to in paragraph 2 of this
Article and notify the Agency thereof.
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The Agency shall monitor the adoption and imple-
mentation of the integrity plan.

Person Responsible for the Preparation and Imple-
mentation of Integrity Plan
Article 60

Government, territorial autonomy and local gov-
ernment bodies, public services and public compa-
nies shall appoint a person in charge of the prepa-
ration and implementation of integrity plan.

The Agency shall provide training for the person
responsible for the integrity plan.

Adoption of Integrity Plan by Other Legal Entities
Article 61

Other legal entities may adopt integrity plans
in accordance with the guidelines issued by the
Agency.

Upon the proposal of legal entities specified in
para 1 of this Article, the Agency may assess the
integrity and give recommendations for enhancing
integrity.

9.1.5. SLOVENIA

Integrity and Prevention of Corruption Act
(Official Gazette No. 45/2010, 26/2011 and
43/2011)">

Article 12
(Tasks and powers of the Commission)

1. The Commission shall have the following
tasks and powers:

to prepare expert groundwork for strength-
ening integrity and training programmes;
to provide training for the persons respon-
sible for integrity plans;

to prepare, together with the representa-
tives of equivalent public law entities or
their associations, models of their integ-
rity plans;

to provide advice on strengthening integri-
ty and preventing and eliminating the risks
of corruption in the public and private sec-
tors;

to monitor and analyse data on the de-
velopment and accomplishment of tasks
aimed at preventing corruption in the Re-
public of Slovenia;

153 English translation of the act is available on: https://
www.kpk-rs.si/en/ legislation-and-reports.




to monitor the state of affairs in the field
of international corruption, and to moni-
tor and analyse data on the number and
manifestations of all forms of criminal of-
fences involving elements of corruption in
the Republic of Slovenia;

to perform lobbying-related tasks;
to adopt principled opinions, positions,
recommendations and explanations in re-

spect of issues connected with the con-
tents of this Act;

to ensure the implementation of the reso-
lution regulating the prevention of corrup-
tion in the Republic of Slovenia;

to draft amendments to the resolution
regulating the prevention of corruption in
the Republic of Slovenia and propose that
they be discussed by the Government, who
then in turn submits them to the National
Assembly for adoption;

to give consent to the action plans of the
individual authorities defined in the reso-
lution, these plans relating to the imple-
mentation of the resolution regulating the
prevention of corruption in the Republic of
Slovenia;

to call on the competent authorities in
the Republic of Slovenia to meet the ob-
ligations arising from international instru-
ments relating to the prevention of corrup-
tion, and to provide them with proposals
regarding the method of implementation
of these obligations;

to cooperate with the competent State
bodies in drafting regulations on the pre-
vention of corruption;

to monitor the implementation of the
regulations referred to in the preceding in-
dent and to propose initiatives for amend-
ments to them;

to provide its opinion on proposals for laws
and other regulations before they are dis-
cussed by the Government, particularly in
respect of the conformity of the provisions
contained within these proposals for laws
and other regulations with the laws and
regulations regulating the prevention of
corruption, and the prevention and elimi-
nation of conflicts of interest;

have the option available to submit ini-
tiatives to the National Assembly and the
Government to regulate a particular area
by adopting a law or any other regulation
in accordance with its tasks and powers;

to cooperate with the corresponding au-
thorities of other countries and interna-

tional structures, and with international
non-profit private sector organisations en-
gaged in the prevention of corruption;

to cooperate with scientific, professional,
media and non-profit organisations from
the private sector in the prevention of cor-
ruption;

to prepare starting points for codes of con-
duct;

to publish professional literature;

to perform, upon the receipt of payment,
expert tasks related to the preparation
and development of integrity plans and the
preparation of measures for the preven-
tion of corruption for private sector users;

to keep records pursuant to this Act; and

to perform other tasks set out by this Act
and other relevant laws.

VI. INTEGRITY PLANS

3.

Article 47
(Integrity plan)

State bodies, self-governing local communi-
ties, public agencies, public institutes, pub-
lic utility institutes and public funds (here-
inafter: entities obliged to draw up integrity
plans) shall draw up and adopt the integrity
plan and inform the Commission of this in ac-
cordance with this Act.

If the Commission [i.e. Commission for the
Prevention of Corruption] finds that there is
a risk of corruption and other forms of unlaw-
ful conduct in performing an activity in the
public interest and having public assets avail-
able, it may issue a decision ordering a public
entity which is not specified in the preceding
paragraph and in which this activity is per-
formed or assets are available to draw up, to
implement and amend the integrity plan in
cooperation with the Commission.

An integrity plan shall contain in particular
the following:

an assessment of the institution’s exposure
to corruption;

the personal names and posts of persons
responsible for the integrity plan;

a description of the areas and manner of
decision-making with the assessment of
exposure to corruption risks and proposals
for integrity improvements;

measures for the timely detection, pre-
vention and elimination of corruption
risks; and

other parts of the plan as defined in the
guidelines referred to Article 50 of this Act.
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4. The Commission shall provide training for the Article 50
persons referred to in the second indent of (Publication of guidelines for drawing up the
the preceding paragraph. integrity plan)
Article 48 3. The Commission shall produce guidelines for
their functioning and assessing levels of in-
1. On the basis of the assessment of exposure to tegrity, and then publish them on its website.
corruption risks, the entities obliged to draw )
up integrity plans shall be divided into three ] AFF‘Cle 86 )
groups: the least, medium and most exposed; (Time limits for actions)

indicators for dividing entities into individual ~ [...]

groups, the methodology and manner of the . . .
drawing up and evaluation of integrity plans 4. The integrity plans referred to in paragraph

shall be specified in the guidelines referred 1 of Article 47 of this Act shall be adopteq by
to in Article 50 of this Act. no later than two years after the entry into

force of this Act.

2. The Commission shall check whether the en- .
Afine of between EUR 400 and EUR 4 000 shall

tities have adopted the integrity plans and 5.

how they plan to implement them. be imposed on a responsible person of a body
or organisation referred to in paragraphs 1
Article 49 and 2 of Article 47 which, in contravention

of Article 47 of this Act, fails to draw up and
adopt the integrity plan within the time limit

On the proposal and at the expense of other legal specified in the preceding paragraph.
entities not specified in paragraph 1 of Article 47

of this Act, and by applying the provision of para-

graph 2 of Article 47 of this Act, the Commission

may make an assessment of integrity or make sug-

gestions for integrity improvements.

(Request for the assessment of the integrity plan)
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